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HydraCore — Multi-Tier Infrastructure Blueprint 

Master Hardware Document (Global Sovereign Edition) 

 

Grand Introduction 

 

0.1: Purpose of HydraCore 

 

HydraCore is conceived as a sovereign, sovereign-grade computational infrastructure engineered 

to deliver enduring, auditable, and legally-anchored compute and data sovereignty for the 

Kharvath/WebHydra ecosystem and its strategic partners. Its primary purpose is to provide an 

integrated hardware and operational foundation that enables: high-assurance AI training and 

inference at scale; tamper-evident data custody and archival; deterministic, auditable decisioning 

for governance workloads; and the long-term economic capture of platform value that would 

otherwise be ceded to external cloud monopolies. HydraCore is designed to function as both the 

computational engine and the defensive perimeter of a national-level digital sovereignty 

program, converting infrastructure from a recurring cost into a long-lived strategic asset.  ￼  ￼ 

 

0.2: Why HydraCore must exist now 

 

The convergence of three contemporaneous trends creates an inflection point that mandates 

immediate strategic action. First, exponentially increasing compute demand for both 

commercially valuable and safety-critical AI models has produced concentration of capability 

within a small set of hyperscale providers; this centralization creates geopolitical and economic 

leverage that can be exploited or weaponized. Second, modern AI workloads — specifically 

large model training and real-time orchestration for autonomous systems — demand hardware 

topologies (high-density GPU/TPU clusters, NVMe fabrics, liquid-immersion cooling, and 

advanced energy systems) that are capital-intensive and not readily available in commodity 

hosting. Third, national actors are pursuing sovereign compute as an instrument of economic 

security, regulatory autonomy and national defense; delayed action risks permanent technology 

and market disadvantage. HydraCore addresses all three vectors by providing sovereign compute 

capacity, hardened custody of critical datasets, and a staged roadmap from prototype to exascale 

that captures both immediate capability and long-term strategic advantage.  ￼  ￼ 

 



0.3: The Global Compute Arms Race 

 

Contemporary state and commercial actors are engaged in an active and accelerating competition 

for AI compute, data, and operational dominance. This competition spans investment in exascale 

training clusters, national HPC programs, quantum research infrastructure and secure supply-

chain agreements for high-end accelerators. HydraCore is explicitly designed to be auditable and 

comparable to international Tier-Alpha facilities: it prescribes a multi-phased trajectory that 

aligns with global standards for uptime, security, and performance while emphasizing sovereign 

controls (hardware attestation, HSM/TEE enforcement, and WORM audit ledgers) that are not 

consistently present in commercial clouds. The architecture anticipates and mitigates typical 

systemic failure modes—power, cooling, supply chain, and legal interdiction—thereby creating a 

defensible, resilient posture in the global compute landscape.  ￼  ￼ 

 

0.4: Malaysia’s strategic intelligence advantage 

 

Malaysia occupies an advantageous strategic position for the deployment and stewardship of a 

sovereign compute capability. The factors that confer this advantage include the country’s 

geographic position within key regional fiber corridors, a developing high-skilled engineering 

talent pool, comparatively favorable energy and industrial land availability for modular data 

center campuses, and the political opportunity to establish binding legal and regulatory 

frameworks that can anchor sovereign infrastructure and data protection regimes. Building 

HydraCore within Malaysia allows the nation to capture the economic value of platform activity; 

anchor high-value technical employment; and offer a regionally sovereign hosting alternative for 

partners seeking jurisdictional certainty. In the context of the Kharvath/WebHydra narrative, the 

deployment anchors national strategic goals while positioning Malaysia as a regional hub for 

sovereign computing. (This section is derived from the strategic and sovereignty rationale 

articulated in the HydraGenesis materials and should be supplemented by contemporaneous 

national assessments, energy and land availability audits, and diplomatic/regulatory roadmaps.)  

￼  ￼ 

 

0.5: Scope of this document (and what is NOT covered) 

 

This Master Hardware Document defines the technical, operational, security and cost governance 

parameters required to plan, procure, construct, commission and operate HydraCore as a 

sovereign multi-tier infrastructure. 



The scope includes: 

 

 Tiered system definitions from Prototype (Tier-1) through Exascale Frontier (Tier-4); 

 Hardware architecture (compute, storage, networking, cooling, power), site and civil 

requirements, and vendor-agnostic BOM templates; 

 Operational models (NOC/SOC, maintenance, staffing), lifecycle and upgrade pathways; 

 Security mandates (hardware attestation, HSM integration, EMP/EMF protections, air-

gapped signing enclaves), compliance mapping and incident response; and 

 Costing frameworks, tranche-based funding milestones, risk matrices and acceptance 

criteria. 

 

This document does not prescribe detailed software-level implementations beyond hardware-

attested interfaces (for example, it does not specify proprietary model internals, application 

source code, or commercial pricing models for third-party SaaS). It also does not substitute for 

formal legal opinions on export controls, international data transfer treaties, or sovereign defense 

obligations; those issues require independent counsel and formal regulatory filings. The Master 

Hardware Document is an engineering and investment instrument; legal, commercial and 

diplomatic artifacts must be produced alongside it.  ￼  ￼ 

 

0.6: Definitions & terminology glossary (important for government) 

 

HydraCore 

The sovereign physical infrastructure layer that provides compute, storage, networking, power 

and security for the WebHydra ecosystem.  ￼ 

 

WebHydra 

The software and service ecosystem that operates on HydraCore and delivers platform services, 

user applications and governance primitives.  ￼ 

 

Ather 

The runtime and communications architecture that orchestrates distributed intelligence and 

enforces policy and attestation across HydraCore; includes Primus family cores for strategic 

decisioning.  ￼ 



 

Primus 

Ather’s high-assurance strategic decisioning core class; safety-critical, hardware-attested and 

policy-governed.  ￼ 

 

HICP 

Hydra Interconnect & Communication Protocol; the authenticated, schema-enforced transport 

used between Ather entities.  ￼ 

 

Nexus 

The message broker fabric (Nexus) that provides reliable, idempotent inter-service messaging 

and audit traces.  ￼ 

 

HSM 

Hardware Security Module; an FIPS-grade or equivalent hardware module for key custody and 

cryptographic signing (hardware-rooted keys).  ￼ 

 

TPM / TEE 

Trusted Platform Module / Trusted Execution Environment; hardware features that provide 

measured boot, attestation, and runtime enclave protections.  ￼ 

 

NVMe 

Non-Volatile Memory express — refers to high-performance solid-state storage used for hot tiers 

and low-latency training/inference data.  ￼ 

 

BESS 

Battery Energy Storage System; engineered battery arrays used for islanding, bridging and power 

resilience in hybrid energy architectures.  ￼ 

 



PUE 

Power Usage Effectiveness; the energy efficiency metric used for datacenter planning and 

optimization.  ￼ 

 

N+1 / N+2 

Standard redundancy designations for power and cooling components used in site resilience 

planning.  ￼ 

 

WORM 

Write Once Read Many archival storage (audit ledger) with immutable retention guarantees 

referenced for critical evidence and provenance records.  ￼ 

 

SLO / SLI 

Service Level Objective / Service Level Indicator; operational targets and measurements used to 

govern HydraCore availability and performance (baseline SLOs are specified in Ather materials).  

￼ 

 

  



HydraCore: Multi-Tier Infrastructure Blueprint 

Master Hardware Document (Global Sovereign Edition) 

 

Executive Summary 

 

1.1: High-level overview 

 

HydraCore is a sovereign, multi-tier hardware infrastructure program designed to deliver 

auditable, resilient, and high-performance compute capacity for national and commercial AI 

workloads. It provides an end-to-end physical foundation—compute, storage, networking, 

power, cooling and hardened security—engineered to host state-of-the-art model training and 

inference, to custody critical datasets with provable immutability, and to operate under sovereign 

legal controls. The architecture is intentionally vendor-agnostic and staged, enabling a capital-

efficient progression from a demonstration Prototype (Tier 1) through National (Tier 2), 

International (Tier 3) and Exascale Frontier (Tier 4) deployments. The design principles 

prioritize measurable service levels, hardware attestation and long-horizon lifecycle economics 

so that infrastructure is a strategic asset rather than a recurring operating liability.  ￼  ￼ 

 

1.2: The 3-tier + 1 ultimate-tier architecture 

 

HydraCore uses a four-level tiering model that maps capability to capital commitment and 

sovereign intent: 

 

Tier 1 

Prototype: A purpose-built, tightly scoped cluster intended for validation, partner demonstration 

and early production validation. Optimized for rapid deployability, clear acceptance criteria and 

low time-to-value.  ￼ 

 



Tier 2 

National Cluster: A fully sovereign, nationally provisioned facility sized to support government, 

critical national industry and broad domestic demand. Redundancy, EMP protection, extended 

islanding (multi-day BESS/hydrogen) and advanced attestation features are required.  ￼ 

 

Tier 3 

International Cluster: A commercially oriented, exportable sovereign facility with multi-room 

and multi-rack scale for global customers. Includes international compliance postures (SOC-2, 

ISO 27001, GDPR alignment) and direct fiber interconnects for low-latency peering.  ￼ 

 

Tier 4 

Exascale Frontier: A campus-scale exascale initiative designed to compete with leading global 

HPC/AI facilities. Incorporates multi-substation power design, submarine fiber integration, 

quantum-ready zones and the scale necessary for frontier training.  ￼ 

 

This tiering encapsulates both technical breakpoints (rack density, network fabric type, 

energy/cooling footprint, model size support) and governance breakpoints (data sovereignty 

controls, export-control mitigations, and international contracting models). Design rules govern 

when to upgrade and how to shard or federate workloads across tiers to meet SLOs and 

sovereign constraints.  ￼ 

 

1.3: Transformation map (Prototype → Frontier) 

 

HydraCore’s staged transformation is a sequenced, tranche-funded pathway with objective 

acceptance gates at each stage: 

 

Stage A: Prototype (Validation; RM10M) 

 Objectives: Prove core technical stack, perform security attestation, validate 

cooling/power approach (liquid immersion pilot), demonstrate representative 

training/inference workloads and investor proof points. 

 Success metrics: Functional acceptance tests, power/cooling baseline, validated 

SBOM/attestation chain, demonstrable POC workloads.  ￼ 



 

Stage B: National (Scale; RM60–100M) 

 Objectives: Transition to sovereign operations, deliver national SLAs, implement 

hardened physical security (EMP, biometric controls), establish microgrid and 96-hour 

islanding capability, onboard government workloads. 

 Success metrics: Achieve declared national SLOs, successful disaster recovery runs, 

complete vendor qualification and supply-chain vetting.  ￼ 

 

Stage C: International (Commercialization; RM300M–1B) 

 Objectives: Expand fiber fabric and optical backbone, certify international compliance 

standards, enable compute export services, and establish revenue streams for 

sustainability. 

 Success metrics: Commercial service launches, third-party audits (SOC-2/ISO), 

measurable revenue and utilization thresholds.  ￼ 

 

Stage D: Frontier (Exascale; RM2B+) 

 Objectives: Deliver exascale training capability, quantum-ready infrastructure, multi-

building campus resilience and strategic defense integration. 

 Success metrics: Exascale TFLOPS/TOPS targets, sustained multi-week training 

campaigns, battlefield/defense certification where applicable.  ￼ 

 

Each tranche is governed by explicit acceptance tests: performance benchmarks, attestation 

audits, islanding and disaster simulations, supply-chain audits and security penetration testing. 

Funding release is conditional on successful, independently verifiable results. 

 

1.4: Strategic, economic and national-security justification 

 

Strategic Rationale 

The concentration of advanced compute capability within a small number of hyperscalers 

generates systemic geopolitical exposure. A sovereign compute capability reduces single-point 

strategic risk: it prevents coercive denial of service, preserves jurisdictional control over 

sensitive datasets, and supports indigenous capability for defense and national research. 

HydraCore is therefore a capacity and a deterrent asset.  ￼ 



 

Economic Rationale 

HydraCore converts recurring cloud expenditure into long-lived capital assets, creates high-value 

local employment, anchors supply-chain partners and generates potential export revenue via 

compliant, sovereign hosting. A tranche approach permits capital efficiency while producing 

demonstrable near-term value (Tier 1/Tier 2) and long-term returns (Tier 3/Tier 4). Cost 

modeling includes CAPEX/OPEX, replacement cadence, salvage value and conservative uptake 

scenarios; investors receive tranche-linked milestones and risk allocation provisions.  ￼ 

 

National-security Rationale 

HydraCore provides the foundational compute capacity required for defense AI, secure logistics, 

cryptographic key custody, and national surveillance/telemetry processing where legally 

mandated. The architecture embeds hardware attestation, HSM custody, WORM evidence stores 

and multi-layer physical protections that align with sovereign security requirements. These 

elements create an auditable chain of custody, essential for national intelligence, legal evidence, 

and crisis decisioning.  ￼ 

 

1.5: Sovereign compute independence value 

 

HydraCore’s sovereign compute independence is measured along operational, legal and 

economic axes: 

 

Operational Independence 

Localized compute and storage that ensures critical workloads can continue under adverse 

geopolitical conditions, with multi-day islanding capability and localized telemetry/forensics.  ￼ 

 

Legal and Jurisdictional Independence 

Data residency and legal anchoring prevent foreign jurisdictional reach over critical datasets 

when combined with contractual, statutory and technical controls (data localization, hardware 

attestation, cryptographic custody).  ￼ 

 



Economic Independence 

Capture of cloud spending, creation of domestic supply-chain demand, and the option to export 

sovereign compute services under Malaysian jurisdiction, producing a durable revenue channel 

and local industrial growth.  ￼ 

 

Sovereign compute delivers a multi-dimensional public good: resilience, strategic autonomy, and 

an economic engine that is auditable, defendable and investible. 

 

1.6: Key investor and government takeaways 

 

For Investors 

 Tranche Finance Model: Capital is deployed against verifiable, independent acceptance 

gates (Prototype → National → International → Frontier). Early tranches de-risk the 

technology and create market signals for larger commitments.  ￼ 

 Measurable Returns: Revenue models include sovereign hosting, commercial exports, 

managed AI services and licensing of attestation/stack technologies; each revenue stream 

is phased and stress-tested in financial models.  ￼ 

 Risk Mitigation: Design includes supply-chain diversification, firmware and SBOM 

auditing, physical hardening, and contingency funds for market volatility.  ￼ 

 

For Government Partners 

 Strategic Sovereignty: HydraCore enables Malaysia to retain control over critical 

compute and data assets, supporting national defense, healthcare, finance and public 

administration.  ￼ 

 Economic Development: Job creation across engineering, operations, and security 

domains; opportunities for local manufacturing and services in the supply chain.  ￼ 

 Legal & Regulatory Alignment: The program is structured to support statutory 

frameworks for data protection, export controls and infrastructure resilience; formal legal 

instruments and regulatory filings will accompany tranche milestones. 

 

Concluding statement 

 



HydraCore is a defensible, staged and financeable path to national compute sovereignty. It 

reconciles immediate tactical needs—secure custody and demonstrable compute capacity—with 

a long-term strategy for economic return and geopolitical resilience. The tranche-based program 

ensures that investors and government partners see independently verifiable progress before 

committing additional capital. The succeeding sections of this document elaborate technical 

specifications, acceptance tests, procurement rules and governance constructs required to 

operationalize the model presented here.  ￼  ￼ 
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Section 2: HydraCore Philosophy and Design 

Principles 

 

2.1: Sovereign compute independence 

 

HydraCore is founded on the principle that critical compute and data assets must reside under 

jurisdictional, technical and operational control of the sovereign authority it serves. Sovereign 

compute independence is a composite property that requires alignment across three dimensions: 

legal anchoring, technical isolation, and operational autonomy. Legal anchoring mandates that 

ownership, contractual terms, and data-residency rules are structured to prevent extrajudicial 

access; technical isolation requires hardware-rooted attestation, HSM-backed key custody, and 

enforced hardware/software chains of trust that preclude execution of unsigned artifacts; 

operational autonomy requires the ability to sustain critical services during denial-of-service, 

cross-border legal compulsion, or external supply disruption through independent power, on-site 

maintenance, and local telemetry. 

 

Concrete requirements deriving from this principle include mandatory TPM/TEE support on all 

production hosts, at least one HSM per secure enclave, WORM-protected archival with 

cryptographic anchoring for custody evidence, explicit contractual clauses for firmware 

provenance and supply-chain auditing, and policy-mapped data residency for all regulated data 

classes. Acceptance criteria for sovereign independence include demonstrable attestation of a live 

host fleet, independent third-party validation of HSM key custody, and successful simulated 

cross-border legal and network isolation exercises.  ￼  ￼ 

 

2.2: Zero-downtime autonomic architecture 

 

HydraCore aims for continuous service delivery through design that minimizes human 

intervention while maximizing predictable recoverability. Zero-downtime operation is achieved 

by integrating multi-layer redundancy, autonomous detection and recovery loops, and policy-



governed change management. The architecture distinguishes between graceful degradation 

(controlled feature reduction under stress), fail-operational behavior (critical functions continue 

when parts of the system fail), and full redundancy (hot standby, active-active replication). 

Autonomic behavior is implemented by a set of coordinated agents that execute deterministic 

routines: telemetry aggregation, anomaly detection, automated failover orchestration, rolling 

firmware and software updates with canary validation, and automated resource reclamation. 

 

Engineering constraints derived from this principle include cross-site active-active deployment 

patterns for critical control planes, quorum-based state machines for configuration and metadata 

services, and automated rollback triggers when SLOs are breached. Acceptance tests include 

sustained load failover drills, live rolling upgrade with zero request loss under defined SLA 

windows, and demonstrable recovery from orchestrated component failures within specified 

MTTR (mean time to recovery) thresholds.  ￼ 

 

2.3: Expandable cluster principles 

 

HydraCore enforces deterministic scalability by prescribing modularity at physical, network and 

orchestration layers. Cluster expandability is realized through standardization of node 

archetypes, uniform rack and chassis interfaces, and a fabric-first networking model that supports 

non-blocking expansion. The expansion model mandates that incremental capacity additions do 

not require architectural changes below a defined scale breakpoint; above that breakpoint, 

explicit architectural transition rules apply. 

 

Key design elements include: standardized rack power and cooling interfaces (kW per rack 

ceilings), pre-defined network spine-and-leaf fabrics with capacity headroom, and storage tiering 

that permits linear capacity growth without disruptive rebalancing. Expansion rules include a 

documented “scale-out” ladder (number of racks per pod, pods per room, rooms per site) and a 

small-number threshold where architecture review is required (for example, when aggregate rack 

power or network port density would exceed predefined electrical or thermal limits). Verification 

requires capacity-increment tests and automated capacity planning projections validated prior to 

large-scale procurement.  ￼ 

 

2.4: Fail-safe, fail-operational, fail-secure 

 



HydraCore separates failure semantics into three clearly defined operational modes and 

mandates design and test criteria for each: 

 

Fail-safe 

Systems enter a controlled and safe state where atomic physical hazards are mitigated (for 

example, controlled power-down under thermal runaway or leak detection). Mechanical and 

human safety are primary. 

 

Fail-operational 

Essential services (security controls, attestation, key custody and critical control-plane 

primitives) remain available despite degraded compute or network resources. This requires 

prioritized resource reservation, hardened enclaves for safety-critical processes, and isolated 

control-plane replication. 

 

Fail-secure 

Under detected compromise or untrusted operational conditions, systems default to the most 

restrictive posture that still preserves evidentiary integrity — for example, locking keys in 

HSMs, switching to read-only WORM stores, and disabling network egress pending forensic 

validation. 

 

Design obligations include tiered resource prioritization, immutable audit trails, hardware-based 

lockdown capabilities, and clearly defined operator authorization matrices. Acceptance testing 

requires controlled simulations of each failure class, with automated evidence collection and 

independent forensic verification.  ￼ 

 

2.5: Ethical AI and governance integration 

 

HydraCore embeds governance and ethical controls into the hardware and operational stack 

rather than treating them as solely application-level concerns. Ethical AI integration encompasses 

provenance, explainability, and constrained operational envelopes for safety-sensitive models. 

Hardware-level enablers—measured boot, SBOM enforcement, and HSM-backed policy 

signing—are used to bind governance policies to runtime behavior. Governance practices include 

mandatory policy artifacts for each model and service (policy SBOM), pre-deployment policy 



attestation, runtime policy enforcement (configured at the fabric and control plane), and a 

cryptographic audit trail of policy decisions. 

 

Operationally, a Governance Review Board and Technical Review Board are required for higher-

tier deployments to approve models and data usage that could have material societal impact. 

Metrics for governance readiness include percent coverage of policy-enforced workloads, 

latency of policy evaluation under peak loads, and demonstrable provenance from data ingestion 

to model deployment. Noncompliance is treated as a safety event and triggers predefined 

mitigation protocols.  ￼ 

 

2.6: Relationship with the Hydra Ecosystem 

 

HydraCore is the immutable physical substrate for the broader Hydra/WebHydra ecosystem. As 

such, it is designed to serve three categories of consumers: internal sovereign services (defense, 

public administration, national research), commercial tenants (sovereign-compliant hosting for 

private sector partners), and federated external partners (where contractual and technical controls 

permit). The relationship model specifies capability exposure tiers, contractual isolation 

mechanisms, and a federated governance model for cross-tenant operations. 

 

Technical enforcement includes multi-tenant isolation at hardware and software layers (physical 

segregation for the highest assurance workloads, hypervisor/microVM isolation for commercial 

tenants), per-tenant attestation chains, and multiplexed networking with strict segmentation. 

Economically, HydraCore supports multiple billing and cost-recovery models—internal 

chargeback, commercial SLAs, and strategic bilateral hosting agreements—which are 

documented in procurement and governance annexes.  ￼ 

 

2.7: Principles of long-term compute sovereignty 

 

Long-term sovereignty requires policies and designs that anticipate technological change, 

supply-chain volatility, and legal evolution. The guiding principles are modularity, geographic 

and vendor diversification, forward-compatible interfaces, and lifecycle transparency. 

 



Modularity 

Physical and logical modules must be replaceable without systemic redesign. Standard interfaces 

and well-documented control planes minimize vendor lock-in. 

 

Diversification 

Multi-vendor procurement, mirrored firmware provenance logs, and geographically distributed 

sites reduce single-source risk and political leverage. 

 

Forward-compatibility 

Infrastructure must include reserved capacity and modular “quantum-ready” zones that permit 

integration of future accelerator classes or cryogenic systems without disruption to core 

operations. 

 

Lifecycle transparency 

Full SBOM, firmware provenance, and immutable supply-chain audit logs are required for all 

hardware and firmware updates; long-term maintainability and salvage value must be tracked in 

the financial model. 

 

Governance 

A permanent Sovereign Infrastructure Authority (SIA) or equivalent body is recommended to 

maintain policy, validate vendor compliance, and oversee tranche releases and cross-border 

agreements. Acceptance criteria for long-term sovereignty include demonstrable vendor 

diversification, validated SBOM trails for a representative sample of deployed hardware, and 

operational readiness of contingency sites for failover. 

 

2.8: Trade-offs and risk posture 

 

Every principle above carries trade-offs which must be acknowledged and managed. Sovereign 

isolation reduces exposure but increases cost and reduces interoperability; autonomy reduces 

reaction time but increases complexity in validation; vendor diversification reduces supply risk 

but complicates operations. The adopted risk posture is deliberately conservative for Tier 2 and 

above: priority is given to security, auditability and sovereignty even where cost is higher. For 



Tier 1 (Prototype), a pragmatic compromise permits faster time-to-value with clear, time-bound 

exceptions to full sovereign rules, subject to phased remediation plans approved by the SIA. 

 

Section 2: Acceptance Summary 

 

The principles documented in this section become normative requirements for engineering, 

procurement and governance. Each principle maps to measurable acceptance criteria and must be 

traceable to hardware and operational artifacts during tranche acceptance tests. The following 

sections of this Master Hardware Document operationalize these principles into concrete 

specifications, procurement templates, and test plans. 
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Section 3: Global Benchmarking 

 

3.1: US tiered AI infrastructure 

 

The United States maintains the world’s most mature, diversified and strategically aligned AI 

and HPC infrastructure ecosystem. Its tiered infrastructure model spans federal, commercial and 

defense domains and is structured to ensure national superiority in compute-intensive research, 

strategic deterrence, and frontier model development. 

 

At the federal level, agencies such as the Department of Energy (DOE) operate exascale-class 

facilities within the Exascale Computing Project (ECP), which includes multi-building campuses 

powered by dedicated electrical substations, liquid immersion cooling, optical networks, and 

GPU/CPU hybrid architectures optimized for frontier-scale AI training. These facilities are 

coupled with sovereign-class cybersecurity and hardware attestation frameworks designed to 

support classified workloads. 

 

In the commercial sector, hyperscale providers operate distributed multi-region clusters built 

upon advanced accelerator hardware, low-latency internal fabrics, and energy-optimized 

datacenter designs. These clusters are used by frontier AI laboratories, which rely on tightly 

controlled supply chains, InfiniBand-class interconnects, and high-availability power 

architectures to facilitate multi-week training campaigns for trillion-parameter models. 

 

Defense infrastructure, including secure facilities under the Department of Defense and 

intelligence agencies, uses air-gapped, hardware-attested compute zones, cryptographic custody 

chains, and EMP-protected physical shells to guarantee survivability during national 

emergencies. These hardened clusters inform the security design benchmarks adopted in 

HydraCore’s Tier 2 and Tier 4 facilities.  ￼  ￼ 

 



3.2: China’s national compute grid 

 

China operates a large-scale, nationally coordinated compute grid composed of sovereign 

supercomputing centers, provincial AI hubs and state-linked commercial facilities. The 

architecture is vertically integrated: domestic chip production, state-owned cloud operators, and 

national data governance laws work in synchronization to ensure strategic independence. 

 

The national grid integrates multiple high-performance computing (HPC) centers into a unified 

policy-driven fabric capable of dynamically allocating compute for strategic industries such as 

defense, manufacturing, genomics, and large-model training. Provincial AI hubs operate regional 

clusters that feed into national repositories, with mandatory data localization and government-

enforced metadata traceability. This structure ensures that compute, data and models remain 

within domestic jurisdictional control. 

 

China’s infrastructure emphasizes scalable fiber connectivity, state-backed semiconductor R&D, 

and on-premise sovereign facilities to mitigate foreign export restrictions. The design 

principles—central policy control, vertically integrated supply chains, and multi-site 

redundancy—mirror several sovereignty goals embedded in HydraCore’s Tier 2 and Tier 3 

roadmaps.  ￼ 

 

3.3: Middle East sovereign clusters (UAE, Saudi) 

 

The Middle East has rapidly emerged as a strategic hub for sovereign AI infrastructure due to 

state-backed long-term capital, abundant energy supply, and national diversification agendas. 

Sovereign clusters in the UAE and Saudi Arabia are architected to support both national 

development goals and global AI commercialization. 

 

The UAE employs a hybrid model combining sovereign facilities, commercial export clusters, 

and international research partnerships. These clusters integrate high-density GPU installations, 

modular datacenter pods, and large-capacity energy provisioning. They are designed for frontier-

scale model training, cybersecurity resilience, and international AI service consumption. The 

UAE’s approach demonstrates how a mid-sized nation can become a net exporter of compute via 

strategic investment. 

 



Saudi Arabia adopts a similar model but with a focus on energy-backed HPC campuses, multi-

megawatt substation integration, and regional fiber gateways. National strategies emphasize 

compute sovereignty, regional leadership in AI regulation, and alignment with giga-projects 

involving national infrastructure, smart cities, and defense modernization. 

 

These sovereign clusters serve as templates for HydraCore’s Tier 3 and Tier 4 frameworks, 

particularly in large-scale power planning, campus-style expansions, and compute-export 

regulatory considerations.  ￼ 

 

3.4: EU exascale HPC and regulatory model 

 

The European Union operates a federated HPC framework underpinned by exascale-class 

systems distributed across member states. Unlike the centralized approaches of the US and 

China, the EU’s infrastructure is governed by strict regulatory alignment, energy efficiency 

mandates, and cross-border data protection frameworks. 

 

EU exascale systems emphasize balanced architecture: high-bandwidth memory accelerators, 

CPU–GPU hybrid nodes, scalable optical networks, and advanced energy optimization 

technologies to meet PUE and sustainability targets set by EU directives. Furthermore, all HPC 

activities must comply with GDPR, requiring rigorous data-handling transparency, auditability, 

and legal enforceability across borders. 

 

The EU’s regulatory model offers direct lessons for HydraCore, particularly in constructing Tier 

3 internationally compliant facilities. Compliance with international standards (ISO 27001, SOC-

2) and sovereign privacy principles are embedded into HydraCore’s design so that international 

customers may rely on Malaysian jurisdiction while maintaining adherence to global legal 

obligations.  ￼ 

 

3.5: Comparison matrix: HydraCore vs global giants 

 

HydraCore’s architectural intent is to match or exceed the core capabilities of leading global 

compute infrastructures while optimizing for sovereignty, cost, and regional strategic position. 

The comparison is summarized as follows: 



 

Sovereignty 

HydraCore aligns most closely with China and Middle Eastern models in terms of national 

custody, hardware attestation and operational independence. The US commercial model offers 

scale but lacks sovereign guarantees, making HydraCore more aligned with state-controlled 

systems. 

 

Scalability 

HydraCore’s tiered progression mirrors US and EU HPC expansion strategies, enabling 

structured growth from prototype to exascale without architectural discontinuity. 

 

Security 

HydraCore’s mandatory HSM, TPM/TEE, attestation chains and EMP protection mirror high-

assurance US defense facilities rather than commercial clouds. 

 

Energy 

HydraCore integrates hybrid energy sources and microgrid islanding similar to Middle Eastern 

sovereign campuses, ensuring energy security for national workloads.  ￼ 

 

Compliance 

HydraCore adopts EU-aligned compliance frameworks for international market acceptance while 

retaining sovereign legal posture for domestic workloads. 

 

Commercialization 

HydraCore’s Tier 3 compute-export model is comparable to UAE sovereign clusters, enabling 

Malaysia to serve as a neutral jurisdiction for international clients seeking an alternative to 

US/China-centric hosting. 

 

3.6: Malaysia’s path to competitive parity 

 



Malaysia can achieve competitive parity with global infrastructure leaders through a structured 

strategy anchored by HydraCore’s tiered roadmap. The country possesses advantageous 

attributes: geographic position along major submarine cable routes, affordable energy resources, 

available industrial land, and a growing digital economy. Malaysia’s policy environment is 

flexible enough to adopt forward-leaning regulatory structures around data sovereignty, 

cybersecurity and digital compliance. 

 

HydraCore’s development path outlines a sequence of readiness milestones that align with global 

competitiveness benchmarks: 

 

Phase 1: Capability Establishment 

Demonstrate functional prototype, measurable SLOs, hardware attestation, and low-latency 

workloads that prove technical credibility. 

 

Phase 2: Sovereign Infrastructure 

Deploy a national cluster with microgrid resilience, EMP protection, hardware custody, and 

government-backed data sovereignty frameworks. 

 

Phase 3: International Export Readiness 

Integrate optical gateways, Tier-3-level compliance certifications, multi-region fault tolerance 

and commercial export agreements. 

 

Phase 4: Exascale Leadership 

Achieve frontier training capacity, multi-building HPC campus scale, and become a neutral 

global compute hub for Asia-Pacific. 

 

Malaysia’s strategic objective is not only to match existing global powers but to offer a 

differentiated value proposition: a sovereign, neutral, high-integrity compute environment that 

avoids geopolitical polarization. This positioning provides long-term competitive differentiation 

and yields economic, technical and regional influence benefits that extend far beyond the 

compute sector. 

 



HydraCore provides the blueprint for this transformation and establishes Malaysia as a credible 

participant in the global compute race. 
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Section 4: HydraCore Tier Classification (Master 

Overview) 

 

4.0: Introduction 

 

This section formalizes the HydraCore tier taxonomy, provides binding hardware and operational 

baselines for each tier, and prescribes the objective upgrade rules and performance breakpoints 

that trigger architectural review and tranche decisions. The tier classifications align capital 

commitment to capability and risk posture. Each tier entry below contains: purpose, targeted 

capability envelope, representative baseline hardware and facility parameters, baseline service-

level objectives (SLOs), acceptance criteria, deliverables for tranche funding, and governance 

requirements. These baselines are intentionally prescriptive to enable repeatable procurement, 

third-party auditability, and transparent investor/government decisioning.  ￼ 

 

4.1: Tier 1: Prototype (RM10,000,000) 

 

Purpose 

Tier 1 (Prototype) is a demonstration-grade, rapidly deployable configuration designed to 

validate core technical assumptions, prove the integration of hardware-attestation and HSM 

custody, validate the chosen cooling and power approach (including liquid-immersion pilot), and 

provide demonstrable model training and inference proof-points for investors and strategic 

partners. The Prototype is explicitly a development and validation environment and is not 

intended to host high-volume national workloads. 

 

Capability Envelope (target baseline) 

 Compute: 0.5–2.0 PFLOPS of mixed-precision accelerator capacity (equivalent to an 

initial pod of 8–32 mainstream data-center accelerators depending on SKU selection). 



 Storage: 200–1,000 TB NVMe hot tier; 1–10 PB nearline object store for ephemeral 

datasets and test archives. WORM archival available in-lab. 

 Network: 10–40 Gbps site uplink, 25–100 Gbps internal spine links, low-latency 

Ethernet fabric (RDMA optional). 

 Power & Cooling: Site available power 100–300 kW; rack-level power provisioning 6–

20 kW per rack depending on immersion/air-cooled choice; prototype liquid-immersion 

pilot cells supported. 

 Footprint: Single room, 10–30 rack capacity. 

 Security: 1 HSM for signing/attestation, TPM/TEE enforced on all production hosts, 

secure air-gapped build enclave for SBOM signing. 

 SLOs: Availability target 99.9% for control and attestation planes; target P95 latency for 

critical primitives <50 ms in-lab.  ￼ 

 

Acceptance Criteria and Deliverables (for tranche release) 

1. Demonstrable execution of representative training job (defined benchmark) with 

validated throughput and cost-per-train metrics. 

2. Successful hardware attestation end-to-end (measured boot, TPM/TEE 

attestations for a representative host fleet). 

3. Functional HSM signing and WORM archival with cryptographic anchors. 

4. Liquid-immersion pilot validated for thermal performance and leak/failure safety 

test. 

5. Third-party security assessment (red-team) with remediation plan for any critical 

findings.  ￼ 

 

Governance and Operational Rules 

Prototype may operate with pragmatic exceptions to full sovereign procurement (for speed) 

under explicit, time-bound waivers approved by the Sovereign Infrastructure Authority (SIA). 

All exceptions must include mitigation and replacement plans before advancement to Tier 2.  ￼ 

 

4.2: Tier 2: National Cluster (RM60,000,000–RM100,000,000) 

 

Purpose 

Tier 2 is a sovereign-grade facility sized to meet national demand for critical public-sector 

workloads and medium-scale commercial usage. Emphasis is on survivability, hardware 

attestation at scale, multi-day islanding (BESS/hydrogen), EMP protection, and hardened 



physical security. Tier 2 is the binding definition of “national compute sovereignty” and must be 

fully auditable and operational under adverse conditions. 

 

Capability Envelope (target baseline) 

 

Compute 

10–100 PFLOPS mixed-precision accelerator capacity (scalable via additional pods). Typical 

baseline deployment: 100–500 accelerators (models chosen per procurement). 

 

Storage 

100 TB–2 PB NVMe per node cluster cache; 50–200 PB object store with geo-replication and 

WORM archival for regulated datasets. 

 

Network 

Dual 100 Gbps+ carrier uplinks with diverse fiber routes; spine-and-leaf fabric with 100/200 

Gbps internal interconnects or InfiniBand-class fabric for low-latency workloads. 

 

Power & Cooling 

Site electrical capacity 2–10 MW; rack-level provisioning 20–40 kW per rack for immersion or 

high-density air-cooled racks; PUE design target ≤1.3 (ambitious; conservative estimates to be 

presented to government). Multi-day island operation: minimum 96 hours via BESS and 

hydrogen reserves. 

 

Footprint 

Multi-room datacenter or modular pods sized 200–1,000 racks depending on national scope. 

 

Security 

Multiple HSMs (geographically redundant), mandatory TPM/TEE fleet-wide, biometric access 

control, EMP shielding for critical zones, tamper-evident rack enclosures. 

 



SLOs 

Availability target 99.99% for critical primitives and attestation systems; P95 inference latency 

targets dependent on workload class (local interactive <100 ms; federated batch tolerant).  ￼ 

 

Acceptance Criteria and Deliverables (for tranche release) 

1. Successful national-scale disaster recovery test demonstrating 96-hour islanding 

and controlled failover for critical control plane services. 

2. Full SBOM and firmware provenance validation across representative hardware 

samples; vendor diversification evidence. 

3. Certification by independent auditor for physical hardening and EMP resilience. 

4. SOC-2 readiness baseline or equivalent security posture evidence for national data 

handling (to be completed prior to offering commercial hosting). 

5. Demonstrable operational playbook, staffing plan, and NOC/SOC staffing 

validated via tabletop and live drills.  ￼ 

 

Governance and Operational Rules 

All procurement must satisfy the Kharvath Sovereignty Compliance Standard (KSCS), including 

clause-level vendor warranties on firmware provenance, mandatory escrowed firmware images, 

and legally binding supply-chain audit rights. All national data classes defined by statute will be 

resident within Tier 2 or higher facilities and may not be exported without SIA approval.  ￼ 

 

4.3: Tier 3: International Cluster (RM300,000,000–

RM1,000,000,000+) 

 

Purpose 

 

Tier 3 is an internationally certified sovereign facility designed for commercial hosting, 

exportable sovereign compute, and multi-region workloads. It must meet international 

compliance standards, offer multi-room resilience, and provide the performance and reliability 

required by global enterprise and research clients. 

 



Capability Envelope (target baseline) 

 

Compute 

0.1–1.0 EFLOPS aggregate potential across a multi-room facility depending on accelerator 

generation and pod scaling strategy; baseline deployed accelerators in the thousands for 

meaningful commercial competitiveness. 

Storage 

200 PB–multi-EB object stores with multi-site replication, WORM compliance for regulated 

archives, and high-throughput NVMe fabrics at pod-level. 

Network 

Multiple 100 Gbps–400 Gbps carrier uplinks, direct-connect capability to submarine fiber 

landing systems, cross-connect facilities, and on-site IX peering. Internal fabrics at 200–400 

Gbps per spine where required; low-latency fabrics (InfiniBand HDR or equivalent) for frontier 

workloads. 

Power & Cooling 

Multi-megawatt substations on-site; PUE design target ≤1.2; rack densities routinely 30–60 kW 

for immersion and HPC-grade racks. Sophisticated heat-rejection systems, reclaimed-heat 

integration where feasible. 

Footprint 

Campus or campus-adjacent multi-room complexes supporting thousands of racks. 

Security & Compliance 

SOC-2, ISO 27001 certification readiness, GDPR-aligned data processing controls, cross-border 

contractual frameworks for data export under sovereign oversight. Advanced on-site HSM farms, 

hardware attestation chain-of-custody, and intensive personnel vetting processes. 

SLOs 

Availability target 99.99%+ for commercial-class services; latency SLAs negotiated per 

customer class; backbone latency budgets maintained for cross-region replication.  ￼ 

 

Acceptance Criteria and Deliverables (for tranche release) 

1. Completion of international compliance certifications (SOC-2/ISO 27001) for 

commercial operations. 

2. Interconnect proofs: signed peering agreements and direct connection tests to 

submarine cable systems or regional IXPs. 



3. Demonstrable commercial pilot with at least one external enterprise paying 

customer under sovereign hosting terms. 

4. Financial model validation showing path to sustainable OPEX coverage and 

revenue from export services. 

5. Full multi-site failover test across at least two independent facilities.  ￼ 

 

Governance and Operational Rules 

 

Cross-border compute and data export must be governed by bilateral agreements, contractually 

enforceable data-processing addenda, and technical controls (cryptographic 

compartmentalization and attestation). Tier 3 commercial activities must maintain a segregated 

tenancy model and offer on-premise physical isolation options for the highest-assurance 

customers.  ￼ 

 

4.4: Tier 4: Exascale Frontier (RM2,000,000,000–

RM5,000,000,000+) 

 

Purpose 

 

Tier 4 is a sovereign exascale-class campus and research-grade cluster intended to compete at the 

frontier of global AI training, scientific HPC, and strategic defense research. The Frontier 

supports multi-week training campaigns for trillion-parameter models, cryogenic/quantum-ready 

zones, multi-substation resiliency, and direct submarine fiber integration for global low-latency 

access. 

 

Capability Envelope (target baseline) 

 

Compute 

Exascale-level TFLOPS/EFLOPS capability dependent on accelerator generation; design targets 

to meet or exceed international exascale benchmarks of the commissioning period. Typical 

deployments include tens of thousands of accelerators, dense HPC interconnects (InfiniBand 

HDR/Next-gen) and specialized AI training interconnect fabrics (NVLink/In-Network RDMA as 

required). 



Storage 

Multi-EB tiers with high-throughput parallel file systems (Lustre/GPFS/next-gen equivalents), 

tiered NVMe caching, and geographically distributed archival with cryptographic anchors. 

Network 

Multi-100 Gbps/400 Gbps–1.6 Tbps backbone interconnects, multiple submarine cable direct-

connects, and national-scale peering fabric. Internal interconnects designed to avoid bisection-

bandwidth limits at exascale scale. 

Power & Cooling 

Multi-substation integration, multi-hundred MW campus capacity planning, direct liquid-

immersion farms with large-scale heat-rejection, and PUE targets comparable to leading exascale 

campuses. Large-scale BESS and alternate fuel (hydrogen) storage dimensions to guarantee 

extended islanding beyond 96 hours when required. 

Footprint 

Multi-building campus with specialized data halls, cryogenic/quantum labs, and on-site research 

facilities. 

Security & Defense Integration 

Tiered classified enclaves, defense integration protocols, and cross-domain solution capabilities 

for national security operations. Dedicated HSM farms, advanced EMP protection per 

government standards. 

SLOs 

Mission-critical availability targets as negotiated with national defense authorities; operational 

readiness for sustained exascale workloads.  ￼ 

 

Acceptance Criteria and Deliverables (for tranche release) 

 

1. Exascale performance verification via independent benchmark runs and 

reproducible training campaigns. 

2. Multi-substation failover and campus-level disaster recovery certification. 

3. Operational readiness of quantum-ready bays (if included) and certified cryogenic 

or vendor-specified readiness tests. 

4. Defense and national security integrations validated per memorandum of 

understanding (MOU) with appropriate defense agencies. 

5. Demonstrated path for long-term campus sustainability (power contracts, 

water/heat rejection permits, environmental approvals).  ￼ 

 



Governance and Operational Rules 

 

Tier 4 projects require direct sovereign oversight, multi-year funding commitments, and 

interagency coordination. Procurement and deployment must anticipate export-control regimes 

for the highest-end accelerators and consider in-country manufacturing or assembly partnerships 

where strategic.  ￼ 

 

4.5: Upgrade-path rules and architectural breakpoints 

 

Purpose of Rules 

 

Upgrade-path rules provide objective thresholds that, once reached, mandate architectural 

review, tranche approval, and potentially a change in procurement or design direction. The rules 

aim to eliminate ad hoc scaling decisions that produce technical debt or violate sovereign 

principles. 

 

Primary Breakpoints (illustrative and prescriptive thresholds) 

 

Rack Count Breakpoint 

When a site exceeds 200 racks per contiguous room/pod, require architecture review for power 

distribution, cooling reconfiguration, and network fabric redesign. (Applies to Tier 2 ↔ Tier 3 

transitions.) 

Aggregate Accelerator Count Breakpoint 

When global deployed accelerator count per site exceeds 1,000 units (or equivalent TFLOPS 

threshold defined in procurement), perform scalability analysis of storage, interconnect and 

software stacks. 

Rack Power Density Breakpoint 

If average rack power exceeds 30 kW for more than 10% of racks in a pod, require design review 

for immersion expansion, increased power feeds, and enhanced heat rejection. 

Network Bisection Breakpoint 

When measured bisection bandwidth utilization exceeds 70% sustained for 24 hours under 

representative workloads, institute fabric capacity expansion plan or workload rebalancing. 



Storage Growth Breakpoint 

When hot NVMe tier grows beyond 50 PB per site (or when sync/replication latency increases 

beyond SLO), require storage fabric redesign and potential multi-site tiering. 

Latency Breakpoint 

If P95 for core Ather primitives exceeds 50 ms for inter-node communication under nominal 

load, trigger network and orchestration review.  ￼ 

 

Upgrade Decision Process 

 

Monitoring & Alerting 

Automated metric collection triggers breakpoint alerts to SIA and the Technical Review Board 

(TRB). 

Pre-approval Study 

A capacity and risk study performed by the engineering team with third-party validation. 

TRB Review 

TRB convenes to assess technical options, cost implications, and timeline. 

Governance Approval 

For Tier jumps or capital increases beyond pre-approved thresholds, tranche funding committee 

and SIA sign-off required. 

Implementation Guardrails 

Any upgrade plan must include fallback/rollback options, acceptance tests, and an 

SBOM/firmware audit plan.  ￼ 

 

4.6: Performance ceilings before redesign 

 

Purpose 

 

Define quantitative ceilings representing the point at which incremental scaling becomes non-

linear and a redesign or architectural transition is required. These ceilings protect against hidden 

costs, thermal and power bottlenecks, and software-level architectural limits. 

 



Prescriptive Ceilings (recommended) 

 

Compute Ceiling 

 Per-Pod Ceiling: Avoid designs where a single pod requires cross-pod network flows 

exceeding 30% of total interconnect capacity; if exceeded, redesign pod topology or 

introduce additional spine layers. 

 Aggregate Ceiling: When sustained training campaigns require more than 70% of site-

wide accelerator availability for longer than 72 continuous hours, prepare exascale 

orchestration primitives and campus-level resource scheduling. 

 

Power & Thermal Ceiling 

 Rack Thermal Ceiling: Average sustained rack power >30 kW requires immersion-first 

cooling or specialized HVAC retrofit. If more than 15% of racks exceed this threshold, 

undertake datacenter-level cooling redesign. 

 Site Power Ceiling: If site demand approaches 80% of nominal substation capacity 

consistently, negotiate additional substation upgrades and distributed microgrid 

augmentation. 

 

Network Ceiling 

 Fabric Ceiling: Fabric saturation at persistent rates >70% triggers topology 

augmentation. Bisection-bandwidth ceilings must be designed for worst-case shuffle 

patterns common in distributed training. 

 Latency Ceiling: Inter-node P95 latency exceeding 50 ms for critical control planes 

obligates architectural changes (e.g., co-location of control planes, additional spine 

redundancy). 

 

Storage Ceiling 

 IOPS Ceiling: Sustained I/O patterns that produce more than 70% of target IOPS for 

parallel filesystems require tier redesign and cache expansion. 

 Capacity Ceiling: When hot tier approaches 80% of provisioned capacity, plan 

immediate procurement and rebalancing; if growth rate projection predicts >90% 

consumption within 6 months, consider adding a new pod rather than retrofit.  ￼ 

 



4.7 Long-term global alignment strategy 

 

Strategic Objective 

 

HydraCore must remain interoperable with global standards and competitive in capability while 

retaining sovereign guarantees. This requires a dual strategy: (a) adhere to globally validated 

hardware and software interoperability standards to facilitate partnership and export, and (b) 

sustain sovereign control via novel attestation, custody, and governance constructs. 

 

Key Elements of the Strategy 

 

Standards Compliance and Interoperability 

Maintain certification roadmaps for international standards (ISO, IEC, SOC), and design APIs 

and fabric interfaces to be compatible with major orchestration and HPC toolchains to attract 

global customers and research partners. 

Vendor and Geopolitical Diversification 

Maintain at least two qualified suppliers per critical SKU (accelerators, HSMs, BESS) and 

develop procurement agreements that include firmware escrow and audit rights. Establish 

partnership options for in-country assembly where export controls or allocation pressures are 

material. 

Research and Forward-Compatibility 

Reserve modular “frontier bays” within Tier 3 and Tier 4 facilities that can accept next-

generation accelerators or quantum modules without requiring wholesale redesign. Maintain a 

research fleet for early evaluation of emerging compute modalities. 

Regional Integration and Neutrality 

Position Malaysia as a neutral, sovereign compute hub for the region by offering clearly 

auditable custody and jurisdictional assurances. Negotiate bilateral hosting terms that solve 

customers’ regulatory requirements while ensuring sovereignty protections. 

Funding & Governance Continuity 

Establish long-term funding vehicles and governance arrangements (public-private partnerships, 

sovereign wealth participation, or tranche funds) to guarantee upgrade and maintenance capital 

across decades. Create the SIA or equivalent body with statutory backing to maintain policy 

continuity. 



 

Concluding statement 

 

The HydraCore tiering taxonomy provides a clear, auditable and financeable pathway from 

demonstration to exascale. The prescriptive capacity baselines, acceptance criteria, and 

breakpoint rules are designed to de-risk capital deployment and to provide objective governance 

triggers for architectural evolution. Together, these definitions enable investors and government 

partners to make evidence-based funding decisions, ensure operational resilience, and preserve 

long-term sovereignty while enabling Malaysia to compete as a regional and global compute 

provider.  ￼  ￼ 

  



HydraCore: Multi-Tier Infrastructure Blueprint 

Master Hardware Document (Global Sovereign Edition) 

 

Section 5: Tier 1: HydraCore Prototype v1.0 

(RM10,000,000) 

 

5.1 Purpose 

 

Tier 1 (Prototype v1.0) is a tranche-funded, demonstrator-class deployment whose primary 

purpose is to materially de-risk the HydraCore program by proving the core technical, security 

and operational assumptions at minimal capital outlay. The Prototype delivers the following 

binding outcomes: validated hardware-attestation and HSM custody workflows; a working 

liquid-immersion or high-density air-cooled compute pod; validated SBOM and firmware 

provenance processes; end-to-end measured performance for representative AI workloads; and 

an auditable operational playbook sufficient to request Tier-2 capital. The Prototype is explicitly 

scoped as an investor- and government-facing milestone: it must produce independently 

verifiable results that trigger tranche release for national scale buildout.  ￼  ￼ 

 

5.2 Technical capabilities 

 

Prototype technical capabilities are sized to demonstrate relevant technical primitives while 

remaining capital efficient. The Prototype baseline delivers mixed-precision accelerator compute 

in the order of 0.5–2.0 petaflops (PFLOPS) of aggregate capability. 

It sufficient to: 

 Run representative training jobs at small-to-medium model scales (10M–1B parameters) 

for throughput and cost analysis. 

 Execute low-latency inference and orchestration tests for Ather primitives with control-

plane P95 latency <50 ms in-lab. 

 Validate high-throughput NVMe fabrics for checkpointing and model weight persistence. 

 Demonstrate hardware-attested measured-boot workflows and HSM-backed signing of 

build artifacts and SBOMs. 

 Validate liquid-immersion thermal performance within an engineering safety envelope.  

￼ 



 

The Prototype also demonstrates the minimal operational controls required for sovereign 

custody, including a secure air-gapped build and signing enclave, a WORM-anchored evidence 

store, and an initial Nexus messaging fabric deployed in a small cluster to validate broker 

semantics.  ￼ 

 

5.3: Hardware specifications (representative, vendor-neutral) 

 

The Prototype hardware specification is intentionally vendor-neutral but prescriptive with respect 

to capability and interfaces. Final SKU selection is subject to procurement quotations and 

firmware-provenance validation. 

 

Compute Pod (typical pod = 4–8 server nodes) 

 

Node class 

Dual-socket server chassis supporting latest x86 (or validated ARM) CPUs, 2–4 accelerator slots. 

Accelerators 

Mixed-precision datacenter accelerators (training-grade GPUs or equivalent); Prototype pod to 

contain 8–32 accelerators depending on SKU selection to achieve the 0.5–2.0 PFLOPS baseline. 

Accelerators must support NVLink or high-bandwidth interconnect where applicable and have 

vendor firmware provenance trackability. 

Memory 

512GB–2TB DDR5 per node depending on accelerator offload strategy. 

Local storage 

4–8 TB NVMe per node for local scratch and high IOPS checkpoint staging.  ￼ 

 

Storage 

 

Hot Tier 

Shared NVMe array (200–1,000 TB) exposing low-latency block and parallel filesystem 

endpoints for training. 



Nearline 

Object-store for ephemeral datasets (1–10 PB) with WORM capability for test archival. WORM 

anchoring to cryptographic ledger required.  ￼ 

 

Networking 

 

Pod fabric 

Leaf/spine Ethernet fabric with 25–100 Gbps links per leaf; RDMA-capable fabric optional. 

Uplink 

10–40 Gbps redundant uplinks to campus edge; management network segregated from data 

plane.  ￼ 

 

Power & Cooling 

 

Site capacity 

100–300 kW total site feed depending on rack choices. 

Rack density 

6–20 kW/rack baseline depending on immersion vs air-cooled selection. Prototype includes at 

least one liquid-immersion pilot cell or equivalent high-density cooling module.  ￼ 

 

Security Hardware 

 

HSM 

Minimum one FIPS-grade HSM in production for key custody and signing; hardware must allow 

for escrow/backup under KSCS rules. 

TPM/TEE 

TPM 2.0 or equivalent/TEE support required on all production hosts. 

Air-gapped signing enclave 

Dedicated build machine(s) within physically isolated enclave for SBOM and artifact signing.  

￼ 

 



Monitoring & Observability 

 

Telemetry 

Centralized metric collection and log aggregation (initial Nexus-backed telemetry bus). 

Alerting 

Automated SLO-based alerting with defined on-call rotations.  ￼ 

 

5.4: Power, cooling and networking (engineering detail) 

 

Power 

 

Redundancy 

Dual-fed mains input with UPS bridging. UPS solution sized to provide short-term ride-through 

(target 15–30 minutes) to allow safe handover to backup generator or BESS. 

Backup 

Prototype to include a BESS-rated UPS bank sized to support full-site non-critical load for the 

duration of scheduled testing and an on-site generator sized to handle critical loads until longer-

term backup arrangements are established. BESS sizing is lower than Tier-2 but sufficient for 

islanding tests.  ￼ 

 

Cooling 

 

Prototype supports two cooling experiments 

a) Conventional high-density air cooling with containment 

b) A liquid-immersion pilot cell conforming to vendor safety guidance. 

Instrumentation 

Per-rack and per-pod temperature and dielectric leakage sensors integrated into telemetry for 

automated shutdown triggers. Acceptance requires demonstrated controlled shutdown under 

simulated failure.  ￼ 

 



Networking 

 

Fabric 

Leaf/spine topology with non-blocking switching at the pod scale. RDMA-capable switches to 

be used if validated in procurement. Management network separated on physically distinct 

VLANs with out-of-band console access for each rack. Uplink diversity must be demonstrable 

via at least two independent carrier paths or simulated diversity.  ￼ 

 

5.5: Security requirements 

 

The Prototype must implement the minimal security posture required to validate sovereign 

controls, with the following mandatory elements: 

 

Measured boot and hardware attestation 

All production hosts must support TPM/TEE attestation and be verifiable through the attestation 

service. 

HSM-backed signing 

All production artifacts (images, SBOMs, policy bundles) must be signed in the air-gapped 

signing enclave and validated on-host prior to runtime. HSM export controls and escrow 

provisions must be defined per KSCS. 

WORM evidence store 

Prototype archival must support write-once retention with cryptographic anchoring to prove 

immutability. 

Physical controls 

Rack-level tamper detection, limited access to prototype room, CCTV and biometric access for 

privileged personnel. 

Red-team assessment 

Third-party penetration test and physical security review to be completed prior to tranche 

acceptance.  ￼ 

 

5.6: Installation blueprint 

 



The Prototype installation blueprint prescribes a repeatable, auditable process that will be reused 

for higher tiers. 

Key elements include: 

 

Site preparation 

Single secure room with raised floor or slab rating as required for rack power and cooling. Floor 

loading and civil works validated by structural engineer. 

Rack layout 

10–30 rack footprint organized into pod(s) with at least one dedicated immersion pilot cell. Rack 

PDU mapping and cable schedules documented and signed off. 

Staging and commissioning 

Dedicated staging area for hardware unpacking, imaging and attestation. Air-gapped build 

enclave established with HSM integration. 

Safety 

Fire suppression appropriate for liquid dielectric environment (where immersion is used) and 

gas/clean-agent systems for server halls. Leak containment pans and dielectric handling SOPs 

included. 

Commissioning tests 

Power/load ramp tests, cooling acceptance tests, network throughput tests, attestation trials, 

HSM-signing validation and initial benchmark runs.  ￼ 

 

5.7: Operational model 

 

Prototype operational model is intentionally lean but must demonstrate processes and 

staffing that scale to Tier 2: 

 

Governance 

Technical Review Board oversight with SIA-appointed observer for tranche acceptance. 

Staffing 

Daytime engineering team (2–4 FTEs) and 24/7 on-call rotation for critical incidents (outsourced 

24/7 NOC optional for Prototype). Roles: Site Lead, Systems Engineer, Network Engineer, 

Security Lead (part-time), Facilities Engineer (contracted). 



Procedures 

Standard operating procedures for change control, hardware replacement, firmware updates 

(canary & rollback), and incident response. All actions recorded in immutable logs with HSM-

backed signatures where required. 

Maintenance 

Spare parts policy for critical spares (power supplies, network modules, at least one replacement 

accelerator per 8–16 accelerators). 

Training 

Initial operator certification program for measured-boot, HSM operations and liquid-immersion 

safety.  ￼ 

 

5.8: Total cost breakdown (indicative, tranche-aligned — sums to 

RM10,000,000) 

 

The cost model below is an indicative, investor-facing budget for the RM10M Prototype tranche. 

All amounts are indicative and must be validated by procurement quotations prior to commit. 

 

Hardware 

Compute nodes & accelerators (servers, accelerators, memory, local NVMe): RM4,000,000 

Storage 

Shared NVMe array + nearline object store initial capacity and licensing: RM1,200,000 

Networking 

Leaf/spine switches, cabling, management and uplink equipment: RM600,000 

Power & Cooling 

UPS, BESS pilot, generator rental/installation, immersion pilot or high-density cooling modules: 

RM1,500,000 

Security & HSM 

FIPS HSM procurement, TPM/TEE validation platform, physical security hardware: RM300,000 

Installation & Civil 

Staging, rack installation, floor works, fire suppression modifications and safety equipment: 

RM400,000 



Software, licensing & tooling 

Orchestration, telemetry, security tooling and initial support contracts: RM200,000 

Staffing & operations (first 12 months) 

Salaries, training, initial 3rd-party NOC/SOC support: RM600,000 

Contingency & risk reserve (procurement variance, supply delays) 

RM1,200,000 

 

Total Prototype budget 

 

RM10,000,000 

 

Notes 

 

The contingency is deliberately set at a level to cover procurement variance, minor civil 

overruns, and expedited shipping for critical path items. All line items are to be replaced with 

firm quotes during procurement phase; the Prototype tranche release is conditional on 

procurement plans that respect KSCS and firmware provenance requirements.  ￼ 

 

5.9: Demonstration workloads 

 

The Prototype must execute a suite of deterministic demonstration workloads that are 

independently auditable and represent the functional primitives required by HydraCore: 

 

Training benchmark 

One or more open reproducible training workloads ranging from 10M to 1B parameter models 

(for example, transformer-based language model or vision model) executed to a defined epoch 

target to measure throughput, checkpoint velocity, and effective cost-per-train. 

Inference benchmark 

Low-latency interactive service tests for Ather control-plane primitives with P95 latency 

measurement and observable tail-latency behavior. 



Attestation workflow 

End-to-end measured-boot and HSM signature validation of a signed artifact from air-gapped 

enclave through deployment and runtime verification. 

Resilience drills 

Controlled failover simulation (power/cooling/network) demonstrating automated fail-

operational behavior for attestation and key services and safe shutdown for non-critical 

workloads. 

WORM archival test 

Create, write and cryptographically anchor an evidentiary object to the WORM store and 

demonstrate tamper-evident validation and retrieval.  ￼ 

 

Each workload must have a clearly defined benchmark script, telemetry collection plan and 

acceptance thresholds. Independent auditability (third-party measurement) is required for tranche 

acceptance. 

 

5.10: Justification for RM10M investment 

 

The Prototype tranche is a capital-efficient instrument to produce three critical classes of 

value for investors and government: 

 

Technical de-risking 

The Prototype proves the technical stack—compute, cooling, power, attestation and HSM 

custody—before committing materially larger capital. Successful demonstration significantly 

reduces technical and schedule risk for Tier-2.  ￼ 

Procurement leverage and supply-chain validation 

Early procurement and firmware-audited deployments provide leverage in negotiating longer-

term supply contracts, volume discounts, and escrow arrangements, reducing unit cost for later 

tranches.  ￼ 

Investor and government confidence 

A functioning prototype with independently verifiable outcomes unlocks tranche funding from 

conservative public and private partners by providing measurable acceptance criteria 

(benchmarks, attestation proofs, disaster simulations). The Prototype serves as the basis for 

tranche finance agreements, MOUs with government agencies, and initial commercial pilot 

contracts.  ￼ 



 

Acceptance of the RM10M Prototype tranche is contingent on delivery of the tranche 

deliverables enumerated in Section 5.3–5.9, successful third-party audit of security and 

attestation mechanisms, and demonstration of the defined training and resilience workloads. 

Upon acceptance, the Prototype becomes the canonical engineering reference for Tier-2 

procurement, site design and operational playbooks. 

  



HydraCore: Multi-Tier Infrastructure Blueprint 

Master Hardware Document (Global Sovereign Edition) 

 

Section 6: Tier 2: HydraCore National v2.0 

(RM60,000,000–RM100,000,000) 

 

6.1 Purpose 

 

Tier 2 (National v2.0) is the sovereign production-grade deployment that establishes Malaysia’s 

baseline national compute sovereignty. Tier 2 is a financeable, auditable and operational facility 

sized to host government-critical workloads, strategic industry services, national research 

projects and a controlled portfolio of domestic commercial tenants. The National Cluster must 

demonstrate sustained survivability under adverse conditions, enforce hardware-rooted 

attestation at scale, provide multi-day islanding for continuity of operations, and meet hardened 

physical and cyber security standards commensurate with national-class infrastructure. Tier 2 is 

the canonical “sovereign zone”: it is the minimal facility that may lawfully and practically be 

declared the national compute anchor under the HydraCore program.  ￼  ￼ 

 

6.2 National-scale workloads 

 

Tier 2 is engineered to support a bounded but broad set of national workloads, including 

but not limited to: 

 Defense and intelligence processing pipelines that require hardware attestation, HSM-

backed key custody and auditable provenance. 

 Public-sector AI models for citizen services, national health analytics, large-scale 

geospatial processing, and disaster modelling. 

 National research compute for genomics, materials science and climate modeling 

requiring medium to large scale parallel training. 

 Sovereign data custodianship for regulated datasets (financial, personal, legal evidence) 

with WORM archival and cryptographic anchoring. 

 Burst-capacity support for commercial partners operating under sovereign tenancy 

agreements (sensitive enterprise AI, telecom network optimization, local industry 

digitalization). 



 

Workload characteristics and SLO obligations: interactive control-plane primitives and 

attestation workflows require P95 latencies <100 ms for local users; batch training jobs may 

tolerate longer latencies but require high sustained throughput and predictable checkpoint 

velocity. Tier 2 will balance mixed workload scheduling using workload-class QoS and hardware 

partitioning.  ￼ 

 

6.3: Hardware and topology upgrades 

 

Tier 2 upgrades the Prototype pod model to a multi-pod, multi-room architecture with clearly 

defined pod, room and site boundaries. Hardware and topology requirements are prescriptive to 

ensure repeatable procurement and predictable scaling. 

 

Compute architecture 

 

Pod definition 

Standard pod = 20–40 racks (pod modularity enables predictable electrical, cooling and 

networking headroom). 

Node classes 

Production nodes include high-memory CPU hosts for orchestration and dataset preparation, and 

accelerator-dense nodes for training and inference. Accelerator recommendations target current 

datacenter-grade accelerators with vendor-provided firmware provenance. Each accelerator-

dense node is expected to house 2–8 accelerators depending on chosen chassis and cooling 

modality.  ￼ 

 

Storage architecture 

 

Hot tier 

Pod-level NVMe arrays scaled via NVMe-oF or equivalent; per-site aggregate hot-tier capacity 

target 10–50 PB depending on national scope. 



Nearline/Archive 

Multi-site object-store with geo-replication; WORM policy for regulated classes and evidence 

stores; erasure-coding for fault tolerance across rooms.  ￼ 

 

Network topology 

 Spine-and-leaf fabric with redundant leaf switches in each rack and redundant spines per 

pod. 

 Pod-to-pod aggregation via 100/200/400 Gbps spine links depending on workload and 

expected shuffle patterns. InfiniBand or Ethernet RDMA fabrics considered for latency-

sensitive collective operations; topology selection based on benchmarked training 

patterns. 

 Out-of-site uplinks: dual independent carrier paths with physically diverse routes to the 

regional edge and IX peering points.  ￼ 

 

Control plane and attestation layout 

 

Dedicated control-plane cluster deployed in active-active across two rooms within site; control-

plane cluster hosts attestation services, key management proxies and HSM gateways. Control-

plane must be replicated and backed by independent power and network feeds.  ￼ 

 

6.4: GPU density, rack limits and thresholds 

 

Tier 2 must codify concrete density rules that map to power, cooling and safety limits. These are 

prescriptive thresholds that inform procurement and site design. 

 

Recommended density envelopes 

 

Conservative air-cooled rack 

Up to 20 kW per rack for mixed node populations; practical limit for standard raised-floor HVAC 

without immersion. 



High-density air-cooled rack 

20–30 kW per rack with advanced aisle containment, high-efficiency CRAC units and 

supplemental overhead cooling. 

Immersion-capable rack 

30–60+ kW per rack in dedicated immersion pools, depending on vendor guidance and dielectric 

heat rejection capacity. Immersion is the preferred option for highest accelerator counts per rack.  

￼ 

 

Density thresholds and operational rules 

 Per-pod average rack power should remain below 25 kW unless full immersion is 

implemented across the pod. If more than 10% of racks in a pod exceed 30 kW sustained, 

engineering review and immediate remediation are required. 

 Maximum recommended accelerator count per rack is a function of chosen accelerator 

SKU and cooling strategy; procurement specifications must include thermal dissipation 

per accelerator (W) and vendor-validated rack-level heat flux. 

 Power distribution: Racks with >30 kW must be provisioned with 3-phase 400 VAC or 

equivalent, dual PDUs per rack, and N+1 power feed redundancy.  ￼ 

 

6.5: Networking fabric upgrade 

 

Networking must be designed to preserve low-latency, high-throughput patterns required by 

distributed training and Ather control traffic. 

 

Fabric recommendations 

 

Leaf/Spine 

Use non-blocking leaf/spine fabric sized to support expected east-west traffic. For Tier 2, 

recommend initial spine capacity of 100–400 Gbps per spine port with modular upgrades to 800 

Gbps or higher as required by traffic growth. 

RDMA/InfiniBand 

For tightly-coupled training (collectives/shuffles), deploy an RDMA-capable fabric at pod level 

(HDR InfiniBand or equivalent) or Ethernet with RoCEv2 carefully tuned for congestion control. 

The choice must be validated by training microbenchmarks executed in the Prototype stage. 



Overlay and segmentation 

Hardware-enforced segmentation for tenant isolation. Use MACSEC or hardware-layer 

encryption between leaf and spine for sensitive traffic. 

Telemetry and flow-control 

Implement per-flow telemetry (sFlow/INT) and programmable congestion-control techniques to 

avoid traffic storms during large-scale checkpoints/shuffles. Automated fabric autoscaling 

triggers should be implemented for sustained utilization above 60–70%.  ￼ 

 

6.6: Power and cooling expansion model 

 

Tier 2 requires substantial augmentation of site electrical and thermal infrastructure relative to 

Prototype. Design criteria must be conservative to ensure operational headroom and resilience. 

 

Electrical design 

 

Site electrical capacity 

Baseline 2–10 MW depending on national scope and intended rack counts. Site design must 

include multiple utility feeds, on-site distribution breakers sized for future expansion and space 

for substation tie-ins. 

UPS and BESS 

Tier 2 requires robust UPS arrays sized to support graceful handover and short-term islanding; 

BESS must be sized to support non-critical loads where generator takeover is not immediate. 

BESS and UPS are sized to contribute to the 96-hour islanding objective in combination with 

fuel reserves; BESS sizing is primarily for bridging and peak-shaving in negative scenarios.  ￼ 

 

Generator and alternate fuels 

 

Generators 

Multiple diesel or hybrid generators with automatic transfer switches sized for critical loads; 

generators sized independently to allow staged shutdown of non-essential systems. Fuel contracts 

and on-site storage arrangements must be negotiated to support at least 96 hours of declared 

essential operation when combined with BESS/hydrogen reserves. 



Hydrogen / alternate fuels 

For geopolitically resilient extended islanding, a hydrogen reserve strategy is recommended. 

Engineering studies must validate safety, permitting and integration with on-site generator 

systems prior to procurement.  ￼ 

 

Cooling plant 

 

Primary cooling 

Modular chilled-water or direct-to-chip systems for high-density air-cooled deployments; 

immersion heat-exchange systems for immersion farms. Design must include redundant chillers, 

pumps, and heat-rejection trains with N+1 or N+2 redundancy as dictated by site risk tolerance. 

Heat-rejection scale 

Cooling plant must be sized to reject full site heat load with local regulatory considerations 

(water availability, environmental discharge) and consider heat-reuse opportunities for campus 

heating or industrial partners. PUE design target for Tier 2: ≤1.3 (projected; final target to be 

refined during energy audits).  ￼ 

 

6.7: Physical security, EMP protection and hardening 

 

Tier 2 must meet national-class physical protections. Security controls span perimeter, building, 

room, rack and component levels. 

 

Perimeter and building controls 

 

Perimeter security with multi-layered detection 

Fences, sensors, vehicle barriers, CCTV with edge analytics, and controlled access points. 

Site hardening 

Blast-resistant zones for critical equipment, redundant ingress/egress routes, and secure staging 

for sensitive hardware. 

 



EMP / EPM and electromagnetic hardening 

 

EMP protection for control-plane rooms and HSM enclaves 

Faraday cages, filtered power inputs and hardened enclosures. EMP hardening levels must be 

specified to government standards and validated by independent testing where required.  ￼ 

 

Rack and component security 

 Tamper-evident enclosures, intrusion sensors, per-rack CCTV in high-assurance rooms, 

and logged physical access with biometric gating. 

 HSM farms: Deployed in secure vaults with multi-factor access, dual custody protocols, 

and automated environmental controls. HSMs must be deployed in geographically 

separated zones within the site for redundancy. 

 

Supply chain and firmware controls 

 

KSCS compliance 

Mandatory firmware provenance, vendor escrow clauses, and SBOM verification for all 

production hardware. Procurement contracts require firmware image escrow, vulnerability 

disclosure obligations, and audit rights.  ￼ 

 

6.8: 24/7 operations staffing model 

 

Tier 2 requires a full complement of on-site and off-site staff with clearly defined roles, shifts 

and escalation procedures to maintain continuous operations. 

 

Organizational structure (recommended baseline for a single national site) 

 

Executive oversight 

Site Director (1): Accountable for site operations, security and governance interface with SIA. 

Operations management 

Operations Manager (1): Responsible for NOC and facilities coordination. 



NOC team 

NOC Engineers (4–8): 24/7 roster (three 8-hour shifts) to monitor infrastructure, alerts and 

orchestration platforms. 

SOC team 

Security Engineers / Analysts (3–6): Threat detection, incident response, firmware/attestation 

monitoring. Collaboration with national CERT recommended. 

Systems and Platform Engineers 

Systems Engineers (6–12): Cluster operations, scheduling, storage and orchestration 

maintenance. 

Network Engineers 

Network Engineers (3–6): Fabric management, peering operations and carrier liaison. 

Facilities & Power 

Facilities Engineers / Technicians (4–8): Power, cooling, generator and BESS operations, on-

call for physical failures. 

HSM & Custody Operators 

Custody Operators (2–4): Dual-custody procedures, key ceremonies, and HSM lifecycle 

management. 

Security & Access Control 

Physical Security Officers (4–8): Perimeter operations, access control, escort for sensitive 

movement. 

Support functions 

Procurement, Compliance, Logistics, HR, and Training (shared across sites).  ￼ 

 

Staffing model considerations 

  

Redundancy 

Critical roles must have at least 2x coverage and formal escalation procedures. 

Certification 

Staff must be certified on required technologies (attestation, HSM operation, immersion safety) 

and cleared to a level appropriate for national-class assets. 



Training and drills 

Regular tabletop and live drills (power outage, EMP event, supply-chain compromise, data-

exfiltration attempt). Acceptance criteria require successful tabletop and at least one live drill 

prior to tranche acceptance.  ￼ 

 

6.9: Cost breakdown (indicative) 

 

The following indicative cost allocation frames the target RM60–100M tranche. Precise line 

items must be replaced with vendor quotes and validated in procurement. 

 

Hardware Procurement 

Compute nodes, accelerators, memory, NVMe arrays @ RM25,000,000–RM45,000,000 

Storage & Fabric 

NVMe-oF arrays, object-store appliances, high-performance switches @ RM6,000,000–

RM12,000,000 

Networking & Peering 

Spine/leaf upgrades, carrier cross-connects, IX peering setup @ RM4,000,000–RM8,000,000 

Power & Cooling Infrastructure 

Substation tie-ins, UPS/BESS, generator integration, chillers/immersion infrastructure @ 

RM8,000,000–RM20,000,000 

Physical Security & HSMs 

Vaults, HSM farms, EMP hardening, biometric access systems @ RM2,500,000–RM7,000,000 

Civil Works & Site Preparation 

Room construction, floor loading, fire suppression, environmental permitting @ RM2,000,000–

RM6,000,000 

Staffing & OPEX (first 24 months) 

Salaries, training, vendor support contracts @ RM6,000,000–RM10,000,000 

Compliance, Certification & Third-party Audits 

SOC-2/ISO certs, security audits, EMP testing @ RM1,000,000–RM2,500,000 

Contingency & Risk Reserve (10–20%) 

RM5,000,000–RM12,000,000 



 

Indicative Tier 2 total 

 

RM60,000,000–RM100,000,000. 

 

Notes 

 

This budget assumes a national-scope facility with meaningful compute density. Cost ranges 

reflect variability in accelerator procurement pricing and decisions regarding immersion vs 

advanced air cooling. All procurement must include KSCS clauses for firmware provenance and 

escrow.  ￼ 

 

6.10: National-level use cases 

 

Tier 2 unlocks material national value through the following prioritized use cases: 

 

National Defense and Intelligence 

On-premise training of defense-grade models, secure processing of classified sensor and SIGINT 

feeds, and custody of national cryptographic keys. This use case requires classified enclaves and 

strict chain-of-custody controls.  ￼ 

Public Health & Genomics 

Large-scale genomic analysis pipelines, national health analytics, and epidemic modeling 

requiring high-throughput compute and protected data handling. Tier 2 supports nationwide 

research cohorts and time-sensitive analytics for public health response.  ￼ 

Critical National Services 

Real-time infrastructure management for power grids, emergency response modeling, and 

national logistics where deterministic SLOs and attestation are required.  ￼ 

Education & Research 

National research clusters and university partnerships for computational science, enabling 

domestic talent development and exportable research outcomes. Tier 2 hosts reproducible 

research environments with attested compute provenance.  ￼ 



Sovereign Commercial Hosting 

Controlled, sovereign-tenanted commercial hosting for financial institutions, telecommunications 

operators and regulated enterprises that require auditability and national jurisdictional 

guarantees. Revenue from these customers supports Tier 2 OPEX.  ￼ 

 

Acceptance criteria for Tier 2 commissioning include demonstration of each prioritized use case 

against defined performance and security targets, successful multi-day islanding tests, completed 

SBOM and firmware provenance verification on representative hardware samples, and 

independent security and EMP validation reports. 

 

Concluding statement 

 

Tier 2 is the operational heart of national sovereignty for compute. It converts Prototype 

learnings into a resilient, auditable and scale-capable facility. The prescriptive density, power, 

cooling and security rules described here are designed to minimize technical debt, assure 

government and investor confidence, and provide a sustainable foundation for subsequent Tier 3 

and Tier 4 tranche investments. Procurement and deployment must adhere strictly to KSCS 

provisions and the acceptance tests described in earlier sections to validate tranche release and 

ongoing governance.  ￼  ￼ 

  



HydraCore: Multi-Tier Infrastructure Blueprint 

Master Hardware Document (Global Sovereign Edition) 

 

Section 7: Tier 3: HydraCore International v3.0 

(RM300,000,000 – RM1,000,000,000+) 

 

7.1 Purpose 

 

Tier 3 (International v3.0) is the commercial-scale, sovereign-certified facility designed to 

provide exportable, high-assurance compute services to international enterprises, research 

institutions and strategic partners while preserving Malaysian jurisdictional control, hardware 

attestation guarantees and sovereign custody for regulated classes of data. Tier 3 represents the 

first tranche at which HydraCore transitions from a national-only posture to a revenue-generating 

international operator. The facility must simultaneously deliver frontier-class performance, 

globally accepted compliance certifications and technical mechanisms that demonstrably prevent 

unintended jurisdictional compromise of sovereign-resident workloads. Tier 3 is intended to be 

competitive with regional sovereign clusters (UAE, Saudi) while differentiating through verified 

hardware attestation, HSM custody services and a contractual sovereign guarantee backed by the 

Sovereign Infrastructure Authority (SIA).  ￼  ￼ 

 

7.2 International-scale workloads 

 

Tier 3 supports a broad portfolio of workloads that include high-throughput training at moderate-

to-large scale, managed inference at global scale, multi-tenant enterprise AI platforms, and 

collaboration-grade research projects. Typical workload classes and expectations: 

 

Frontier training bursts 

Multi-day to multi-week distributed training campaigns for models from hundreds of millions to 

multiple tens of billions of parameters, requiring sustained accelerator availability, high 

aggregate interconnect bandwidth and rapid checkpoint throughput. 



Managed inference at scale 

Low-latency, high-concurrency inference services for global customers with negotiated tail-

latency SLAs and regional replication options. 

Data-intensive analytics and science 

High-throughput genomics, geospatial processing, and simulation workloads requiring parallel 

filesystem performance and predictable I/O characteristics. 

Sovereign tenancy and dedicated pods 

Single-tenant, hardware-partitioned environments for customers requiring isolated compute 

islands under contractual sovereign controls. 

Hybrid-cloud federations 

Controlled cross-cloud and multi-region federations where HydraCore provides the sovereign-

controlled trunk for sensitive workload anchoring while non-sensitive workloads can burst to 

partner public clouds under contractual constraints and technical controls (encryption, 

attestation).  ￼ 

 

Operational SLOs for Tier 3 are customer-negotiable but baseline targets include availability 

≥99.99% for commercial services, P95 inference latency targets appropriate to customer class 

(interactive services <50–100 ms regionally), and demonstrable checkpoint and restore times for 

training jobs consistent with competitive commercial offerings. All SLAs are backed by 

auditable instrumentation and third-party measurement options. 

 

7.3: Compute export model 

 

Tier 3’s compute export model is a set of commercially viable product offerings that balance 

sovereign guarantees with market competitiveness. Core service products include: 

 

Sovereign Dedicated Pod (SDP) 

 

Description 

Physically or logically isolated pod(s) within Tier 3 dedicated to a single customer; includes 

HSM-backed key custody and optional on-site personnel escorting for highest-assurance 

operations. 



Use case 

Regulated financial services, defense-adjacent research, health data processing. 

Commercial terms 

Long-term leases, capital contribution options, strict contractual jurisdiction and escrow clauses. 

 

Managed Sovereign Compute (MSC) 

 

Description 

Fully managed model training and inference service where HydraCore operates the stack, but 

cryptographic custody and attestation guarantees are provided to the tenant. 

Use case 

Enterprises seeking sovereign assurances without full on-prem capital expenditure. 

Commercial terms 

Usage-based pricing (vCPU/vGPU-hour), tiered SLAs, optional reserved instances. 

 

Burst & Federated Capacity (BFC) 

 

Description 

Elastic capacity that allows customers to burst into HydraCore for large training jobs under pre-

authorized and attested workflows. Bursts are constrained by pre-approved SBOMs and signed 

job manifests. 

Use case 

Research collaborations, periodic training campaigns. 

Commercial terms 

Premium on-peak pricing with pre-negotiated capacity reservations. 

 

HSM-as-a-Service & Attestation Vaults (HAV) 

 

Description 

Dedicated HSM and attestation vault offerings that enable customers to custody keys under 

sovereign control, including dual-custody and escrow options under KSCS. 



Use case 

Enterprises requiring sovereign key custody for encryption, signing, and legal evidentiary 

purposes. 

Commercial terms 

Subscription and per-operation pricing; options for long-term key escrow deposits. 

 

Commercial packaging must reflect rigorous contractual guarantees: data residency clauses, 

escrow of SBOM/firmware images, independent attestation options, defined incident response 

responsibilities and pre-approved cross-border processing workflows. Pricing models should 

combine reserved capacity (capex-backed) and pay-as-you-go (opex) offerings to appeal to 

different customer segments while ensuring OPEX coverage and margin for the operator.  ￼ 

 

7.4: Multi-rack & multi-room topology 

 

Tier 3 topology is architected for scale, operational segmentation and survivability. The design 

prescribes modular pods, rooms and campus-level aggregation patterns that permit linear 

expansion without wholesale redesign. 

 

Pod and room constructs 

 

Pod 

Modular unit, typically 40–100 racks, designed with self-contained power, cooling and fabric 

capacity. Pods are the primary unit for customer tenancy (dedicated pods) and failure isolation. 

Each pod contains redundant spines and redundant power distribution. 

Room 

Aggregation of multiple pods (2–6 pods per room typical for initial deployments) with shared 

chillers and intermediate distribution infrastructure. Rooms are segregated physically for control-

plane resilience. 

Site 

Multiple rooms aggregated into a campus; campus-level distribution includes multi-substation 

feeds, campus networking backbone and coordinated BESS/backup generation. 

 



Fabric topology and control-plane placement 

 

Fabric 

Leaf-spine fabric at pod level with 200–400 Gbps spine bandwidth per spine port initially, 

upgradeable to 800 Gbps+ per spine as needed. For tightly-coupled workloads, integrate RDMA-

capable fabrics (InfiniBand HDR or equivalent) for selected pods. 

Control-plane 

Active-active control-plane clusters deployed across at least two distinct rooms per site with 

separate power and network feeds and independent HSM farms to prevent single-point control-

plane failure. 

 

Operational isolation 

 

Tenant isolation is enforced via physical pod segmentation (for highest-assurance customers) and 

hardware-rooted virtualization or microVM isolation for multi-tenant commercial usages. 

Network segmentation, MACSEC/MAC-layer encryption and per-tenant attestation chains 

preserve isolation guarantees.  ￼ 

 

7.5: Optical-fiber expansion 

 

Tier 3 requires substantial optical connectivity to serve international customers with low-latency 

and high-throughput connectivity. The fiber strategy includes direct submarine cable integration, 

diverse carrier paths and local IX peering. 

 

Fiber and peering strategy 

 

Submarine cable tie-ins 

Secure agreements and physical direct-connect capability to at least one nearby submarine cable 

landing or regional aggregation point. Where feasible, negotiate lit and dark fiber options to 

reduce ongoing carrier cost and provide redundancy. 



Carrier diversity 

Minimum of three carrier uplinks from physically diverse fiber entry points to reduce correlated 

risk from cable cuts or terrestrial disruptions. 

IX peering 

Establish on-site or near-site IX cross-connect capability to allow direct peering with regional 

cloud providers, CDNs, and content/enterprise networks. Offer customers low-cost cross-

connects for direct private connectivity. 

On-site ROADM/DWDM 

Deploy ROADM/DWDM equipment to support scalable multi-terabit wavelength services and 

rapid provisioning for large customers. Modular DWDM systems with protected paths are 

recommended to support both lit services and dedicated wavelength leasing. 

 

Operational controls and cryptographic integrity 

 

Encrypted transits 

For sovereign-sensitive flows, employ hardware-layer encryption (MACSEC or optical-layer 

encryption where supported) and attestation-anchored keying for link-level confidentiality. 

Routing diversity and automatic failover 

Implement multi-path routing with rapid failover SLAs (~sub-second to seconds) and active 

monitoring for latency and loss to ensure predictable customer experiences.  ￼ 

 

7.6: Power substation requirements 

 

Tier 3 demands on-site or adjacent substation capacity commensurate with multi-megawatt 

consumption and future expansion. Power planning must be coordinated with national utilities, 

include contractual guarantees and redundancy measures. 

 

Electrical infrastructure requirements 

 



Substation capacity 

Initial site design should assume 10–50 MW service capacity depending on planned rack counts 

and strategic scale; Tier 3 should secure dedicated substation tie-in or reserved capacity from a 

utility with firm delivery contracts. 

Dual utility feeds 

Where possible, two distinct utility feeds from separate substations to mitigate upstream single-

failure modes. 

On-site step-down transformers and switchgear 

Adequately provisioned switchgear, redundant transformers and segregated distribution feeders 

to support segregated pod power domains. 

Power quality management 

Active power-factor correction, harmonic filtering and surge protection; power monitoring down 

to rack PDU level for capacity planning and forensic analysis. 

Fuel and backup contracts 

Generator fuel contracts, long-term BESS supply agreements and hydrogen fuel supply planning 

for extended islanding strategies. Fuel-on-hand policies must be negotiated to meet sovereignly 

defined islanding durations (96 hours baseline; options for extended durations if required).  ￼ 

 

Regulatory and permitting considerations 

 

Environmental and grid-impact studies 

Prepare comprehensive impact assessments for local grid stability, harmonics, and water usage 

(for cooling), and secure necessary environmental permits prior to tranche commitment. 

Coordinate with national utility regulators for firm capacity reservation and emergency 

prioritization clauses. 

 

7.7: Cooling plant architecture 

 

Tier 3 cooling architecture must be engineered for high-density racks, energy efficiency and 

modular scalability. The design prioritizes operational continuity, PUE optimization and 

environmental compliance. 

 



Cooling modalities 

 

Direct liquid-cooling 

Preference for direct-to-chip cooling for density-critical pods; direct liquid cooling provides 

superior thermal transfer and reduced chilled-water needs. 

Immersion farms 

For maximum density and efficiency, deploy immersion systems in dedicated pools with 

engineered dielectric handling and heat-exchange subsystems; immersion pools should be placed 

within dedicated containment and fall-back rooms to limit propagation of failures. 

Chilled-water plant 

Redundant chillers, pumps and heat-rejection trains sized for full site load with N+1 or N+2 

redundancy. Consider adiabatic cooling stages where climate permits to reduce chiller runtime. 

Heat rejection 

Scalable dry/wet cooling towers, river/cooling pond discharge (subject to environmental 

compliance) or heat-exchange arrangements with local industrial partners for heat reuse. Explore 

district heating or industrial co-generation partnerships where commercially viable. 

 

Efficiency and monitoring 

 

PUE targets 

Design target for Tier 3 PUE ≤1.2 under normal operating conditions; conservative early-phase 

projections may accept ≤1.25 until plant tuning and optimization. Ongoing telemetry and energy 

optimization suite mandatory. 

Thermal monitoring 

Per-rack and per-accelerator thermal and dielectric monitoring integrated into the telemetry bus 

for predictive maintenance and automated shutdowns. 

Redundancy 

Cooling train segmentation to allow maintenance or failure of one train without whole-site 

thermal compromise. Emergency passive cooling thresholds and safe-shutdown sequences must 

be defined and validated.  ￼ 

 



7.8: Security and compliance (SOC 2 / GDPR / ISO 27001) 

 

Tier 3 must achieve internationally recognized compliance baselines to attract enterprise and 

research customers. Certification, contractual guarantees and technical controls together create a 

credible commercial posture. 

 

Compliance and certification program 

 

SOC 2 / ISO 27001 

Implement the information security management program and controls necessary to obtain SOC 

2 Type II and ISO 27001 certification within the planned commissioning timeline. Certifications 

must be audited by accredited third parties. 

GDPR readiness 

For customers subject to GDPR, provide contractual guarantees and technical measures (data 

residency controls, data processing addenda, encryption, and data subject rights support) to 

comply with cross-border processing obligations. 

Industry-specific compliance 

Provide additional controls and certifications as required by target verticals (e.g., HIPAA 

readiness for health workloads, PCI-DSS considerations for financial tenants). 

Attestation and SBOM compliance 

Maintain SBOM inventories, firmware provenance logs and provide customers with attestation 

proofs that their tenant environments are running signed artifacts only; allow customer-appointed 

auditors access under clear contractual frameworks.  ￼ 

 

Security architecture and operational controls 

 

HSM farms & key custody 

Centralized HSM services with dual- or multi-custody key handling, key ceremony procedures 

and escrow frameworks under KSCS. HSMs must be geographically distributed across the site 

for resilience. 

Hardware attestation 

TPM/TEE measured boot verification and periodic attestation checks for tenants to validate 

runtime integrity. 



Perimeter and personnel controls 

Enhanced vetting for staff with tenant access, dual-control requirements for sensitive operations, 

and physical escort policies for external tenant actions. 

Incident response and forensics 

SOC-resident incident response playbooks, mandatory third-party forensic capability and 

contractual incident notification processes for customers.  ￼ 

 

7.9: Borderless sovereign cloud strategy 

 

Tier 3 implements a “borderless sovereign cloud” concept: providing globally useful services 

while ensuring that sovereignty guarantees remain intact for resident datasets and workloads. The 

strategy is a blend of technical, contractual and governance controls. 

 

Key components 

 

Data compartmentalization 

Cryptographic partitioning of tenant datasets and strict controls on key escrow and access; any 

cross-border operations must be authorized, auditable and tied to a signed job manifest. 

Federated attestation 

Federated attestation chains validate the execution environment across partner clouds and 

provide proof of execution locality for sensitive workloads. This enables tightly constrained 

federations with international partners while preserving sovereignty for critical assets. 

Contractual controls 

All exportable compute services are governed by pre-approved export frameworks, data-

processing agreements and ML-specific addenda that define permitted operations, transparency 

obligations and inspection rights. 

Neutrality & positioning 

Position HydraCore as a neutral, jurisdictionally clear alternative to hyperscale providers—

market the sovereign guarantees and attestation services to enterprises in jurisdictions seeking an 

independent compute anchor.  ￼ 

 



7.10: International revenue and investor model 

 

Tier 3 must demonstrate a credible path to revenue that justifies tranche investment while 

preserving sovereign controls. Revenue modeling should be conservative, tranche-tied and 

stress-tested. 

 

Primary revenue streams 

 

Dedicated Pod leases 

Long-term capital-backed leases with premium pricing for sovereign-dedicated pods. Contract 

terms often 3–10 years with minimum commitment levels and SLAs. 

Managed services 

Usage and subscription revenues from Managed Sovereign Compute (training/inference), HSM-

as-a-Service subscriptions and professional services (onboarding, compliance attestation). 

Burst capacity and spot markets 

High-margin on-demand capacity for training bursts and batch workloads, priced dynamically. 

Connectivity and cross-connect fees 

Revenue captured from cross-connects, direct fiber/wavelength leasing and peering services. 

Value-added services 

Model-hosting marketplace fees, attestation/forensics services and certification/audit-as-a-

service.  ￼ 

 

Pricing and financial considerations 

 

Pricing models 

Combine reserved-capacity (discounted) and on-demand (premium) models. For sovereign-

dedicated pods, incorporate capital recovery into lease rates (capex amortization over contract 

term) and include escalation clauses to account for accelerator replacement cycles. Managed 

services priced per vGPU-hour or equivalent with minimum commitment tiers. 

Unit economics 

Financial models should track revenue per rack per month, average utilization, OPEX per rack 

(power, cooling, staff), and expected accelerator replacement cycles. Conservative utilization 



assumptions for Year 1–3 (30–50% average utilization) are prudent for modeling; revenue ramp 

assumptions must be validated with anchor customers prior to tranche approval. 

Investor constructs 

Tranche funding with milestone release linked to acceptance tests (certification, peering, pilot 

customers), equity or revenue-participation options, and public-private co-investment to align 

sovereign interests. Consider long-term maintenance funds and upgrade reserves to avoid under-

provisioning for accelerator refresh cycles. 

 

Acceptance criteria and tranche release conditions 

 

Tier 3 tranche release and operational acceptance require: 

1. Completion of site build to multi-room operational readiness with validated pod 

architecture. 

2. Achievement of baseline performance targets: multi-pod aggregate compute 

performance validated by independent benchmarking, baseline storage 

IO/throughput targets met, and network latency/throughput verified. 

3. SOC 2 / ISO 27001 certification process initiated with Type I/II audits completed 

as required for commercial operations. 

4. At least one paying external pilot customer under a sovereign tenancy agreement, 

with demonstrable workload execution and contractual attestation rights 

exercised. 

5. Completed fiber peering and at least one submarine cable or regional direct-

connect proof of concept and contractual arrangement. 

6. Security and compliance conditions: HSM cold/active redundancy validated, 

SBOM and firmware provenance audits completed for representative hardware 

samples, and operational incident response capability validated via an exercise.  

￼ 

 

Conclusion 

 

Tier 3 is the commercial fulcrum of the HydraCore program. It must combine world-class 

engineering for high-performance workloads, rigorous sovereign guarantees and commercially 

viable offerings to attract international customers while preserving Malaysian jurisdictional 

control. Operational success at Tier 3 enables revenue generation, supply-chain leverage for 

accelerator procurement, and the strategic positioning required to fund and justify the move to 

Tier 4 — the Exascale Frontier. The technical, commercial and governance constructs described 



in this section form the mandatory foundation for any Tier 3 deployment and tranche approval.  

￼ 
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Section 8: Tier 4: Exascale Frontier v4.0 

(RM2,000,000,000 – RM5,000,000,000+) 

 

8.1 Purpose 

 

Tier 4 (Exascale Frontier) is a sovereign, campus-scale program whose objective is to deliver 

Malaysia’s premier capability at the frontier of artificial intelligence, scientific computing and 

national strategic autonomy. Tier 4 converts national ambition into globally competitive exascale 

performance, cryogenic/quantum-ready capacity, and multi-domain integration with defense, 

research and industrial partners. The program is intended to (a) provide contiguous, sustained 

exascale-class training and simulation capability for trillion-parameter models and multi-physics 

simulations, (b) serve as a resilient national compute reserve for crisis response, and (c) establish 

Malaysia as a neutral global compute hub that operates under auditable sovereign controls. 

 

Tier 4 is not merely a scale-up of previous tiers; it is a systems-of-systems engineering program 

requiring campus-level civil works, multi-megawatt electrical engineering, hydraulic and thermal 

infrastructure, advanced supply-chain orchestration, and intergovernmental partnership 

frameworks. The purpose statement therefore requires funding, governance, and inter-agency 

commitment on a 10–30 year horizon. 

 

8.2 Exascale system design 

 

Architectural overview 

 

The exascale system is a federated collection of accelerator farms, high-performance CPU 

clusters, ultra-high-throughput storage, and an ultra-low-latency, lossless interconnect fabric. The 

design targets sustained exascale-class mixed-precision performance for training workloads 

while supporting general-purpose HPC workloads. The architecture must include horizontally 

sharded training pods, global scheduler and resource manager capable of exascale orchestration, 



and alignment with future interconnect evolutions (in-network offload, programmable NICs, 

next-generation NVLink/Infinity fabric). 

 

Key design elements 

 

Accelerator Farms 

Tens of thousands of validated accelerators organized into pods with per-pod topologies 

optimized for training collectives; pods include NVLink-like high-bandwidth intra-node fabrics. 

Interconnect Fabric 

Multi-tiered interconnect combining pod-level high-speed fabrics (InfiniBand HDR/Next-gen) 

with campus-level optical backbone providing non-blocking bisection bandwidth adequate for 

worst-case shuffle patterns. Fabric design must be validated by worst-case synthetic shuffle 

benchmarks and scaled with headroom. 

Storage Hierarchy 

Parallel file systems (or next-generation equivalents) delivering multi-million IOPS for 

checkpointing and sustained aggregate bandwidth in the hundreds of GB/s to TB/s range. Multi-

EB archival tiers with cryptographic-worm anchoring for evidentiary retention. 

Control Plane 

Active-active, geo-redundant control-plane clusters with hardware attestation binding and HSM-

mediated signing of scheduling policies and job manifests. Control-plane scale-out must preserve 

sub-100 ms control latencies for orchestration primitives. 

Cooling & Power Co-design 

Tight integration between compute chassis, immersion/direct-to-chip cooling, heat-exchange 

loops and campus heat rejection, optimized to minimize PUE while ensuring thermal resilience. 

Quantum-Ready Bays 

Modular, physically isolated bays provisioned with cryogenic plumbing, electromagnetic 

isolation and power conditioning for future quantum accelerator integration. 

 

Verification and benchmarks 

 

Exascale acceptance requires reproducible benchmark suites (MLPerf-large-scale, HPC 

benchmarks) executed under independent observation to validate sustained exascale metrics 



(TFLOPS/EFLOPS), throughput, checkpoint velocity, and aggregate reliability under multi-week 

campaigns. 

 

8.3: Multi-building sovereign campus 

 

Campus topology and segmentation 

 

The Tier 4 campus is composed of multiple data halls across at least two buildings (preferably 

three or more) with spatial separation for fault isolation, each with dedicated power feeds and 

localized substations. Campus design must provide: secure logistics corridors, separate staging 

and burn-in facilities, research laboratories, cryogenic/quantum labs, secure control-plane 

bunkers, and redundant connectivity to external fiber and substations. 

 

Resilience and redundancy 

 

Buildings are separated sufficiently to reduce correlated risks (flood, fire, physical attack). Each 

building includes independent mechanical and electrical plants with the ability to sustain critical 

control-plane and attestation services independently. Campus must support cross-building 

migration of long-running jobs with minimal checkpoint/restore overhead. 

 

Environmental and regulatory considerations 

 

The campus plan must include environmental impact assessments, water-use planning for 

cooling, noise and emissions mitigation, and community engagement plans. Where heat reuse is 

feasible, partnerships with local industry or district heating initiatives should be negotiated. 

 

8.4: Multi-substation grid and autonomous microgrid 

 

Power architecture overview 

 



Exascale facilities require direct integration with high-voltage distribution and preferably an on-

campus substation. The Tier 4 plan must secure firm capacity contracts with the national grid, 

plus parallel independent feeds to separate substations. On-campus substations with automatic 

islanding capability are required. 

 

Microgrid and energy resilience 

 

An autonomous microgrid combining BESS, fuel-based generation (diesel/hydrogen), and on-

site renewables (solar or biogas where feasible) is required to provide extended islanding 

capabilities beyond Tier 2 standards. The Tier 4 design should guarantee at minimum 96 hours of 

operation for critical control-plane and a negotiated period for full compute degradation modes; 

longer durations should be feasible under contingency funding. 

 

Energy management and sustainability 

 

Advanced energy management systems must orchestrate load shaping, demand response, and 

energy arbitrage to optimize costs and reduce grid impact. Where feasible, integrate large-scale 

BESS for peak-shaving and stationary hydrogen production for long-duration energy storage. 

The campus must include redundant fuel storage, emergency transfer switches, and automated 

safety interlocks for hydrogen and high-capacity battery systems. 

 

8.5: Submarine fiber integration 

 

Global connectivity strategy 

 

The campus must be provisioned with direct, physically diverse fiber routes to submarine cable 

landing stations or regional aggregation nodes. Where possible, secure dedicated wavelengths or 

dark fiber leases to ensure low-latency, high-bandwidth international connectivity. Multi-

provider agreements are required to diversify geopolitical exposure and reduce commercial 

vendor lock-in. 

 



Optical infrastructure and on-site systems 

 

Deploy ROADMs/DWDM systems capable of scaling multi-terabit per pair wavelengths. 

Provide on-site optical patching, optical-layer encryption options and redundant fiber entry 

points to eliminate single conduit risk. Engineering plans must include carrier right-of-way 

coordination and physical hardening of fiber entry routes. 

 

Operational SLAs and peering 

 

Negotiate long-term peering and direct-connect SLAs with regional IXPs, cloud providers and 

major research networks to provide deterministic routes for collaborator and customer traffic. 

Implement programmable routing and policy engines to prioritize sovereign-bound traffic and 

provide rapid failover between submarine routes. 

 

8.6: AI frontier training clusters 

 

Training cluster orchestration and scheduling 

 

Exascale training requires scheduler semantics that can orchestrate multi-pod, multi-site 

campaigns with minimal idle time and efficient checkpointing strategies. Resource manager must 

support hierarchical allocation, preemption policies, burst scheduling to handle elastic workloads 

and integration with attestation services to ensure job manifests are signed and verified. 

 

Checkpointing, resilience and data movement 

 

Checkpointing systems must be optimized to permit frequent, efficient checkpoints without 

saturating fabrics. Techniques include hierarchical checkpointing (local NVMe cache → pod-

level parallel file system → campus-level replicant) and throttled background replication. Data 

movement policies must be attestation-aware to prevent unapproved egress. 

 



AI-specialized services and tooling 

 

Offerings should include optimized communicator libraries, in-network collective offloads, and 

pre-validated software stacks to minimize variability. Maintain a frontier research fleet for early 

driver and firmware validation and a canary lane for new hardware generations. 

 

8.7: Defense integration 

 

Classified enclaves and cross-domain solutions 

 

Tier 4 must provision physically separated classified enclaves for defense and intelligence 

workloads. Cross-domain solutions, vetted to national defense standards, must facilitate sanitized 

data flows between classified and unclassified domains with auditable transformations and 

hardware-enforced policy gates. 

 

Interagency governance and approvals 

 

Defense integration requires MOUs, classified installation procedures, personnel vetting 

compatible with defense clearance levels, and recurring compliance audits. A joint governance 

council, including defense and SIA representation, should oversee classified operations. 

 

Operational readiness and crisis response 

 

Tier 4 will serve as national compute reserve during crises; therefore exercises, cyber and kinetic 

threat simulations, and rapid reconstitution plans must be prescriptive and rehearsed. Ensure 

rapid prioritization policies for defense workloads under declared emergencies. 

 

8.8: Global compute dominance strategy 

 



Capability differentiation 

 

HydraCore’s path to prominence depends on combining exascale performance with sovereign 

guarantees: immutable attestation, HSM custody, and legal clarity. Competitive differentiation 

also requires research partnerships producing high-impact science, preferential access programs 

for strategic partners, and a robust commercial productization pipeline for sovereign offerings. 

 

Market positioning and diplomacy 

 

Position Malaysia as a neutral compute hub for Asia-Pacific and beyond. Pursue bilateral hosting 

agreements, regional capacity sharing, and multilateral research consortia that provide shared 

governance while preserving sovereignty for resident data. 

 

Sustained investment and upgrade cadence 

 

Establish a disciplined hardware refresh and upgrade cadence, R&D funding for next-generation 

interconnects and support for in-country manufacturing or assembly to reduce exposure to export 

controls and allocation risk. 

 

8.9: Geopolitical justification 

 

Strategic deterrence and autonomy 

 

Exascale capability functions as a strategic deterrent by reducing external leverage over critical 

compute resources and by providing sovereign-controlled infrastructure for national research and 

defense. The campus supports national technological sovereignty and economic resilience. 

 

Regional influence and soft power 

 



Hosting regional research, training and commercial workloads under sovereign guarantees 

provides diplomatic leverage and soft-power advantages. Malaysia can thereby attract talent, 

investment and cross-border collaborations while maintaining jurisdictional clarity. 

 

Export risk mitigation 

 

Tier 4’s procurement strategy must proactively mitigate export-control risk through supplier 

diversification, in-country assembly options, dual-sourcing, firmware escrow and legally 

enforceable supply-chain audit rights. 

 

8.10: Alliance and partnership model 

 

Public-private partnerships and financing structures 

 

Tier 4 requires blended finance: sovereign seed capital, private equity, long-term commercial 

leases and potentially sovereign wealth participation. Structure tranche releases to align with 

demonstrable milestones and independent verification. 

 

International research and industry alliances 

 

Form strategic alliances with universities, national labs, regional governments and hyperscale 

partners for joint research programs, capacity sharing and collaborative benchmarks. Formalize 

alliances through MOUs that define data residency, intellectual property, and liability 

frameworks. 

 

Vendor and supply-chain partnerships 

 

Negotiate strategic vendor partnerships that include firmware escrow, prioritized allocation, co-

investment in local assembly or testing facilities, and joint R&D to adapt hardware for sovereign 

attestation and security requirements. 

 



Concluding statement and acceptance criteria 

 

Tier 4 is a national transformation program. Acceptance criteria for tranche releases include 

verified exascale benchmark runs under independent audit, multi-building resilience 

certification, multi-substation and microgrid operational proof, submarine fiber direct-connect 

validation, cryogenic/quantum-bay readiness certification (if included), demonstrable defense 

MOU ratification for classified enclaves, and a validated sustainable funding model. Risk 

mitigation plans, environmental and community impact agreements, and clear governance 

instruments (SIA charter, joint oversight boards) must be in place before tranche commitments 

exceed initial deployment thresholds. 

 

Implementing Tier 4 successfully will position Malaysia and HydraCore at the front line of 

global compute capability while preserving sovereign control, delivering strategic autonomy, and 

creating a lasting national asset. 
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Section 9: Hardware Architecture (Deep Breakdown) 

 

This section provides a prescriptive, vendor-agnostic, engineering-grade specification for the 

physical compute, storage, networking, power, cooling and security hardware that together 

realize HydraCore across all tiers. The content that follows is normative for procurement, 

engineering design, acceptance testing and tranche approvals. Where appropriate, references to 

governance and attestation requirements are included so that hardware choices directly satisfy 

sovereign controls and operational resilience objectives.  ￼ 

 

9.1: GPU tiers (training, inference, frontier) 

 

Overview 

 

HydraCore organizes accelerator procurement and deployment into three capability classes—

Training, Inference and Frontier—each optimized for different price/performance, power and 

operational characteristics. Each class is defined by target use-cases, expected performance 

envelope, thermal dissipation characteristics and firmware/attestation requirements. 

 

Training-class accelerators 

 

Purpose 

High-throughput, mixed-precision floating point and tensor math optimized for distributed model 

training. 

Characteristics 

High device TFLOPS for FP16/BF16/FP32 mixed workloads, high HBM capacity and 

bandwidth, support for high-speed inter-device fabrics (NVLink-like) and vendor firmware 

provenance assurances. 



Deployment 

Accelerator-dense nodes grouped into training pods with low-latency RDMA-capable fabrics and 

parallel filesystem checkpointing. 

Operational considerations 

Highest power draw per device, strict cooling requirements (favor immersion or direct liquid 

cooling), manufacturer firmware escrow and SBOM scrutiny.  ￼ 

 

Inference-class accelerators 

 

Purpose 

Low-latency, high-efficiency inference for high-concurrency production services. 

Characteristics 

Optimized INT8/INT4 and FP16 inference throughput, low tail latency, power-efficient design 

and support for multi-tenant virtualization features. 

Deployment 

Inference accelerators are placed in mixed racks with inference-optimized nodes and local 

NVMe caches to reduce network traffic. 

Operational considerations 

Need for predictable tail latencies, multi-tenant isolation (hardware virtualization/microVM) and 

per-tenant attestation hooks.  ￼ 

 

Frontier-class accelerators (future/experimental) 

 

Purpose 

Leading-edge, high-performance devices intended for exascale or novel compute modalities 

(including experimental tensor engines, custom NPUs or early quantum accelerators). 

Characteristics 

Highest aggregate throughput, specialized interconnect topologies, potential cryogenic or 

specialized power/cooling requirements. 

Deployment 

Isolated “frontier bays” or dedicated pods with separate lifecycle and certification process; 

integration only after validated compatibility and sovereign firmware provenance. 



Operational considerations 

Vendor co-design, research fleet for validation, modular bay provision for rapid adoption without 

site redesign.  ￼ 

 

Common attestation requirement 

 

All accelerator classes require auditable firmware provenance, support for vendor-signed 

firmware images (or escrowed images), and the ability to be measured and attested by platform 

TPM/TEE services prior to production deployment.  ￼ 

 

9.2: CPU tiers 

 

Overview 

 

CPU selection supports three functional domains 

Control-plane CPUs, Data-preparation/ETL CPUs, and High-memory CPU nodes for tightly 

coupled HPC workloads. CPU family choices must balance single-thread performance, core 

counts, memory capacity and vendor firmware transparency. 

 

Control-plane CPUs 

 

Role 

Host orchestration, attestation, scheduling, key management proxies and the Nexus messaging 

fabric. 

Requirements 

High single-thread performance, robust virtualization features, TPM/TEE support and 

predictable low-latency network I/O. These hosts are deployed in active-active clusters across 

rooms with dedicated power and network isolation.  ￼ 

 

Data-preparation / ETL CPUs 

 



Role 

Pre-processing of dataset, sharding, compression and ingestion into hot NVMe tiers.  

Requirements 

High aggregate I/O, local NVMe staging capacity, and moderate memory capacity. These nodes 

are paired closely with storage nodes and accelerator ingress paths for efficient checkpointing.  

￼ 

 

High-memory CPU nodes 

 

Role 

Memory-bound HPC workloads, large model serving where host memory complements 

accelerator memory. 

Requirements 

Large memory configurations (512GB–4TB+), NUMA-aware architectures, and reliable 

firmware provenance. These nodes are strategically placed in pods that require higher power and 

cooling capacity.  ￼ 

 

9.3: Server node classes 

 

Node class taxonomy and responsibilities 

 

Management & Control nodes 

 

Function 

Orchestration, attestation services, HSM proxies, telemetry aggregation. 

Resiliency 

Deployed active-active across rooms, placed on redundant power and network feeds. 

Security 

Hardened images, minimal attack surface, TPM/TEE enforced measured boot.  ￼ 

 



Accelerator-dense training nodes 

 

Function 

Host 2–8 training accelerators per chassis; optimized for intra-node bandwidth and NVLink-like 

fabrics where supported. 

Cooling 

Designed for immersion or direct-to-chip cooling; power provisioning to match rack density 

plan. 

Operational 

Supported by local NVMe scratch for checkpoint staging.  ￼ 

 

Inference nodes and scale-out serving boxes 

 

Function 

Support high-concurrency inference; often include accelerator(s) plus CPU cores and NVMe 

caching. Designed for predictable latency, multi-tenant isolation and elastic scaling.  ￼ 

 

Storage nodes (NVMe array nodes and parallel filesystem servers) 

 

Function 

Expose block and parallel filesystem endpoints; include NVMe-oF front-ends and metadata 

servers for parallel FS 

Requirements 

high network throughput, robust local caching and firmware verifiability.  ￼ 

 

Edge / Cell nodes (for Tier 1 and edge PoPs) 

 

Function 

Lightweight inference/offload and synchronization with central HydraCore; lower power 

footprint, hardware attestation support and local SSD/NVMe for caching.  ￼ 

 



9.4: Storage layers 

 

Storage should be designed as a multi-tier, policy-driven hierarchy: 

 

Tier H (Hot NVMe) 

 

Purpose 

Low-latency, high-IOPS storage for training checkpoints, model weights in active use and 

latency-sensitive metadata. 

Design 

NVMe-oF front-ends, distributed NVMe arrays, per-pod NVMe caches. 

Capacity planning 

Per-pod and per-site aggregate targets tied to expected checkpoint cadence and model sizes.  ￼ 

 

Tier W (Warm / Nearline) 

 

Purpose 

Cost-effective object storage for larger datasets, intermediate checkpoints and dataset archives 

used less frequently. 

Design 

Object store with erasure coding, multi-site replication and lifecycle policies. Ensure WORM 

capabilities for regulated datasets.  ￼ 

 

Tier A (Archive / WORM) 

 

Purpose 

Immutable, tamper-evident archival storage for evidentiary and sovereign datasets. 

Design 

WORM-enabled object buckets, cryptographic anchoring (ledger or blockchain anchoring where 

required), and geographically distributed copies for durability. 



Access 

Governed by strict custody and attestation processes.  ￼ 

 

Parallel filesystem and burst caches 

 

Purpose 

Provide extremely high sustained bandwidth for large training runs (checkpoint storm 

mitigation). 

Design 

Parallel FS (Lustre/GPFS/next-gen) backed by NVMe caches and integrated with scheduler-

aware IO shaping to avoid fabric saturation.  ￼ 

 

Data governance and SBOM for storage hardware 

 

All storage appliances must be procured with firmware provenance documentation, SBOMs for 

embedded controllers, and contractual update/escrow arrangements consistent with KSCS.  ￼ 

 

9.5: Networking hardware 

 

Network design principles 

 

HydraCore adopts a fabric-first approach 

Non-blocking leaf/spine topologies at pod level, scalable spine aggregation at room and campus 

levels, and dedicated low-latency fabrics for training collectives where required. Every 

networking purchase must include programmable telemetry and support for hardware encryption 

and attestation hooks. 

 

Leaf/Spine fabric (pod level) 

 



Specifications 

Modular leaf switches with 25/50/100/200/400 Gbps port options; spine aggregation with 200–

800 Gbps ports depending on pod size. 

Capabilities 

VXLAN, VLAN segmentation, MACSEC, EVPN and support for RoCEv2 where RDMA is 

used.  ￼ 

 

InfiniBand / RDMA fabric (select pods) 

 

Purpose 

For collective-heavy distributed training, use HDR/Next-gen InfiniBand or Ethernet RoCE with 

hardware congestion control. 

Requirements 

PKey/SM security integration with attestation, per-flow telemetry and lossless operation 

validation under worst-case shuffle patterns.  ￼ 

 

Campus backbone and optical systems 

 

Specifications 

ROADM/DWDM systems, redundant fiber trunks, programmable wavelength assignments, and 

integration with submarine cable tie-ins. On-site optical gear must support encrypted wavelength 

services and rapid provisioning of high-capacity customer links.  ￼ 

 

Edge, management and out-of-band systems 

 

Out-of-band console networks, management fabrics physically separated from the data plane, 

and dedicated service networks for facilities equipment (BMS, UPS telemetry) are mandatory. 

All management interfaces must be subject to attestation and strong multi-factor access controls.  

￼ 

 



9.6: Cooling systems 

 

Cooling modality selection and placement will be governed by rack power density, site 

environmental constraints and long-term sustainability targets. 

 

Air cooling (containment and advanced CRACs) 

 

Appropriate for lower density racks (up to ~20 kW per rack), using aisle containment, high-

efficiency chillers and advanced airflow management. Requires well-defined PDU and cable 

routing, plus monitoring for hot-spots.  ￼ 

 

Direct liquid cooling (cold-plate, rear-door heat exchangers) 

 

Appropriate for higher-density racks that require more efficient heat transfer without full 

immersion. 

Pros 

Reduced chilled-water load and higher allowable rack densities 

Cons 

Increased fluid management complexity and maintenance considerations.  ￼ 

 

Immersion cooling (dielectric pools) 

 

Appropriate for the highest-density training farms and frontier pods. 

Pros 

Superior thermal performance, compact footprint and potential PUE improvements.  

Requirements 

Pool containment, dielectric fluid handling, leak detection, specialized fire suppression and 

additional safety controls. Immersion pools must be located in dedicated rooms with secondary 

containment and trained operational procedures.  ￼ 

 



Heat rejection and reuse 

 

Design must include scalable heat-rejection options 

Dry-cooling towers, adiabatic augmentation, and potential industrial heat reuse partnerships. 

Incorporate fail-safe passive heat dissipation modes and emergency shutdown sequences that 

preserve data integrity.  ￼ 

 

9.7: Power systems 

 

Power architecture components and resilience targets 

 

Primary utility feeds and substation integration 

 

Sites must secure dual diversified high-voltage feeds where possible and provision space for on-

site step-down transformers and switchgear. Substation contracts should include firm capacity 

reservations and outage-response SLAs.  ￼ 

 

UPS and short-term bridging 

 

UPS arrays sized to bridge to generator or BESS handover, provide clean power for control-

plane and attestation clusters and protect against transient events. UPS topologies should be 

modular and serviceable without system-wide power interruption.  ￼ 

 

BESS and long-duration storage 

 

BESS installations provide fast transfer, peak-shaving and limited islanding capability. For 

extended sovereign islanding, hydrogen or liquid-fuel systems should be evaluated; any 

hydrogen design must meet stringent safety and permitting standards. Sizing policies must meet 

the 96-hour baseline islanding objective for critical control-plane services when combined with 

generators and fuel reserves.  ￼ 

 



Generator and fuel provisioning 

 

Multiple generator sets on separate distribution buses with automatic transfer switching are 

mandatory. Fuel contracts and on-site storage adequate to fulfill declared islanding durations 

must be executed pre-deployment. Consider fuel diversification to reduce single-source fuel risk.  

￼ 

 

Power monitoring and forensic telemetry 

 

Per-PDU and per-rack power metering integrated into telemetry to support capacity planning, 

anomaly detection and forensic analysis during incidents. Power quality instrumentation 

(harmonic, voltage sag/swell detection) must be part of the baseline instrumentation.  ￼ 

 

9.8: Security hardware (HSM, TPM, EMP) 

 

Hardware security is foundational to sovereignty. All procurement and deployment must be 

aligned with KSCS and attestation requirements. 

 

HSM farms and key custody architecture 

 

HSMs must be deployed in geographically separated vaults within sites and support dual- or 

multi-custody operational modes. HSM procurement must include tamper-evidence, FIPS (or 

equivalent) certification, audit logging, and escrow or split-key arrangements defined 

contractually. HSMs provide signing of SBOMs, job manifests and long-term key custody.  ￼ 

 

TPM / TEE and measured boot 

 

Every production host must support TPM/TEE and measured boot chains. Attestation services 

must collect, validate and record host attestations, rejecting unsigned or tampered images prior to 

runtime. TPM/TEE attestation artifacts are retained in the WORM store for forensic purposes.  

￼ 



 

EMP / EPM and electromagnetic hardening 

 

Critical control-plane rooms and HSM vaults must include EMP/EPM protection measures 

(Faraday cages, filtered power ingress, shielded cables and surge suppression). EMP hardening 

levels should be specified in coordination with defense stakeholders and validated with test 

certification where required.  ￼ 

 

Physical tamper and environmental sensors 

 

Rack- and chassis-level tamper sensors, sealed enclosures, environmental sensors (temperature, 

humidity, dielectric leak for immersion pools), and secure chain-of-custody procedures for any 

hardware movement. Access logs must be cryptographically signed and retained in WORM 

archives.  ￼ 

 

9.9: Telemetry, sensors & maintenance stack 

 

Telemetry architecture principles 

 

Telemetry must be unified, instrumented at fine granularity, and immutable for audit and forensic 

purposes. Data must be ingested into the Nexus telemetry fabric, correlated with control-plane 

events, and made available to predictive maintenance and SRE systems. 

 

Key telemetry domains 

 

Infrastructure metrics 

Per-rack power, per-accelerator temperature, fan speed, fluid leak indicators, PDU readings. 

Network telemetry 

Per-flow latency, INT/telemetry, packet loss, fabric congestion metrics. 

Storage telemetry 

IOPS, bandwidth, cache hit ratios, latency distribution. 



Security telemetry 

Attestation records, HSM access logs, SBOM change events, physical access events. 

 

Predictive maintenance and prognostics 

 

Integrate ML-driven prognostics for power systems, fans/pumps, SSD/flash wear prediction, and 

accelerator health. Define maintenance windows aligned with tranche acceptance and job 

scheduling windows to minimize disruption. 

 

Maintenance tooling and spare policy 

 

Maintain a critical spares pool sized for rapid swap of high-failure-risk components (PSUs, fans, 

accelerators). Define MTTR targets and logistics for cross-site spare provisioning. All 

replacement hardware must be attested and registered before installation.  ￼ 

 

9.10: Rack, chassis & density profiles 

 

Rack / chassis selection principles 

 

Standardize on 19” rack architecture with defined mechanical, electrical and cable routing 

templates to allow repeatable pod construction and simplified procurement. Define chassis 

classes for accelerator-dense nodes, storage appliances, and management nodes. 

 

Density profiles (guidance) 

 

Low density 

≤10 kW/rack — appropriate for general-purpose and management racks. 

Medium density 

10–25 kW/rack — appropriate for mixed nodes and advanced air-cooled designs with aisle 

containment. 



High density 

25–40 kW/rack — requires direct liquid cooling or enhanced CRAC systems. 

Immersion-capable 

30–60+ kW/rack — requires immersion pools and specialized containment. 

 

Power distribution and PDU requirements 

 

Dual-redundant rack PDUs, 3-phase distribution for high-power racks, and per-outlet metering 

for forensic analysis. PDUs must support remote control and logging; firmware provenance for 

PDUs and power controllers must be recorded.  ￼ 

 

9.11: Hardware lifecycle strategy 

 

Procurement and vendor strategy 

 

Adopt multi-vendor sourcing for critical SKUs (accelerators, HSMs, BESS, transformers) with 

contractual firmware escrow, SBOM delivery and audit rights. Maintain a qualified vendor list 

that satisfies KSCS vetting criteria. 

 

Lifecycle and refresh cadence 

 

Define refresh cycles by class: 

Accelerators 

Typical field replacement cycle 3–4 years (vendor and usage dependent). 

Servers & chassis 

4–6 years. 

Storage controllers and network switches 

5–7 years, with mid-life refreshes for OS/firmware. 

Power & cooling plant 

15–25 years with periodic major maintenance. 



 

Firmware, SBOM and provenance governance 

 

Mandate SBOM submission for all appliances, maintain immutable firmware provenance logs, 

perform periodic firmware integrity checks and require vendor-signed firmware images or 

escrowed images for critical subsystems. Define mandatory vulnerability disclosure timelines 

and firmware rollback procedures for emergency mitigation.  ￼ 

 

Spare parts, salvage and sustainability 

 

Define spare pools based on outage risk models, maintain RMA and reverse logistics contracts, 

and codify salvage and reuse policies to maximize capital retention and reduce e-waste. Where 

feasible, contract with local assembly or refurbishment partners to extend hardware life and 

support national industrial policy goals.  ￼ 

 

Acceptance criteria and traceability 

 

For each hardware class, procurement and installation must produce: 

 Full SBOM for firmware and embedded controllers. 

 Firmware escrow agreements and vendor audit rights. 

 Measured-boot attestation reports for representative hosts. 

 HSM integration test reports and key custody test logs. 

 Thermal, power and network acceptance tests demonstrating compliance with tier-

specific SLOs. 

 

Concluding statement 

 

The Hardware Architecture specified in this section is the technical backbone required to deliver 

HydraCore’s sovereign, resilient and scalable compute capabilities. The specifications are 

intentionally prescriptive at the interface, behavioral and governance levels to ensure vendor 

neutrality while enforcing auditable, sovereign controls. All hardware deployments must be 



accompanied by the SBOM, firmware provenance artifacts and attestation records required by 

the Sovereign Infrastructure Authority and the tranche acceptance process.  ￼  ￼ 
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Section 10: AI Model Hosting Capacities 

 

This section defines, in engineering and business terms, the model hosting capacities associated 

with each HydraCore tier. It maps physical resources to realistic model-size envelopes, 

operational guarantees and orchestration rules, and describes horizontal-scaling constraints and 

methods. All values are normative targets to be validated through procurement quotations, 

benchmark campaigns and independent audits described in the tranche acceptance criteria.  ￼ 

 

10.1: Prototype capacity (Tier 1) 

 

Capacity envelope 

 

The Prototype is sized to validate operational primitives and therefore provides a 

constrained but representative hosting capability: 

Aggregate compute 

0.5–2.0 PFLOPS (mixed-precision equivalence) delivered by an initial pod of 8–32 training-class 

accelerators, depending on SKU selection.  ￼ 

Memory 

Host memory and accelerator memory combined sufficient to host models in the 10 million to ~1 

billion parameter range in active training without complex model-parallel sharding; large-model 

experimentation via pipeline or ZeRO micro-shards is permitted for research validation.  ￼ 

Storage I/O 

Local NVMe aggregate 200–1,000 TB with high IOPS for checkpointing and short-lived 

artifacts; object-store capacity 1–10 PB for dataset staging and archival.  ￼ 

Network 

Pod- level fabric (25–100 Gbps leaf links) sufficient for in-pod synchronization; cross-pod traffic 

is limited and expected to be small in Prototype.  ￼ 

 



Operational posture and supported workloads 

 

The Prototype supports single-node and small-cluster training runs (10M–1B parameter models) 

and low-latency inference services for POC workloads. It is explicitly not intended for sustained 

production hosting of large enterprise models. Acceptance requires reproducible benchmark runs 

and validated checkpoint/restore cycles.  ￼ 

 

10.2: National capacity (Tier 2) 

 

Capacity envelope 

 

Tier 2 aims to provide sovereign-scale model hosting for national workloads: 

Aggregate compute 

10–100 PFLOPS mixed-precision capacity at site scale, delivered via multiple pods and 

accelerator-dense racks sized per procurement. This capacity supports routine training of models 

up to tens of billions of parameters with practical model-parallel techniques.  ￼ 

Memory and working set 

Host and accelerator memory architectures sized to reduce off-node traffic for commonly used 

model classes; typical aggregated hot-tier NVMe capacity in the tens of PB to support 

checkpoint velocity and local caching.  ￼ 

Network 

Low-latency RDMA-capable fabrics at pod level and high-throughput pod-to-pod aggregation 

(100–400 Gbps spines) to support distributed training shuffle operations.  ￼ 

 

Supported model sizes and service character 

 

Tier 2 comfortably hosts models in the range of 1–50 billion parameters for full training cycles 

with commercially usable turnaround times. Multi-node model-parallel strategies (tensor & 

pipeline parallelism, ZeRO stage partitioning) are supported; stateful multi-tenant scheduling 

enforces resource reservation for critical national workloads and prioritizes attestation/control-

plane continuity for sovereignty-sensitive jobs. Tier 2 is the canonical host for national research, 

defense-adjacent training and production inference for government services.  ￼ 



 

10.3: International capacity (Tier 3) 

 

Capacity envelope 

 

Tier 3 is engineered for commercial competitiveness and exportable sovereign hosting: 

Aggregate compute 

0.1–1.0 EFLOPS aggregate potential across a multi-room facility, achieved by scaling 

accelerator pods into the thousands of units. This enables practical full-training of models from 

tens of billions to low-hundreds of billions of parameters with efficient orchestration and 

checkpointing.  ￼ 

Storage 

Multi-hundred PB hot/warm tiers with parallel filesystems and distributed NVMe caches for high 

checkpoint throughput; object storage at multi-EB scale for archival and data staging.  ￼ 

Network 

Multi-100 Gbps–400 Gbps carrier interconnects and pod fabrics; campus backbone designed to 

avoid bisection limits for large-shuffle workloads. Direct submarine connectivity provides low-

latency international access.  ￼ 

 

Supported model sizes and service character 

 

Tier 3 supports full training and managed-inference services for models from tens of billions up 

to multiple hundreds of billions of parameters. Using advanced model-parallel orchestration 

(combined data, tensor, and pipeline parallelism plus state-of-the-art optimizer-state partitioning 

such as ZeRO variants), Tier 3 can host sustained large-scale training campaigns and provide 

reserved, dedicated pods for enterprise customers requiring isolation and attestation guarantees. 

Commercial SLAs, certified compliance and attestation options are available for tenants.  ￼ 

 

10.4: Frontier capacity (Tier 4 — Exascale) 

 

Capacity envelope 

 



Tier 4 targets exascale-equivalent capacity and frontier research capability: 

Aggregate compute 

Exascale TFLOPS/EFLOPS targets as defined by the commissioning period; the campus is 

expected to host tens of thousands of frontier accelerators organized into federated pods and 

support sustained multi-week training campaigns for trillion-parameter-class models subject to 

interconnect and storage scaling.  ￼ 

Storage and I/O 

Multi-EB active tiers, parallel filesystems capable of TB/s aggregate throughput, and hierarchical 

checkpointing that minimizes training downtime.  ￼ 

Network 

Campus-scale optical backbones and non-blocking fabrics (next-generation 

InfiniBand/programmable NIC fabrics) designed to satisfy worst-case shuffle patterns for 

exascale training. Submarine fiber direct-connects provide global low-latency ingress/egress.  ￼ 

 

Supported model sizes and service character 

 

Tier 4 is intended to enable full training of trillion-parameter models and to support mixed 

workflows that include experimental frontier-class accelerators and quantum co-processing as 

such technologies mature. Tier 4 emphasizes efficiency at scale (checkpoint velocity, in-network 

collective offloads, minimized tail latencies) and will be the facility used for marquee scientific 

and national defense workloads that require exascale-class resources. Acceptance at this tier is 

predicated on independently verified sustained performance metrics.  ￼ 

 

10.5: Horizontal scaling 

 

Scaling paradigms and limits 

 

HydraCore supports a hybrid set of horizontal-scaling techniques that are selected and 

orchestrated based on model size, workload characteristics and tier constraints: 

Data Parallelism 

Replication of model parameters across devices with gradient aggregation. Effective for models 

where accelerator memory can hold the full model or significant shards; network-bound during 

gradient synchronization. Requires low-latency, high-throughput collective networks.  ￼ 



Tensor Parallelism 

Sharding of individual tensor operations across multiple devices to expand single-layer capacity. 

Useful for very large layers requiring inter-device bandwidth but introduces fine-grained 

synchronization. Requires NVLink-like intra-node fabrics and low-latency interconnects for 

cross-device operand exchange.  ￼ 

Pipeline Parallelism 

Partitioning model layers across devices in a staged pipeline to increase effective batch size and 

reduce memory pressure. Introduces pipeline bubbles; mitigations include micro-batching and 

balanced layer partitioning. Orchestration complexity increases with pod count and latency 

between stages.  ￼ 

Optimizer-state Partitioning (e.g., ZeRO) 

Partitioning optimizer state across devices to reduce memory footprint and enable larger 

effective model sizes with fewer accelerators. This technique trades compute for memory and 

requires careful checkpointing.  ￼ 

 

Scaling rules and operational limits 

 

Communication-to-compute ratio 

Horizontal scaling becomes inefficient when communication overhead exceeds a defined fraction 

of computation time (empirically dependent on accelerator generation and interconnect speed). 

HydraCore defines an operational breakpoint (fabric utilization sustained >70% under training 

shuffle patterns) that triggers topology augmentation or job reallocation.  ￼ 

Checkpointing cadence and I/O 

Frequent checkpoints at large scale can saturate fabrics and storage; hierarchical checkpointing 

strategies (local NVMe → pod parallel FS → campus replicate) should be used. Fabric and 

storage autoscaling triggers are defined in the Tier acceptance tests.  ￼ 

Scheduler-awareness 

The resource manager must be topology-aware and policy-constrained (sovereignty, attestation, 

tenancy) to allocate colocated resources for low-latency groups and to minimize cross-pod 

shuffle penalties.  ￼ 

 

10.6: Maximum permissible model size per tier (practical guidance) 

 



The following are engineering guidance figures for maximum practical model sizes given tier 

resources and assuming modern model-parallel techniques; exact feasible sizes depend on 

accelerator choice, host memory, interconnect performance and checkpointing strategies. 

 

Tier 1 Prototype 

Models up to ~1B parameters for efficient, single-cluster training without complex model-

parallelism. Experimental model-parallel runs for larger models are permitted for research 

validation.  ￼ 

Tier 2 National 

Practical full-training up to ~1–50B parameters with reasonable wallclock times and modest pod 

counts; using optimizer-sharding and tensor/pipeline parallelism extends feasible sizes beyond 

50B with increasing complexity.  ￼ 

Tier 3 International 

Practical full-training up to ~50–500B parameters in production contexts; larger models into the 

low-trillions of parameters may be possible with coordinated pod aggregation, exascale-class 

interconnects and substantial storage bandwidth.  ￼ 

Tier 4 Frontier 

Engineering target to support models from hundreds of billions up to trillion-parameter scale and 

beyond depending on commissioning-era accelerator performance and interconnect advances; 

Tier 4 is the only tier where sustained trillion-parameter training campaigns are planned as an 

objective, contingent on exascale orchestration and storage throughput.  ￼ 

 

These maxima are conservative guidance intended for procurement and scheduling policy; actual 

achievable sizes must be proven by benchmark campaigns and accepted under tranche 

milestones. 

 

10.7: Comparison with global AI labs (qualitative) 

 

Relative positioning 

 

HydraCore is designed to be sovereignly differentiated rather than to replicate the exact 

commercial posture of any single global lab. 



Relative to major global AI labs and hyperscale providers, HydraCore offers: 

Sovereign guarantees 

Hardware attestation, HSM-backed custody and legal clarity for jurisdictional control that many 

commercial hyperscalers cannot provide by default. This is a primary competitive advantage for 

regulated customers and government workloads.  ￼ 

Competitive compute 

Tier 3 and Tier 4 are positioned to be competitive on raw compute and I/O once fully 

provisioned, enabling hosting of models at scales comparable to regional sovereign providers 

and research centers. Tier 4 aims to achieve exascale-class equivalence for frontier workloads.  

￼ 

Differentiated offerings 

Attestation-as-a-service, HSM vaulting, and contractual sovereignty constructs (KSCS) that are 

unique selling points relative to public clouds. These services permit customers to run sensitive 

workloads with cryptographic proof of residency and execution environment integrity.  ￼ 

 

Limitations and strategic trade-offs 

 

Scale vs speed-to-market 

Hyperscale commercial providers may achieve higher nominal scale and faster hardware refresh 

cycles owing to larger capital pools and global procurement leverage; HydraCore offsets this by 

offering sovereign controls and a staged tranche funding model that prioritizes auditability and 

legal guarantees.  ￼ 

R&D and frontier capability 

Sustained parity at the absolute frontier requires continuous reinvestment, strategic vendor 

partnerships and possible local assembly to mitigate allocation risk for top-tier accelerators; the 

Tier 4 strategy explicitly budgets for these upstream investments.  ￼ 

 

Concluding remarks 

 

This section establishes the operational mapping between physical infrastructure and model 

hosting capability across HydraCore tiers. The capacities and maxima provided are intended as 

prescriptive planning baselines that translate into procurement targets, scheduler policies and 

tranche acceptance criteria. Final, auditable capacity and performance claims will be validated by 



independent benchmarking and acceptance tests during each tranche release, and those validated 

figures will supersede planning guidance for contractual and investor-facing materials.  ￼  ￼ 
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Section 11: Power, Cooling & Energy Engineering 

 

This section provides the engineering specification, design rationale and acceptance criteria for 

power, cooling and energy systems across HydraCore’s tiered deployments. The content is 

normative for site design, procurement, commissioning and tranche acceptance. It translates 

operational requirements (availability, islanding, PUE targets, safety) into concrete engineering 

constructs, sizing rules, redundancy architectures and verification tests. All numerical targets are 

planning baselines that must be finalized after site-specific surveys, utility consultations and 

vendor proposals. 

 

11.1: Power architecture per tier 

 

Summary statement 

 

Power architecture is the foundational resilience layer for HydraCore. Design decisions must be 

driven by expected peak site load, desired operational continuity, regulatory constraints, and 

expansion headroom. Each tier prescribes an initial utility feed sizing and growth allowance, 

together with distribution and metering topologies suitable for the tier’s risk posture. 

 

Tier 1: Prototype (planning baseline) 

 Expected nominal site load: 0.1–0.3 MW (100–300 kW). 

 Utility feed: Single primary feed with dual-fed switchgear where local utility permits; 

physical separation of critical/management feeds. 

 Distribution: 400 VAC three-phase distribution sized per rack PDU plan; per-rack dual-

PDU connectivity for redundancy. 

 Growth allowance: +30% spare capacity on main distribution to accept incremental 

racks during Prototype validation and replacement.  ￼ 

 



Tier 2: National 

 Expected nominal site load: 2–10 MW (site-dependent). 

 Utility feed: Multiple high-voltage feeds from either single or multiple substations with 

segregation for independent failure domains; provision for on-site step-down transformer 

bank(s). 

 Distribution: Segregated power domains for pods and control plane; dedicated 

distribution buses for HSM/enclave and control-plane rooms. 

 Growth allowance: +25–50% built-in capacity to accommodate accelerator additions 

and future pod expansion. 

 

Tier 3: International 

 Expected nominal site load: 10–50 MW depending on scale and target capacity. 

 Utility feed: Preferentially secure dedicated substation tie-in(s) and firm capacity 

contracts; dual physically separated high-voltage transmission feeds required. 

 Distribution: Campus-level ring bus architecture; redundant transformers and 

sectionalized switchgear for fast isolation and maintenance. 

 Growth allowance: +30–50% capacity headroom and clear substation upgrade paths. 

 

Tier 4: Exascale Frontier 

 Expected nominal site load: multi-10s–100s MW (master planning: design for modular 

50–200+ MW increments). 

 Utility feed: On-site substation(s) with high-voltage transmission interconnects, multiple 

independent feeders, and negotiated firm delivery contracts with the national grid. 

 Distribution: Multi-substation ring and redundant campus feeders; segregated mission-

critical power islands for classified enclaves. 

 Growth allowance: design for phased expansion of 50–100 MW per phase with civil 

allowance for additional substation capacity. 

 

Engineering requirements common to all tiers 

 Per-rack metering and PDU-level telemetry. 

 Redundant PDUs and dual power paths to all critical racks. 

 Power-factor correction and harmonic filtering at the campus level. 

 Clear mechanical separation between electrical rooms and compute halls; adhere to 

electrical safety regulations and local codes.  ￼ 



 

11.2: UPS and power redundancy 

 

Design intent 

 

UPS systems protect clean power continuity and provide short-term bridging during transition to 

backup generation or BESS. UPS selection and topology must target high availability, 

serviceability and predictable MTTR. 

 

Sizing principles 

 

Bridge interval 

Design UPS capacity to cover the worst-case transfer interval and permit orderly switchover to 

generators or BESS. Typical bridging sizing: 15–30 minutes for UPS-only, extended where 

BESS is not used for bridging. Prototype may use smaller UPS farms; Tier 2+ requires modular, 

redundant UPS arrays. 

Redundancy topology 

N+1 modular UPS modules at pod or room level for Tier 2 and above; for Tier 3/4 consider 2N 

or parallel-redundant UPS for achieving high-availability SLAs. 

Distributed vs centralized 

Use distributed modular UPS near pod clusters for scalable maintenance and reduced single-

point-of-failure exposure. Centralized UPS banks may still be used for small installations but are 

discouraged at scale.  ￼ 

 

Operational controls and acceptance tests 

 Automatic transfer testing between UPS and generator/BESS under load. 

 UPS runtime and load testing at 50% and 100% load. 

 Firmware and SNMP telemetry integrations for UPS health monitoring and predictive 

failure detection.  ￼ 

 



11.3: Generator versus solar hybrid 

 

Design intent and trade-offs 

 

HydraCore deploys a mixed strategy that combines fast-response generation (diesel or gas 

generators), on-site renewables and long-duration storage. Generators provide reliable long-

duration power when fuels are available; solar provides day-time generation, reduces net grid 

draw and contributes to sustainability goals. Hydrogen is introduced for long-duration resilience 

where permitted. 

 

Guidelines 

 

Generators 

Tier 2 and above require multiple independent generator sets sized to support critical loads and 

staggered for incremental load shedding. Generators must be installed with automatic transfer 

switches, fuel storage capacity and contractually guaranteed fuel supply. Routine load bank 

testing and maintenance regimes must be in place. 

Solar 

On-site PV is a beneficial supplement for daytime baseload and for reducing PUE. Do not rely 

on solar as primary source for islanding unless coupled with substantial BESS and predictive 

weather-forecast-based dispatch. For Tier 3/4, solar arrays should be sized for cost-effective 

daytime offset and integrated with campus EMS (Energy Management System).  ￼ 

Hybrid orchestration 

EMS must coordinate generator start/stop, BESS charge/discharge and solar generation to 

optimize fuel use and ensure compliance with islanding objectives. Grid-interactive inverters and 

appropriate inverter controls are required for advanced dispatch.  ￼ 

 

11.4: Battery energy storage (BESS) 

 

Role and sizing principles 

 



BESS provides rapid-response bridging, peak shaving, and supports islanding strategies when 

coupled with on-site generation. BESS also enables energy arbitrage and reduces generator run-

hours. BESS design is driven by targeted islanding duration for the control plane, expected 

compute degradation modes, and economic trade-offs. 

 

Sizing methodology (illustrative) 

 

Step 1 

Define critical load (Lc) to be maintained for sovereign control-plane and attestation services 

during islanding. Typical critical load assumptions: 5–10% of full site compute load (control-

plane, HSMs, networking, minimal environmental control for vaults). For example, a Tier 2 site 

with nominal 5 MW might identify Lc = 0.25–0.5 MW.  ￼ 

Step 2 

Define islanding duration (T). Baseline sovereign requirement: T = 96 hours for critical control-

plane services. 

Step 3 

BESS energy required E = Lc × T. For Lc = 0.5 MW and T = 96 hours, E = 48 MWh. Note: This 

is illustrative for control-plane only; full-site BESS for compute-level islanding at this duration is 

cost-prohibitive. 

Step 4 

Derate for depth-of-discharge, inverter losses and reserve margin (typical derate factor 1.15–1.3). 

Using derate 1.2, Eprocure ≈ 57.6 MWh. 

Step 5 

Power (kW) sizing must support instantaneous inrush and continuous power draw; inverter and 

BESS architecture must be sized accordingly (for example a 0.5 MW continuous with 1 MW 

peak capability).  ￼ 

 

Implementation guidance 

 

Modular BESS 

Use containerized modular BESS blocks to allow staged deployment, maintenance and 

replacement. 



Safety & standards 

Comply with applicable battery safety standards, thermal runaway containment, fire suppression 

and emergency ventilation. 

Integration 

BESS must integrate with site EMS and generator controls for hybrid operation and must provide 

remote telemetry, predictive degradation monitoring and manufacturer support SLAs.  ￼ 

 

11.5: Cooling plant scaling 

 

Cooling is co-designed with compute layout and power planning. The objective is to maintain 

thermal resilience while optimizing for energy efficiency (PUE). 

 

Scaling rules and plant types 

 

Tier 1 

Modular chillers and contained hot-aisle/cold-aisle approach with capacity sized for peak rack 

load plus 30% headroom. Include immersion pilot arrangement where selected.  ￼ 

Tier 2 

Centralized chilled-water plant with N+1 chillers, redundant pumps and closed-loop heat 

rejection. For high-density pods, deploy dedicated direct-to-chip cooling or immersion pools 

sized per pod. PUE design target ≤1.3.  ￼ 

Tier 3 

Multiple chilled-water trains, adiabatic pre-cooling stages where climate appropriate, and 

integrated heat-rejection towers or dry coolers with redundancy to meet continuous operation and 

efficiency goals; PUE target ≤1.2.  ￼ 

Tier 4 

Large-scale multi-train cooling plants, specialized immersion heat-exchange loops, and campus-

wide heat-reuse integration (industrial co-generation or district heating) where feasible; 

aggressive PUE targets with sustained operational resilience.  ￼ 

 

Control and monitoring 

 Per-rack temperature and fluid sensors for predictive control. 



 EMS-driven variable-speed drives for pumps and fans to optimize power use. 

 Automated health checks, leak detection and emergency containment triggers integrated 

into the SRE runbooks.  ￼ 

 

11.6: Heat rejection 

 

Heat rejection must be sized for continuous full-load operation and for emergency scenarios 

where a subset of cooling systems are offline. 

 

Design principles 

 

Primary rejection 

Cooling towers or dry-cooler arrays sized modularly; use multiple trains to permit maintenance 

without total capacity loss.  ￼ 

Reuse potential 

Design for recovered heat reuse where economically viable (district heating, industrial partner 

heat sinks). Include heat pumps or intermediate heat exchangers to convert rejected heat for 

secondary uses.  ￼ 

Water use and environmental compliance 

Quantify water usage for evaporative systems and provide alternatives (adiabatic augmentation 

or hybrid dry-coolers) for water-constrained sites. Ensure environmental permits and community 

impact assessments are completed prior to commissioning.  ￼ 

 

11.7: Redundancy (N+1, N+2) 

 

Redundancy policy and application 

 

General rule 

For resilience-critical components (chillers, main PDUs, utility feeds, generators for Tier 3/4, 

HSM farms, control-plane clusters), design for at least N+1 redundancy. For mission-critical 

defense or Tier 4 facilities, consider N+2 or 2N architectures where budget and site constraints 

permit.  ￼ 



 

Examples 

 Chiller plant: N+1 chillers per plant at Tier 2; N+2 advisable for Tier 4 to enable 

continuous operation during scheduled maintenance. 

 UPS: Modular N+1 per pod; 2N for the most critical control-plane clusters. 

 Generators: Multiple generator sets with staggered maintenance and automatic load 

shedding that preserves critical services. 

 Utility feeds: Dual independent feeds from separate substations when practicable.  ￼ 

 

11.8: Compliance with Malaysian energy laws 

 

Regulatory engagement requirement 

 

HydraCore deployments must comply with all applicable Malaysian energy, environmental and 

building regulations. This includes but is not limited to high-voltage interconnect permitting, fuel 

storage regulations, emissions and water discharge licensing, fire and safety codes, and 

occupational safety requirements. 

 

Practical tasks prior to tranche commit 

 Early consultation with Tenaga Nasional Berhad (TNB) or relevant national and regional 

utility authorities to secure firm capacity estimates, grid-connection policy and outage 

coordination protocols. 

 Environmental and planning approvals: Water-use permits for evaporative cooling, 

fuel storage permits for on-site generators and any approvals required for hydrogen 

storage or handling. 

 Safety and building codes: Compliance with Malaysian building standards for electrical 

installations and local fire authority approvals for data halls, particularly for non-standard 

cooling solutions (immersion fluid handling). 

 Legal & fiscal: Tax, incentive, and energy-pricing negotiations where applicable (e.g., 

preferential rates for large consumers). Engage legal counsel and local EPCs for 

regulatory navigation.  ￼ 

 



11.9: Microgrid integration 

 

Design objective and benefits 

 

Microgrid integration provides autonomy, operational flexibility and the capacity to manage 

energy costs via on-site generation and storage. A properly implemented microgrid increases 

resilience during grid disturbances and allows advanced energy strategies (demand response, 

islanding, market participation). 

 

Microgrid components and controls 

 Distributed generation sources: PV arrays, CHP units, hydrogen fuel cells, or biogas 

generators where feasible. 

 Energy storage: BESS sized for rapid-response and some duration; hydrogen or other 

long-duration systems for extended islanding when necessary. 

 Microgrid controller: EMS capable of coordinating generation, storage, load-shedding 

policies and automated islanding; must include secure, auditable decision logs. 

 Safety & interlocks: Anti-islanding protection, synchronized transfer switching, and 

robust protection relays to coordinate with utility grid codes. 

 

Operational modes and governance 

 Grid-connected mode: Operate in parallel with the utility with optimized dispatch for 

cost and PUE. 

 Island mode: Automatic transition to islanded operation upon grid failure with pre-

defined load-shedding rules and prioritized critical services. 

 Controlled islanding: Ability to selectively island subsets of campus resources for 

maintenance or crisis response. 

 

Testing and acceptance 

 Simulated islanding tests across duration targets (e.g., control-plane 96 hours) under 

monitored and audited conditions. 

 EMS failover tests and generator/BESS co-ordination drills. 

 Annual microgrid resilience exercise and validation reports to be delivered to the SIA. 

 



Closing: Acceptance tests and commissioning checklist 

 

Power and cooling commissioning acceptance requires the following demonstrated artifacts 

prior to tranche acceptance: 

1. Site-level load tests with step ramping to at least 110% of nominal design load for 

thermal and electrical systems to exercise emergency shutdown sequences and 

validate thermal headroom. 

2. UPS/generator/BESS coordinated failover tests demonstrating automatic transfer 

and sustained operation for the declared islanding duration for critical loads 

(Prototype: short bridging; Tier 2: 96 hours for control-plane; Tier 3/4: control-

plane 96 hours, extended options for compute degrade modes). 

3. Cooling plant acceptance: Thermal mapping showing uniform temperature 

profiles at full load, validated leak sensors and fluid-handling safety tests for 

immersion systems. 

4. Energy telemetry integration: Per-rack, per-PDU metering, chiller and pump 

telemetry ingested into EMS and Nexus telemetry fabric with baseline dashboards 

and alerting. 

5. Environmental compliance: Demonstrated permits and approvals for water, fuel 

and emissions; documented community and utility agreements. 

6. Microgrid exercise: Coordinated islanding simulation with utility participation 

where required and documented EMS logs validating autonomous controls. 

7. Documentation: As-built single-line diagrams, switchgear schedules, one-line for 

substations, generator and UPS run-books, fuel contracts and maintenance SLAs. 

 

Concluding statement 

 

Power, cooling and energy engineering are mission-critical for HydraCore’s resilience and 

sovereign claims. This section provides the engineering framework and prescriptive sizing 

paradigms needed to convert functional requirements (availability, islanding, PUE targets) into 

procureable system specifications. Final designs must be elaborated with local utilities, EPC 

partners and regulatory authorities; all final engineering documents and vendor contracts must be 

subject to independent technical review and SIA sign-off prior to tranche funding commitment. 
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Section 12: Networking & Interconnect Architecture 

 

Introduction 

 

The networking and interconnect architecture is a foundational pillar of HydraCore. It must 

deliver predictable low-latency communications for distributed training, deterministic control-

plane signalling for Ather primitives, high-throughput ingestion and checkpointing for storage 

tiers, secure multi-tenant isolation for sovereign hosting, and resilient global connectivity for 

international operations. This section specifies prescriptive, vendor-neutral networking design 

patterns, operational rules, scaling breakpoints and verification tests that are normative for 

engineering, procurement and tranche acceptance. 

 

12.1: Rack-level interconnect 

 

Design objectives 

 

Rack-level interconnects must provide: 

 Low-latency, high-throughput connectivity between servers and local switches; 

 Non-blocking or minimally oversubscribed uplinks for accelerator-dense nodes; 

 Isolated management and out-of-band channels for consoles and facility equipment; 

 Per-rack instrumentation for telemetry and power/network forensic correlation. 

 

Physical topology and porting 

 

Topology 

Each rack is wired to dual top-of-rack (ToR) leaf switches in an active-active configuration with 

redundant fiber/copper links. ToR redundancy is required to eliminate single points of failure. 



Ports and speeds; ToR uplinks should be sized to the rack density profile: 

 Low density racks (≤10 kW): 2×25/50Gbps uplinks minimum. 

 Medium density racks (10–25 kW): 2×100Gbps uplinks minimum. 

 High-density / accelerator racks (≥25 kW or immersion): 2×200/400Gbps uplinks 

minimum, with QSFP-DD or OSFP optics as appropriate. 

Non-blocking design target 

Pod designers should target a maximum ToR oversubscription ratio of 1:1 to 1:3 depending on 

workload class; for training pods and IO-intensive racks, maintain 1:1 or near-line-rate uplinks. 

Management plane 

Separate, physically or logically separated management VLAN(s)/fabric with out-of-band 

console access (serial console servers, dedicated management NICs) and isolated BMS/BMS 

network connectivity. 

 

Protocols and low-level features 

 

Link aggregation 

Use LACP for local resilience where appropriate but not as a substitute for true redundant 

fabrics. 

Flow-control and RDMA 

For RDMA deployments (InfiniBand or RoCEv2), implement PFC (priority flow control), ECN 

and appropriate congestion control mechanisms; hardware must support RoCEv2 PFCless 

alternatives (DCQCN, HULL) where available and tested. 

MACSEC 

For sensitive racks, enable MACSEC on ToR uplinks to protect east-west traffic at layer 2 where 

required by sovereignty policies. 

 

Acceptance criteria 

 Per-rack measured latency and throughput tests under synthetic and representative 

workload (minimum 99th percentile measured). 

 Failover validation: Simulate ToR failure and demonstrate sub-second reconvergence 

with no loss of critical control-plane messages. 

 Telemetry: Per-port counters, per-flow latency sampling and per-rack power/network 

correlation data available to Nexus telemetry fabric. 



 

12.2: Cluster-level fabric 

 

Design objectives 

 

Cluster fabrics provide the east-west backbone within pods and rooms. Fabrics must be non-

blocking at the design intent, provide deterministic low latency for collective operations and 

support programmable features for traffic engineering. 

 

Topology and capacity 

 

Leaf-spine 

Standardized leaf-spine architecture with redundant spines; spine capacity and oversubscription 

planned according to pod class. 

Example prescriptive baselines: 

 Training pod: Spine ports 200–400 Gbps; aim for non-blocking at expected shuffle 

patterns. 

 Mixed compute pod: Spine ports 100–200 Gbps; oversubscription 1:1 to 1:3 permitted. 

Aggregation 

Multiple spine layers (leaf→spine→super-spine) for large pods and campus fabrics. Super-spine 

required when pod interconnect spans multiple rooms with east-west heavy loads. 

 

Latency, RDMA and in-network compute 

 

RDMA support 

Provide InfiniBand HDR / Next-Gen IB or RDMA over Converged Ethernet (RoCEv2) in 

training pods; fabric must support explicit congestion notification (ECN) and hardware offloads 

to preserve collective efficiency. 

Programmable NICs & in-network offload 

Where feasible, deploy programmable NICs (SmartNICs) and switches with in-network offload 

capabilities to accelerate collectives, checksum offloads and telemetry ingestion. 



 

Traffic engineering and QoS 

 

Per-class QoS 

Define traffic classes for training shuffle, storage checkpointing, control-plane/attestation, tenant 

management and public egress. Enforce QoS at leaf and spine with strict policing for control-

plane and attestation traffic. 

Network slices 

Support hardware-backed network slices (VRF, VNET, EVPN) for tenant isolation and policy 

enforcement. 

 

Fabric programmability and telemetry 

 

Programmable ASICs 

Adopt merchant silicon that supports P4 or equivalent data-plane programmability for advanced 

telemetry and policy enforcement where required. 

Telemetry 

Implement INT (in-band network telemetry), sFlow and per-switch flow-level counters for 

deterministic troubleshooting and autoscaling triggers. 

 

Acceptance criteria 

 Sustained shuffle benchmark runs do not exceed defined bisection utilization thresholds; 

latency P95/P99 within design envelope. 

 Congestion control validation under worst-case checkpoint storms and collective patterns. 

 Telemetry ingest into Nexus with full correlation to job and host identities. 

 

12.3: Optical datacenter backbone 

 

Design objectives 

 



The optical backbone interconnects rooms, buildings and on-campus aggregation points. The 

backbone must provide deterministic, scalable bandwidth and optical-layer resilience. 

 

Architecture and equipment 

 

DWDM/ROADM 

Deploy modular ROADM/DWDM systems supporting multi-terabit capacity per fiber pair with 

flexible wavelength provisioning and protection switching. Support coherent optics and tunable 

transceivers (e.g., QSFP-DD/OSFP with 400G and 800G and future pluggables). 

Redundant fiber paths 

Physically diverse fiber ducts within the campus; redundant patching and protected conduit 

routing to avoid single-conduit failure. 

Optical protection 

1+1 or 1:1 optical protection at critical aggregation points with fast optical layer failover where 

practical. 

 

Operational capabilities 

 

Wavelength leasing and dark fiber 

Capability to lease wavelengths or dark fiber to large customers and to support dedicated, low-

latency customer links. 

OTDR and monitoring 

On-site optical test equipment (OTDR) and permanent optical performance telemetry for signal 

quality and rapid fault localization. 

Network time sync 

Distribute high-precision timing (PTP) across backbone when required for HPC synchronization. 

 

Acceptance criteria 

 Room-to-room optical latency and BER verification under loaded wavelengths. 

 Optical path failover testing demonstrating acceptable reconvergence intervals and no 

data-plane corruption. 

 



12.4: Global fiber connectivity 

 

Design objectives 

 

Global connectivity must balance low latency, jurisdictional diversity, and commercial resilience. 

HydraCore should maintain multi-provider access to submarine and terrestrial routes and support 

both lit and dark provisioning. 

 

Connectivity strategy 

 

Submarine cable integration 

Secure agreements for physical cross-connects to one or more submarine cable landing stations 

or regional aggregation nodes. Prefer approaches that minimize third-party transit through 

sensitive jurisdictions for sovereign traffic. 

Carrier diversity 

Minimum three independent upstream providers with physically diverse entry points to guard 

against regional cable cuts and single-vendor outages. 

Dark fiber & wavelength 

Where mission-critical latency and throughput dictate, procure dark fiber leases or dedicated 

wavelength services to reduce operational dependence on upstream carrier equipment. 

Peering and IX 

Establish peering at regional IXPs and maintain on-site peering fabrics to reduce egress cost and 

latency for global customers. 

 

Security and routing integrity 

 

RPKI and BGP security 

Enforce RPKI route origin validation for BGP to prevent route hijacks. Use BGP communities 

and prefix filters to enforce peering policies. 

Encrypted transit options 

For sovereign-sensitive flows, establish encrypted wavelength services or hardware-layer link 

encryption; use mTLS/HTTPS for application-layer flows and MACSEC for metro links. 



DDoS mitigation 

Contract with scrubbing centers and on-path scrubbing services; maintain blackholing and 

diversion policies that preserve critical attestation and control-plane flows. 

 

Acceptance criteria 

 Demonstrated multi-path international route resilience and failover times. 

 Peering and direct connect tests with at least two major regional networks and verified 

RPKI-enabled BGP announcements. 

 DDoS mitigation playbook validated with simulated volumetric attack exercises (in 

coordination with ISPs). 

 

12.5: Network security & segmentation 

 

Design objectives 

 

Network security must enforce zero-trust principles, hardware-rooted attestation for hosts, strict 

segmentation for tenants, and layered defense-in-depth for egress and interconnect. 

 

Segmentation and tenancy 

 

Tenant isolation 

Use EVPN/VXLAN with hardware-accelerated encapsulation for multi-tenant overlays; for 

highest-assurance customers, provide physical pod tenancy or separate VRFs with dedicated 

spine resources. 

Micro-segmentation 

Apply host-level micro-segmentation via software agents or hardware-enforced ACLs in ToR for 

east-west traffic controls. Policy enforcement must be attestation-aware (e.g., only enforce 

policies if host attestation is valid). 

Management isolation 

Management network must be logically or physically separated and accessible only via 

authenticated jump hosts with dual-factor and hardware token controls. 

 



Identity, authentication and attestation 

 

Zero-Trust 

All network access requires identity-based authentication (mTLS with client certificates, 

hardware-backed keys) and role-based access control. 

Attestation integration 

Network policy engines must incorporate host attestation state to dynamically permit or deny 

access and to quarantine hosts failing attestation checks. 

HSM-backed keys 

Critical network certificates and signing keys for control-plane services should be stored and 

used via HSM APIs to preserve custody and auditability. 

 

Perimeter and DDoS controls 

 

Edge defences 

Multi-layered edge filtering, carrier-assisted scrubbing, and rate limiting. Maintain dedicated 

control-plane paths that are logically prioritized and DDoS-protected. 

Application-layer protections 

WAFs, API gateways and rate-limiting for ingress application traffic, with attestation-based 

validation for administrative APIs. 

 

Policy and governance 

 

Change control 

All network policy changes require signed change manifests (HSM-backed) and pre/post 

validation in canary environments. 

Auditing and logging 

Immutable logging for control-plane changes, all peering announcements and critical policy 

enforcement events. Logs anchored into WORM evidence stores for forensics. 

 



Acceptance criteria 

 Proof-of-policy enforcement using attestation-driven quarantine tests. 

 Successful red-team validation for east-west micro-segmentation and tenant isolation. 

 DDoS resistance exercises that preserve availability of attestation/control-plane services. 

 

12.6: Scaling thresholds 

 

Design objectives 

 

Define measurable thresholds that trigger architecture review, capacity expansion or topology 

redesign. These thresholds are prescriptive to avoid operational surprises and to enforce 

governance escalations. 

 

Primary thresholds and triggers 

 

Bisection utilization threshold 

Sustained fabric bisection utilization >70% for 24 hours under representative workloads requires 

immediate network capacity expansion or workload redistribution (trigger for re-evaluation). 

Spine port saturation 

Any spine port experiencing sustained >80% utilization during production training campaigns 

for more than 6 hours mandates investigation and capacity planning. 

Latency breakpoint 

Inter-node P95 latency >50 ms for control-plane or attestation primitives triggers topology co-

location or fabric reconfiguration. 

Flow table / TCAM exhaustion 

Any device reporting >75% TCAM usage or flow table exhaustion must be upgraded or flows 

rebalanced to avoid functional limits. 

RDMA congestion 

Sustained packet loss or retransmit rates above vendor-defined thresholds for RDMA fabrics 

(e.g., >0.1% loss) trigger congestion-control tuning and potential fabric augmentation. 

 



Procedural response 

 

Automated alerting 

Thresholds must be instrumented into Nexus telemetry with automatic escalation to TRB and 

SIA for capacity decisions. 

Pre-approved remediation playbooks 

For each threshold, engineering playbooks define immediate mitigation (rate limiting, traffic 

shaping), short-term capacity additions and long-term architectural options. 

Procurement acceleration 

For urgent thresholds that threaten SLOs, pre-negotiated procurement channels may be invoked 

per governance rules. 

 

12.7: Routing & failover policies 

 

Design objectives 

 

Provide deterministic, auditable and fast failover policies for both intra-site and inter-site routing 

to preserve SLOs and sovereignty guarantees. 

 

Intra-site routing principles 

 

ECMP and segment routing 

Use ECMP for load distribution; leverage segment routing (SR-MPLS or SRv6) for explicit path 

control where deterministic pathing is required. 

Fast reroute 

Implement hardware-supported fast reroute for sub-second local reconvergence in the event of 

link or node failure. 

Route policy 

Device-level route policies must enforce tenancy boundaries, explicit route filtering, and route 

tagging consistent with attestation and tenancy metadata. 

 



Inter-site and global routing 

 

BGP policy 

All inter-site and external peering uses BGP with strict prefix filters, route validation via RPKI, 

and community tagging to control routing policy (e.g., locality preferences, legal path 

constraints). 

Active-active multi-site 

For multi-site active-active deployments, employ graceful ECMP across data centers with 

latency-aware path selection; where required use application-layer replication to preserve 

consistency. 

Failover sequencing 

Define ordered failover that preserves control-plane continuity (first preserve attestation and 

HSM access, then restore tenant data paths), with staged DNS and routing updates to avoid 

global routing flaps. 

 

Failover testing and enactment 

 

Simulated outage drills 

Quarterly route-failure drills that test automatic and manual failover paths and measure time-to-

restore and data-plane impact. 

Rollback and safety 

Any automated global failover must include automated rollback triggers (e.g., if error rate or 

latency exceeds thresholds) and require HSM-signed authorization for final state changes. 

 

Acceptance criteria 

 Demonstrated sub-second intra-site reconvergence for ToR and spine failures. 

 BGP failover testing across carrier paths with measured convergence times and verified 

RPKI validation. 

 Documented playbooks and recorded evidence of periodic failover drills with post-

mortem analyses. 

 



Operational considerations, procurement guidance and acceptance 

 

Operational considerations 

 Management plane separation and zero-trust controls for network device management. 

 Controller architectures for SDN/overlay management must be deployed in high-

availability clusters and integrated with attestation and HSM services. 

 Firmware and SBOM for network devices must be procured, escrowed and auditable per 

KSCS. 

Procurement guidance 

 Merchant silicon preference: Select platforms with broad ecosystem support for 

400G/800G optics, P4 programmability and telemetry standards (INT). 

 Optics & transceivers: Prefer QSFP-DD/OSFP pluggables for density and future 

upgradeability; plan fiber counts and patching for easy optics upgrades. 

 Vendor diversity: Maintain at least two qualified vendors per fabric layer 

(leaf/spine/optical) to avoid single-supplier dependency and to ensure firmware 

auditability. 

Acceptance tests (minimum set for tranche approval) 

1. Fabric benchmark: Sustained training shuffle benchmark demonstrating 

bisection utilization <70% and P95 latency within design baseline. 

2. Failover drills: Simulated ToR, spine and uplink failures demonstrating 

reconvergence and no loss of attestation/control-plane continuity. 

3. Optical validation: Wavelength BER and OTDR acceptance; diversity path tests 

through multiple carriers. 

4. Security validation: Red-team tests for tenant isolation, micro-segmentation, 

BGP-origin hijack simulation with RPKI validation and DDoS playbook exercise. 

5. Telemetry validation: End-to-end INT and telemetry ingestion into Nexus with 

per-flow, per-job correlation and actionable alerting. 

 

Concluding statement 

 

HydraCore’s networking and interconnect architecture is deliberately prescriptive and 

governance-integrated. The network must be treated as a first-class sovereign control plane: all 

major configuration, topology and peering changes require signed manifests, attestation checks, 

and traceable audit logs. The policies, thresholds and acceptance criteria defined in this section 

are binding for procurement, engineering and tranche approval. They ensure HydraCore provides 



the determinism, throughput, security and global connectivity necessary to operate as a 

sovereign, world-class compute platform. 
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Section 13: Physical Architecture & Infrastructure 

Protection 

 

Introduction 

 

This section prescribes the physical design standards, protection measures and resilience policies 

required to deliver HydraCore’s sovereign objectives. The intent is to define measurable 

engineering requirements and governance obligations for site selection, civil and mechanical 

design, hardening strategies, and operational procedures. All physical architecture must be 

documented in as-built drawings, validated by independent structural, mechanical and security 

engineers, and accepted by the Sovereign Infrastructure Authority (SIA) prior to tranche release. 

The requirements below scale with tier, with the strictest constraints applied to Tier 2 (national), 

Tier 3 (international) and Tier 4 (frontier) facilities. 

 

13.1: Bunker versus datacenter design 

 

Design principle 

 

HydraCore distinguishes two broad facility archetypes: hardened bunker facilities and 

conventional high-security datacenters. Choice of archetype depends on tier, use-case sensitivity 

and threat model. Bunkers provide maximum protection against kinetic attack, electromagnetic 

pulse (EMP) events and covert physical intrusion; datacenters are optimized for efficiency, 

modularity and commercial access while still providing rigorous security. 

 

Bunker characteristics 

 



Hardened shell 

Reinforced structural envelope with blast-resistant concrete, minimized penetrations, and 

designed to resist specified overpressure and fragmentation threat profiles determined by SIA 

threat assessments. 

Subterranean or bermed siting 

Partial or full below-grade construction to lower radar/visual signature and to provide thermal 

stability for critical vaults. 

Faraday shielding 

Integrated electromagnetic shielding for classified vaults and control-plane rooms to meet 

EMP/EPM protection tiers. 

Redundant ingress/egress and secure logistics corridors 

Designed to permit secure hardware movement without exposing internal facilities. 

Specialized life-safety 

Extended air filtration, filtered positive-pressure internal zones and independent HVAC for 

classified bays. 

 

Datacenter characteristics 

 

Modular halls 

Above-grade halls with standardized pod layouts for efficient build and upgrade cycles. 

Efficiency focus 

Optimized PUE through advanced mechanical systems, containment and potential immersion 

cells. 

Security layering 

Perimeter and access control, secure mantraps, biometric gates, CCTV and tamper-evident racks 

with hardened HSM vaults within the campus. 

Commercial interface 

Customer entry and meeting zones designed to permit controlled tenant interaction without 

compromising classified areas. 

 

Application guidance 

 



Tier 1 (Prototype) 

Standard secure datacenter template with controlled access and an internal secure enclave for 

HSM and signing. Bunker features optional only if risk assessment indicates necessity. 

Tier 2 (National) 

Prefer bunker-grade protections for control-plane and HSM vaults, with broader datacenter halls 

for compute pods. Classified operations must be consolidated within hardened enclaves. 

Tier 3 (International) 

Mixed-model commercial halls may follow high-security datacenter design while sovereign 

enclaves follow bunker-grade standards. 

Tier 4 (Frontier) 

Campus-level integration of multiple hardened and semi-hardened buildings; designated bunker 

buildings for classified and defense integrations. 

 

13.2: National site design 

 

Site selection and master planning 

 

Selection criteria must account for risk, connectivity, energy availability and expansion potential. 

National site design priorities include physical security perimeter, diversified approach routes, 

proximity to multiple grid feeds and proximity to fiber corridors without high exposure to 

geopolitical chokepoints. 

 

Minimum site design prescriptions 

 

Perimeter security 

Multi-layered perimeter with anti-vehicle barriers, intrusion detection sensors, controlled vehicle 

access zones and standoff distance to public roads. 

Secure entry complex 

Controlled, credentialed access for personnel and deliveries; verification and quarantine spaces 

for new hardware with tamper-evident logging. 



Logistics and staging 

Dedicated staging and burn-in facilities inside the secure footprint to allow verification, 

attestation and SBOM signing prior to insertion. 

Utilities and substations 

Land allocation and civil provisions for on-site step-down transformer(s), fuel storage and BESS 

containers with secured access paths and safety clearance zones. 

Environmental buffer 

Siting to minimize flood, landslide and seismic risks; drainage planning that isolates the facility 

from local stormwater flows. 

Red-team and inspection zones 

Physical design must permit scheduled unannounced inspections by authorized auditors under 

SIA procedures. 

 

Security zoning and separation 

 

Public zone 

Access-limited visitor areas and administrative offices separated physically from operational 

zones. 

Secure operational zone 

Halls, networking and staging within restricted perimeter and subject to biometric access and 

escort policies. 

Classified enclave 

Hardened spaces meeting bunker-grade construction and EMP shielding for key management 

and attestation. 

Critical infrastructure corridors 

Dedicated, physically protected routes for fiber and power entry to prevent covert sabotage. 

 

13.3: International campus layout 

 

Campus planning principles 

 



International facilities must balance commercial access with sovereign protections. Campus 

layouts should permit tenant access to commercial halls while mutually insulating sovereign 

enclaves and control-plane infrastructure. Multi-tenant and single-tenant pods should be 

physically separable when required by contracts. 

 

Campus elements 

 

Multi-building separation 

Distinct buildings for commercial tenancy, control-plane and sovereign enclaves, and for 

staging/maintenance. Buildings separated to reduce correlated risk, with independent mechanical 

and electrical plants where practicable. 

Carrier and peering hubs 

Secure, hardened carrier rooms with diverse fiber entry points isolated from public access. 

Cross-connect cages with monitored and auditable access. 

Customer Interface and tenancy model 

Secure customer lobbies, non-sensitive meeting rooms and supervised cross-connect procedures; 

option for dedicated cage or dedicated pod tenancy for highest-assurance clients. 

Logistics and customs interface 

Secure customs or quarantine zones for import/export of hardware to streamline international 

hardware movements with oversight for chain-of-custody. 

Emergency access and local community integration 

Plans for emergency egress, community notification and coordination with local first responders. 

 

Contractual and operational segregation 

 

Tenant segregation 

Physical pod-level segregation for tenants requiring sovereign guarantees; virtualized isolation 

for general multi-tenant operations with hardware-attestation binding. 

Cross-border operational controls 

Contracts and pre-authorized manifests for any cross-border data movement or compute export; 

all export operations require pre-signed and attested manifests stored in HSM-backed evidence 

stores. 



 

13.4: Frontier multi-building layout 

 

Campus resiliency and functional distribution 

 

Tier 4 campuses require deliberate physical distribution of functions to prevent single-event 

disruptions. Buildings should be distributed across terrain/timezones where practical; essential 

services must be cross-replicated among buildings. 

 

Minimum multi-building prescriptions 

 

Control-plane and attestation distribution 

Control-plane clusters and HSM farms must be distributed across at least two buildings, each 

with independent power and cooling capabilities, and cross-linked via secure, diverse fiber paths. 

Pod distribution 

Pods arranged across buildings to isolate correlated thermal/electrical loads and to permit partial 

failover in the event of a building-level outage. 

Research and quantum zones 

Physically isolated zones for cryogenic or quantum facilities with additional mechanical, 

vibration and electromagnetic isolation. 

Logistics hubs 

Redundant burn-in and hardware testing centers to avoid single bottlenecks for onboarding 

hardware at scale. 

Campus microgrids 

Segmented microgrid islands per building to allow controlled shedding and prioritized 

preservation of critical services. 

 

Construction and expansion planning 

 



Phased civil works 

Build campus in discrete phases with first-phase hardened control-plane and HSM facilities 

ready prior to compute hall expansion. 

Future-proofing 

Reserve land and infrastructure corridors for additional substations, fiber ducts and cooling water 

allocation to avoid costly later relocations. 

Environmental stewardship 

Land-use planning must include environmental impact mitigation and community benefit 

programs for long-term social license. 

 

13.5: EMP/EPM protection tiers 

 

Tiered protection model 

 

EMP/EPM protection is applied according to facility sensitivity and is tiered to provide graded 

protection consistent with mission requirements. 

 

Protection categories 

 

Tier A: Full EMP Hardening 

Faraday cages, filtered power ingress, shielded conduits and hardened enclosures for classified 

HSM vaults and critical control-plane systems. Design validated to project-specific EMP/EPM 

threat curves and independently tested. Applied to designated classified enclaves and Tier 4 

critical nodes. 

Tier B: Partial EMP Mitigation 

Shielded rooms, localized transient surge protection, filtered wiring and hardened racks sufficient 

to maintain evidence integrity and attestation continuity under moderate EMP/EPM events. 

Applied to national control-plane rooms and HSM farms in Tier 2/3. 

Tier C: Standard Surge & EMI Controls 

Commercial-grade surge protection, filtered power inputs and grounding practices typical of 

high-availability datacenters for non-classified compute halls. 

 



Engineering measures 

 

Power filtering 

Installation of low-pass power filters and surge arrestors at building and rack levels. 

Shielding and grounding 

Continuous conductive shielding layers with controlled grounding points to prevent inadvertent 

loop currents; expansion joints and penetrations sealed with conductive gaskets. 

Faraday architectures 

Enclosure bonding, waveguide-beyond-cutoff penetration designs for necessary 

antenna/penetrations and filtered HVAC penetrations that maintain EMC integrity. 

Validation 

EMP acceptance tests including simulated E1/E2/E3 profiles as appropriate, with third-party 

certification for Tier A implementations. 

 

Operational processes 

 

Emergency work protocols 

Access and maintenance schedules that preserve Faraday integrity; change control for any 

enclosure penetrations. 

Monitoring 

Continuous EMI detection sensors for early indicator of anomalous electromagnetic activity; 

alerting integrated into Nexus telemetry. 

 

13.6: Fire suppression systems 

 

Design requirements 

 

Fire suppression must preserve human safety, equipment safety, and data integrity while allowing 

rapid recovery. Systems must be tailored to cooling modality (air-cooled vs immersion) and to 

the presence of classified enclosures. 

 



Suppression modalities 

 

Clean-agent gaseous systems 

For general server halls and vaults, use inert gas or chemical clean agents (e.g., FM-200, 

NOVEC 1230) that extinguish fires without damaging electronics. Systems must meet local fire 

code approvals. 

Water-mist systems 

For some mechanical spaces or where permitted, use high-pressure water-mist systems that 

minimize water volume while providing effective suppression. Not suitable within immersion 

pools unless engineered for dielectric compatibility. 

Immersion-specific 

Immersion pools require dielectric fluid-compatible fire mitigation—often non-combustible 

dielectric reduces fire risk; however, ancillary systems (pumps, power) demand conventional 

suppression in adjacent rooms. Include secondary containment and fluid handling spill controls. 

Early-warning detection 

Very early smoke detection apparatus (VESDA) and multi-sensor detectors with zonal isolation 

to trigger staged responses (alarm, evacuate non-critical, pre-suppression sequences). 

Redundant actuation 

Dual-release actuation protocols (e.g., two-person verification) for suppression activation in 

classified vaults to avoid inadvertent data-destroying actions. 

 

Procedures and acceptance 

 

Regular drills and maintenance 

Monthly functional testing of detection and release mechanisms; annual full-release tests in non-

production environments. 

Interlocks with power and HVAC 

Suppression activation sequences that coordinate safe shutdown of power and cooling to 

minimize collateral damage. 

Documentation and approvals 

All suppression designs must be approved by local fire authorities and comply with international 

standards and local building codes. 

 



13.7: Access control 

 

Principles 

 

Access control is built on layered physical controls, least-privilege access policies, and 

cryptographic logging of ingress/egress events. Access decisions must be attestation-aware and 

integrated into the broader governance model. 

 

Access control elements 

 

Perimeter and vehicle control 

Vehicle screening, anti-ram barriers, and monitored gates with credential validation. Vehicle 

movements logged and keyed to hardware manifests when applicable. 

Personnel access 

Multi-factor authentication combining biometric verification, smart card and one-time code for 

high-assurance zones. Role-based access lists with dual-authorization for critical activities (e.g., 

HSM key ceremonies, classified vault entry). 

Visitor and contractor handling 

Pre-authorization, background checks, supervised access and temporary credentialing with strict 

escort policies. Contractors undergo mandatory security briefings and hardware movement 

manifests. 

Hardware chain-of-custody 

All hardware movements recorded with cryptographic signatures at handover points; acceptance 

and insertion into staging require SBOM verification and HSM-signed attestations. 

Secure transport 

For transport of classified or high-value hardware, contract vetted secure couriers and use 

tamper-evident seals with proof-of-delivery logs anchored in WORM evidence stores. 

 

Logging and auditability 

 



Immutable access logs 

All access events, badge swipes, biometric matches and escort authorizations must be immutably 

logged, signed by an HSM-backed system, and retained in accordance with evidence retention 

policies. 

Real-time monitoring 

CCTV with analytics, motion detection and behavioral anomaly analysis for access patterns; 

alerting on out-of-hours or unusual access sequences. 

Review cadence 

Periodic audit of access lists, access revocation timeliness and contractor clearances with 

documented corrective action plans. 

 

13.8: Environmental and disaster risk management 

 

Risk assessment and mitigation framework 

 

Every site must produce a formal Environmental & Disaster Risk Assessment (EDRA) that 

covers natural hazards, man-made risks and climate change projections. The EDRA informs 

siting, civil design, and emergency planning. 

 

Key risk domains 

 

Hydrological risk 

Floodplain mapping and drainage design to ensure data halls and critical infrastructure are sited 

above maximum historically observed flood levels plus climate-adjusted allowances. Use 

elevation or berming where required. 

Seismic design 

Structural reinforcement to rated seismic zone standards, base isolation where necessary for 

equipment critical to national operations, and vibration isolation for sensitive research bays. 

Meteorological extremes 

Wind, storm surge, and heatwave planning for HVAC resilience and sun/shade planning for solar 

installations. Plan for extended extreme weather roof and envelope integrity. 



Human-induced hazards 

Proximity to critical infrastructure that could cause cascading failures (industrial sites, airports) 

assessed and mitigated. 

Pandemic & biosecurity 

Entry protocols, segregation of staff cohorts, remote operations capabilities and cleaning regimes 

for biological threats. 

 

Emergency preparedness and continuity 

 

Emergency response plans 

Site-specific emergency response playbooks coordinated with local first responders and SIA 

emergency procedures. Include evacuation routes, shelter-in-place plans for classified operations 

and hardware preservation procedures. 

Disaster recovery 

Pre-positioned failover capacity at alternate sites and tested workload migration procedures; 

regular DR rehearsals with performance and data integrity verification. 

Insurance and financial resilience 

Appropriate insurance for physical and business interruption risk with sovereign backstops 

where politically necessary. 

 

13.9: Physical redundancy model 

 

Model purpose and structure 

 

Physical redundancy underpins HydraCore’s resilience. Redundancy configurations must be 

explicitly defined and engineered to ensure continuity of specified SLOs under realistic failure 

modes. 

 

Redundancy elements 

 



Power redundancy 

Dual independent utility feeds where feasible, multiple transformer feeds, N+1 or 2N UPS 

configurations for critical systems, and multiple independent generator sets with fuel diversity. 

BESS for fast bridging and peak shaving. 

Cooling redundancy 

N+1 or N+2 chiller arrangements, redundant pumps and heat rejection trains; localized backup 

cooling strategies for emergency thermal control. 

Network redundancy 

Dual diverse fiber entry points, multi-carrier upstream connectivity, redundant ToR and spine 

fabrics with automatic failover and active-active control-plane replication. 

Site redundancy 

Multi-room and multi-building replication with data and control-plane cross-site replication; 

geographically separated DR site for Tier 3/4 mission-critical services. 

Hardware redundancy 

Hot-spare accelerators and components at defined ratios (e.g., one spare accelerator per X 

accelerators depending on failure rate forecasts), and rapid RMA and logistics systems to 

minimize MTTR. 

 

Operational rules and testing 

 

Failover testing cadence 

Quarterly to semi-annual failover tests for major domains (power, cooling, network, data 

replication), with SIA-observed exercises for Tier 2+ acceptance. 

Recovery time objectives (RTO) and mean time to repair (MTTR) 

Defined by tier and workload criticality; control-plane RTO targets materially stricter than 

general compute RTOs and must be tracked as KPIs. 

Automated orchestration 

Integrate redundancy activation into orchestration and SRE playbooks to enable rapid, auditable 

automated recovery while preserving attestation and evidence trails. 

 

Conclusion and acceptance artifacts 

 



All physical architecture and infrastructure protection designs must be captured in the 

following acceptance artifacts prior to tranche funding and commissioning: 

1. Site master plan and civil engineering drawings signed by structural and 

geotechnical engineers. 

2. As-built security and access control schematics, Faraday enclosure design reports 

and EMP/EPM test certificates where applicable. 

3. Environmental & Disaster Risk Assessment (EDRA) and related mitigation plans, 

including flood, seismic and meteorological studies. 

4. Fire suppression design documentation with local authority approvals and 

suppression acceptance test logs. 

5. Red-team physical security assessment report and remediation log. 

6. Chain-of-custody and hardware movement SOPs with sample HSM-signed 

manifests and evidence retention policy. 

7. Redundancy and failover test reports demonstrating compliance with declared 

RTO / RPO and islanding objectives. 

8. Permits and compliance certificates for fuel storage, electrical substation tie-ins 

and other regulated infrastructure. 

 

HydraCore’s physical architecture must be conservatively engineered, auditable to the highest 

government scrutiny and operationally tested in realistic scenarios. The physical protections 

described in this section are essential to preserve sovereign control, ensure continuity in extreme 

events, and provide the assurance required by national and international partners. All deviations 

from these standards require documented risk acceptance by SIA and accompanying mitigation 

measures that are formally reviewed and timestamped in the project governance ledger. 
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Section 14: Security, Compliance & Sovereign 

Protections 

 

Introduction 

 

Security, compliance and sovereign protections are primary programmatic constraints for 

HydraCore. The objective of this section is to prescribe the technical architecture, operational 

controls, governance frameworks and acceptance criteria required to ensure that HydraCore 

operates as a legally defensible, auditable and resilient sovereign compute platform. The 

requirements below are normative and apply across all tiers; specific hardening levels and 

certification targets scale with tier (Tier 2 and above require the most stringent implementation). 

All substantive security controls must be independently audited and produce verifiable artifacts 

prior to tranche acceptance.  ￼  ￼ 

 

14.1: Physical security 

 

Policy statement 

 

Physical security protects compute, storage, HSMs and attestation infrastructure from 

unauthorized access, tampering and kinetic threats. HydraCore employs layered physical 

controls, personnel vetting, tamper-evident logistics and cryptographic chain-of-custody for all 

high-value hardware movements. 

 

Mandatory controls 

 



Perimeter and ingress 

Multi-layer perimeter fencing, vehicle barriers, redundant gatehouses with credential and 

manifest verification; CCTV with retained footage and analytics.  ￼ 

Zoning and separation 

Distinct public, operational and classified zones; two-person entry and dual-authentication for all 

classified vaults and HSM rooms.  ￼ 

Tamper-evidence and seals 

Cryptographically verifiable tamper-evident seals for hardware shipments; physical seal events 

recorded and anchored in WORM evidence stores.  ￼ 

Personnel security 

Background checks, clearance levels appropriate to tier and role-based access controls; 

continuous evaluation and mandatory security training.  ￼ 

Logistics & staging 

Secure, supervised staging facilities for hardware burn-in and attestation signing; no direct 

insertion of unvetted hardware into production without signed manifest and SBOM verification.  

￼ 

 

Acceptance tests 

 Red-team physical penetration test with zero-exception remediation prior to Tier-2 

acceptance. 

 Sample chain-of-custody exercise: Hardware ingress through secure staging, SBOM 

verification, HSM-signed manifest creation and insertion into WORM archive with third-

party witnessing.  ￼ 

 

14.2: Cybersecurity architecture 

 

Policy statement 

 

Cybersecurity architecture is designed to provide defense-in-depth across host, network, storage 

and control-plane domains while ensuring that attestation, HSM custody and telemetry are 

integral to access decisions. 

 



Architectural components 

 

Zero-trust network fabric 

Identity-first access, mutual-TLS with hardware-backed client certificates, role-based least-

privilege and attestation-gated access policies for all administrative interfaces.  ￼ 

Hardware attestation and secure boot 

Measured-boot enforced by TPM/TEE on all hosts; attestation server validates host state prior to 

granting network or storage access. Unattested hosts are quarantined and remediated 

automatically.  ￼ 

HSM-backed key management 

All signing keys for manifests, firmware updates and evidence logs are stored in FIPS-grade 

HSMs; dual-custody ceremonies and escrow agreements per KSCS.  ￼ 

Segmented control-plane 

Control-plane services (attestation, scheduling, custody) run on dedicated, actively monitored 

clusters with isolated power and network domains; these clusters are the highest-assurance 

targets for redundancy and EMP protection.  ￼ 

Endpoint & workload isolation 

Hardware-rooted virtualization, microVMs or secure enclaves for tenant isolation; strict I/O 

policies and per-tenant attestation chains.  ￼ 

Telemetry & SIEM 

Immutable telemetry ingestion into Nexus with integrated SIEM, anomaly detection, and SLO-

based alerting. Telemetry streams are cryptographically signed for evidentiary integrity.  ￼ 

 

Operational controls 

 

Patch & SBOM governance 

Mandatory SBOM for all appliances; vendor-signed firmware only or escrowed images subject 

to SIA audit. Rolling patch windows must use canary validation and automated rollback triggers 

based on SLO breach detection.  ￼ 

Penetration testing and red-team cycles 

Quarterly automated testing and annual comprehensive red-team engagements with remediation 

SLAs. 



Incident response 

SOC-resident playbooks, HSM-anchored chain-of-custody for forensic data and mandatory 

external reporting thresholds.  ￼ 

 

Acceptance tests 

 End-to-end attest-and-deploy tests demonstrating that an unsigned image cannot be 

executed and that the attestation server blocks compromised hosts. 

 HSM key-ceremony demonstration, multi-custody key recovery test and tamper-recovery 

drill.  ￼ 

 

14.3: Sovereign isolation mode 

 

Definition and purpose 

 

Sovereign isolation mode is an operational state that HydraCore can enter to impose the strictest 

jurisdictional and operational controls during emergencies, legal compulsion events, or cross-

border incidents. Isolation mode elevates attestation, halts external egress, and preserves 

evidentiary trails to protect sovereign datasets and continuity of national operations. 

 

Triggers 

 

External legal compulsion or cross-border requests that threaten sovereignty; credible threat to 

physical or cyber integrity; directive from SIA or designated national authority.  ￼ 

 

Behaviors and safeguards 

 

Network confinement 

All external egress except pre-authorized, auditable channels is blocked at fabric edges; 

quarantine routes remain for pre-agreed emergency callbacks. 



Execution lockdown 

Hosts are restricted to signed, pre-authorized images only; runtime execution of new artifacts 

halted pending HSM-signed exceptions. 

Data immutability 

WORM archiving of relevant evidence streams with immediate cryptographic anchoring to 

HSM-backed ledgers; read-only mode for designated datasets. 

Governance 

Isolation entry and exit require HSM-signed authorizations from multi-party SIA-defined 

authorities and generate immutable audit manifests.  ￼ 

 

Testing and verification 

 

Simulated isolation drills with external legal and operational playbooks; verify that isolation can 

be enacted automatically and manually with auditable outcomes.  ￼ 

 

14.4: Data-protection laws 

 

Policy statement 

 

HydraCore must align operational practices with applicable data-protection laws for jurisdictions 

in which it operates and serves customers. For sovereign datasets, HydraCore enforces residency, 

consent, retention and access-control policies codified into technical controls and contractual 

terms. 

 

Key legal considerations and controls 

 

Data residency enforcement 

Policy-to-technical mapping ensuring regulated datasets remain resident within the specified tier 

and physical enclosure, enforced by attestation and network policy.  ￼ 



Data subject rights & disclosure 

Operational workflows for subject-access requests, lawful-intercept procedures and audit trails; 

all requests require HSM-backed chain-of-custody and SIA oversight where national datasets are 

concerned. 

Retention & WORM 

Immutable archive policies for evidence and regulated records with cryptographic anchoring and 

retention schedules defined by statute.  ￼ 

Cross-border transfers 

Pre-authorized manifests, contractual safeguards, and cryptographic compartmentalization to 

permit controlled export under agreed terms; all exports logged and HSM-signed.  ￼ 

 

Operational mandates 

 Legal & compliance team embedded in governance with clear escalation and approval 

paths. 

 Contractual Data Processing Agreements and Addenda (DPA) for all customers, 

mandating SBOM/attestation evidentiary rights and audit access as required by KSCS.  

￼ 

 

14.5: Global compliance standard matrix 

 

Policy statement 

 

To be commercially credible and legally defensible, HydraCore will adopt and pursue a 

prioritized set of internationally recognized standards. Certification timelines scale by tier; Tier 3 

is required to obtain commercial certifications before customer onboarding. 

 

Standards and mapping (baseline) 

 

ISO 27001 

Information security management (required Tier 3/4; roadmap Tier 2).  ￼ 

SOC 2 Type II 

Operational security assurance for commercial tenants (required Tier 3).  ￼ 



GDPR readiness 

Technical and contractual controls for European data (Tier 3 commercial readiness).  ￼ 

FIPS / Common Criteria 

Where HSMs and cryptographic modules require certified assurance levels for defense 

workloads (per defense agreements).  ￼ 

Local laws and standards 

Compliance with Malaysian data protection and energy/environment regulations (Tier 2+).  ￼ 

 

Governance approach 

 

Certification roadmap and tranche gates 

Certifications are tranche-gated deliverables; third-party audits are required and their findings 

tracked in a formal remediation register. 

Continuous compliance 

Maintain compliance-as-code artefacts, automated evidence collection and auditor-accessible 

telemetry during Type II audit windows.  ￼ 

 

14.6: Emergency operational modes 

 

Operational modes defined 

 

HydraCore defines a small set of emergency modes with prescriptive behaviors, escalation 

paths and acceptance criteria: 

 Alert mode: Elevated monitoring and pre-authorization of changes; enacted when 

credible threat intelligence or anomalies indicate heightened risk. 

 Isolation mode (Sovereign isolation, described above): Strict network and execution 

lockdown with HSM-signed gates to change state.  ￼ 

 Degraded operational mode: Conservative scheduling where non-critical workloads are 

paused and critical control-plane and national workloads retain priority, enabling 

extended islanding or resource shortage operations. 

 Fail-operational / fail-secure: Automatic resource prioritization to maintain attestation, 

HSM custody and evidence integrity; non-critical services are placed into read-only or 

paused states.  ￼ 



 

Command, control and authorization 

 

Multi-party authorization: Entry into highest-impact modes requires HSM-signed approval by a 

quorum of SIA-designated authorities. All such actions produce WORM-backed manifest 

records.  ￼ 

 

Exercises and validation 

 

Annual full-scope emergency exercises including legal, operational and technical stakeholders; 

post-exercise report with remediation plan and SIA sign-off.  ￼ 

 

14.7: Hardware attestation & verification 

 

Policy statement 

 

Hardware attestation is the cryptographic backbone of sovereign integrity: it binds firmware, 

boot state and runtime identity to attestable artifacts that can be validated by tenants, auditors and 

government regulators. 

 

Mechanisms and components 

 

Measured boot chain 

TPM/TEE measured-boot sequences starting at immutable hardware roots; evidence of measured 

state is pushed to attestation servers prior to granting network or storage access.  ￼ 

Attestation service & HSM anchors 

Attestation servers validate host quotes against expected SBOM and firmware digests; signing 

and verification actions are anchored in HSMs for non-repudiation.  ￼ 



Firmware provenance and SBOM 

Procurement contracts require SBOM delivery, vendor-signed firmware and escrow of signed 

images where necessary; all firmware updates require HSM-signed manifests and staged canary 

deployment.  ￼ 

Remote verification 

Offer tenants cryptographic proofs of execution (attestation tokens), providing verifiable 

guarantees that workloads executed on attested hardware. These proofs are signed by HSMs and 

retained for audit.  ￼ 

 

Operational lifecycle and audits 

 

Attestation logs 

Immutable retention of attestation quotes, firmware update manifests and SBOM snapshots in 

WORM stores for forensic and compliance needs. 

Periodic verification 

Scheduled fleet-wide attestation sweeps and on-demand verification for tenant audits. 

Incident response 

If attestation anomalies appear, automatic quarantine, forensic snapshotting (signed and 

archived) and coordinated remediation with vendor and SIA oversight.  ￼ 

 

Acceptance criteria 

 

Before tranche approval for Tier 2 and above, the following attestation and security 

artifacts are required: 

1. Full attestation test demonstrating that only signed, attested images can run and 

that attestation states are logged to WORM evidence stores.  ￼ 

2. HSM key-ceremony demonstration, multi-custody rules and documented escrow 

agreements.  ￼ 

3. Independent SOC-2/ISO readiness review for the cybersecurity architecture and 

third-party red-team validation.  ￼ 

 

Concluding statement 

 



Section 14 codifies the security, compliance and sovereign-protection framework necessary for 

HydraCore to operate as a trusted, auditable and resilient national asset. The prescribed controls 

integrate physical, cyber and legal constructs into a unified operational posture that prioritizes 

attestation, key custody and auditable evidence. All controls and deviations from these controls 

must be formally documented, HSM-backed, and subject to SIA approval. Successful tranche 

funding and operational acceptance are contingent upon the demonstration of the technical and 

procedural artifacts described herein and the independent validation of their efficacy.  ￼  ￼ 
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Section 15: Operational Model & Workforce 

 

15.0: Executive summary 

 

The operational model for HydraCore is designed to convert physical infrastructure into 

continuously available, auditable and sovereign compute capability. The workforce and 

organization must deliver 24/7 operations, high-assurance security posture, predictable lifecycle 

maintenance, rapid failure response and continuous improvement. This section defines the 

required staffing structure by tier, describes the NOC/SOC model, codifies lifecycle and failure 

protocols, prescribes incident management governance and defines the training and certification 

pipeline required to staff and sustain HydraCore at production scale. All staffing assumptions are 

minimum baselines that scale with site capacity, customer commitments and tranche acceptance 

criteria. 

 

15.1: Staffing per tier 

 

Principles 

 

Staff sizing is based on duty-critical coverage (24/7), functional separation (operations, security, 

facilities, custody), redundancy for single-point risk, and specialist roles required for sovereign 

custody (HSM operators, attestation engineers, cleared personnel). The staffing model assumes a 

staffed NOC and SOC with multi-shift rostering, an on-site facilities team for power/cooling, and 

engineering teams for platform, storage, network and security. 

 

Tier 1: Prototype (Indicative baseline) 

 

Minimum staffing (onsite + contracted coverage): 

 Site Lead / Program Engineer: 1 (senior) 



 Systems & Platform Engineers: 2 (daytime primary, on-call rotation) 

 Network Engineer: 1 (part-time/contract) 

 Facilities / Power Technician: 1 (contracted) 

 Security Lead / Custody Officer: 0.5 (part-time) 

 NOC (outsourced or small in-house): 1 (covering monitoring; on-call nights) 

 Administrative / Logistics: 0.5 (shared) 

 

Notes: Prototype staffing is intentionally lean to minimize cost while demonstrating operations. 

24/7 coverage may be provided via contracted NOC/SOC partners with SIA-approved SLAs. 

 

Tier 2: National (Recommended baseline) 

 

Minimum staffing (onsite complement for a single national site): 

 Site Director / Head of Operations: 1 

 Operations Manager / NOC Lead: 1 

 NOC Engineers (24/7 roster): 4–8 (three-shift rotation; 24/7 coverage) 

 SOC Analysts / Security Engineers: 3–6 (including incident responders) 

 Systems / Platform Engineers: 6–12 (cluster ops, scheduler, storage) 

 Network Engineers: 3–6 (fabric ops, peering, carrier liaison) 

 Facilities & Power Engineers / Technicians: 4–8 (BESS, generators, chillers) 

 HSM & Custody Operators: 2–4 (dual-custody procedures) 

 Physical Security Officers: 4–8 (perimeter and escorting) 

 Compliance & Audit: 1–2 (compliance manager + audit coordinator) 

 Logistics & Spare-parts Coordinator: 1–2 

 HR / Training Coordinator: 0.5–1 

 

Tier 3: International (Recommended baseline for a single commercial 

campus) 

 

Minimum staffing (scale to multi-room operations and commercial tenancies): 

 Head of Site / General Manager: 1 

 Head of NOC & Head of SOC: 2 (senior leads) 

 NOC Engineers: 8–16 (24/7 three-shift coverage, automation specialists included) 

 SOC Analysts & IR Team: 6–12 (tiered analysts, threat hunters, forensic specialists) 



 Platform / Systems Engineers: 12–24 (orchestration, scheduler, storage, platform 

services) 

 Network Engineers: 8–12 (fabric ops, optical, peering) 

 Facilities / Power / Energy Engineers: 8–16 (chiller, substation, BESS, generator) 

 HSM & Custody Team: 4–8 (key ceremonies, escrow operations) 

 Physical Security & Access Control: 8–16 (visitor control, escort, logistics) 

 Compliance, Legal & Customer Assurance: 4–6 (certifications, customer audits) 

 Commercial / Onboarding / Tenant Liaisons: 4–6 

 Logistics & Supply-chain: 3–6 (hardware intake, customs, spare warehousing) 

 Training & Academy Staff: 2–4 

 

Tier 4: Exascale Frontier (Campus-scale) 

 

Staffing must be organized as a matrix across buildings and functions and will likely require 

multiple shift-multiples of Tier 3 numbers. 

Indicative staffing for a major campus: 

 Executive / Campus Director: 1 

 Senior Heads (Ops, Security, Facilities, Engineering, Commercial): 5–8 

 NOC Engineers: 24–48 (distributed shifts, automation & SRE capabilities) 

 SOC & IR: 18–36 (in-house threat hunters, classified-liaison teams) 

 Platform / Systems / Research Engineers: 40–120 (including frontier research fleet) 

 Network Engineers: 20–40 (DWDM, submarine liaison, multi-site fabric) 

 Facilities & Power Engineers: 20–40 (substation, microgrid, chemical safety) 

 HSM/Custody & Classified Ops: 10–20 (cleared staff for defense integration) 

 Security, Logistics, Compliance, Commercial, HR, Training teams scaled proportionally 

 

Notes on augmentation and contractors 

 

HydraCore should adopt a blended model: core in-house staff for sovereignty-critical functions 

(HSM custody, attestation, classified enclaves, on-site security) and vetted contractors for surge, 

specialized equipment maintenance and non-classified NOC/SOC augmentation. All contractors 

must pass contractual vetting, background checks and be bound by KSCS-equivalent obligations. 

 



15.2: NOC / SOC model 

 

Design principles 

 

The NOC and SOC are co-located functionally but operationally distinct. The NOC focuses on 

availability, performance and lifecycle maintenance; the SOC focuses on threat detection, 

security ops, forensics and compliance. Both must integrate tightly through shared telemetry, 

runbooks and automated escalation. 

 

NOC model 

 

Responsibilities 

24/7 monitoring, incident detection and first-response for infrastructure degradations, scheduled 

maintenance coordination, capacity forecasting, change validation and acceptance tests. 

Tools & automation 

High-fidelity telemetry ingestion (Nexus), runbook automation (playbooks that can be executed 

automatically), automated ticketing and escalation, topology-aware alerting (so failures are 

correlated to physical and logical assets). 

Shift model 

Three 8-hour shifts with overlap windows for handoffs; senior on-call engineer available 

nights/weekends. Maintain SRE specialists for automation and observability development. 

Key metrics (KPIs) 

MTTR, MTTD, uptime, alert-fatigue ratio, percent of automated remediation, on-call burnout 

index. 

 

SOC model 

 

Responsibilities 

Threat detection (SIEM & telemetry), incident response, vulnerability management, firmware 

and SBOM review coordination, forensic capture and evidence handling, compliance event 

reporting. 



Tools & processes 

SIEM integrated with attestation logs and HSM-signed manifests, endpoint detection and 

response (EDR) where appropriate, threat intelligence feeds, malware analysis lab, playbook-

driven IR workflows. 

Shift model 

24/7 triage with tiered escalation (Tier 1 analysts for triage, Tier 2 for investigation, Tier 3 threat-

hunting and forensics). For Tier 2+, maintain a 24/7 staffed incident commander rotation. 

Key metrics (KPIs) 

Dwell time, time to containment, time to eradication, percentage of incidents escalated to 

forensic capture, post-mortem closure rate. 

 

Integration & governance 

 

Shared telemetry bus 

Single source of truth (Nexus) with role-based access; SOC and NOC have differentiated views 

and escalation privileges. 

Joint exercises 

NOC/SOC run quarterly joint drills (simulated outages + attack scenarios) to stress test 

coordination, communications and forensics. 

Quarantine & isolation 

SOC-triggered automated fabric-level quarantine mechanisms to isolate compromised hosts 

while preserving attestation and evidence trails. 

 

15.3: Lifecycle operations 

 

Overview 

 

Lifecycle operations manage the full hardware and software lifecycle from procurement through 

decommissioning and salvage. This includes provisioning, staging, attestation, firmware 

lifecycle, maintenance, RMA, spare management and environmentally responsible disposal. 

 



Key processes 

 

Procurement to production 

 Staging & burn-in: All incoming hardware is received in secure staging, imaged in an 

air-gapped enclave, SBOM verified, signed by HSM, and subjected to burn-in tests and 

attestation before insertion to production. 

 Asset registration: Unique asset identifiers, immutable SBOM link, firmware 

provenance link and recorded chain-of-custody documented in the asset ledger. 

Maintenance & patching 

 Patch windows: Defined maintenance windows with canary rollouts, automated rollback 

triggers based on SLO telemetry, and pre-signed firmware manifests. 

 Predictive maintenance: Telemetry-driven prognostics for SSDs, accelerators, fans and 

power systems to drive replacement before failure. 

 Spare policy: Defined spare-part ratios by component class and prioritization rules for 

rapid replacement. 

Decommissioning and reuse 

 Sanitization: Cryptographic wiping, physical destruction where required for certain 

classes, and HSM-backed decommissioning manifests. 

 Salvage & recycling: Certified e-waste partners with chain-of-custody for salvage value 

capture; preference for local refurbishment partners where feasible. 

 Documentation: Decommission manifests signed and archived with retention rules 

consistent with evidence policies. 

 

15.4: Hardware failure protocols 

 

Failure classification and response SLAs 

 

Severity definitions: 

 Severity 1 (Critical): Total pod/room failure, data integrity at risk, classified workload 

impacted. RTO target: control-plane continuity within 15 minutes, full failover per 

playbook within defined RTO. Immediate full escalation. 

 Severity 2 (High): Significant degradation (rack-level failure affecting major jobs). RTO 

target: 2–6 hours to restore redundancy or failover. 



 Severity 3 (Medium): Single-node failures, degraded performance. RTO target: 24 hours 

for hot-swap replacement. 

 Severity 4 (Low): Non-urgent maintenance, scheduled upgrades. RTO target: per 

maintenance window. 

Operational steps 

 Automatic detection: Telemetry triggers generate incidents with recommended runbook 

actions and automated mitigation where safe (e.g., live migration, throttling). 

 On-call response: NOC/Site Engineer acknowledges within SLA (e.g., 5 minutes for 

S1), executes immediate mitigations, and escalates to engineering if unresolved. 

 For hardware replacement: Swap-in procedures require attestation of replacement 

hardware before insertion; replacement parts must be drawn from spare pools or shipped 

via expedited logistics with SIA-approved manifests. 

 For firmware/BIOS anomalies: Immediate quarantine of host, forensic snapshot, HSM-

signed rollback to known-good image as required. Vendor coordination for emergency 

patching is mandated. 

Failure forensic and RCA 

 For critical incidents, perform HSM-signed forensic capture of memory and storage 

snapshots, chain-of-custody logs for any hardware movements, and maintain immutable 

logs for post-mortem. 

 Root-cause analysis and corrective action plan required within defined SLA (e.g., 72 

hours for critical incidents), with remediation tracked and closed by SIA or delegated 

authority. 

 

15.5: Incident management 

 

Governance and roles 

 

Incident Commander (IC) 

Senior on-call leader with authority to execute cross-domain actions and coordinate with SIA, 

customers and external parties. IC role rotates among senior ops/security leadership. 

Incident Response Team (IRT) 

Multi-disciplinary team (NOC, SOC, Engineering, Facilities, Legal, Communications) 

assembled per incident classification. 



Stakeholder notifications 

Pre-defined notification tree to government partners, affected customers, legal counsel and public 

affairs as required by contractual and statutory obligations. 

 

Incident lifecycle 

 

Detection & Triage 

Automatable triage with confirmed timelines for escalation. 

Containment & Mitigation 

Implement technical containment actions (quarantine, traffic shaping, job suspension) while 

preserving forensic evidence. 

Eradication & Recovery 

Replace failed hardware, resume services via failover, validate data integrity and reconstitute 

attestation chains. 

Post-Incident Review 

HSM-signed incident report, RCA, remediation plan, action tracking and lessons learned 

dissemination. 

 

Communication & transparency 

 

Customer communications 

Pre-written templates for varying incident classes, timelines for status updates and final report 

delivery timelines. Customer SLAs dictate formal reporting cadence. 

Government notifications 

For national-class incidents affecting sovereign assets, immediate notification to SIA and 

relevant ministries with encrypted briefing materials and forensic exports as required. 

Public disclosure 

Coordinated with legal and communications; requirement to maintain minimal disclosure during 

active forensic phases while fulfilling legal notification obligations. 

 



15.6: Training & certification pipeline 

 

Objectives 

 

A continuous, multi-level training program is essential to recruit, certify and retain staff while 

ensuring operational excellence and sovereign trust. The pipeline must produce operator-level 

competence, advanced engineering capability and an executive understanding of sovereign 

obligations. 

 

Components 

 

HydraCore Academy (in-house) 

 Foundational courses: HydraCore orientation, KSCS compliance, measured-boot and 

HSM basics, safety for power/cooling and immersion handling. All new staff required to 

complete foundational modules and pass assessment before unsupervised access. 

 Role-specific tracks: NOC engineer track, SOC analyst track, facilities engineer track, 

HSM custodian track, network engineer track, and platform engineering track. Tracks 

combine classroom, lab and supervised on-the-job training. 

 Simulation & live labs: Replica staging environment for safe rehearsal of incident 

scenarios, hardware failure drills and firmware rollback tests. Regular hands-on “war 

games” and red-team / blue-team exercises. 

External certification & vendor accreditations 

 Security certifications: Encourage and subsidize industry certifications (CISSP, 

GIAC/GSEC, SANS, OSCP) for SOC staff and security engineers. 

 Network & systems: Vendor-neutral qualifications (e.g., Network+, advanced routing) 

and vendor-specific certifications (e.g., switch/optical vendor accreditations) as required. 

 HSM & cryptography: Specialized training and vendor certification for HSM operation, 

key ceremony facilitation and forensic export procedures. 

 Facilities & power: Certifications for high-voltage operation, generator/BESS 

maintenance, and immersion-fluid handling as applicable. 

Clearance and legal vetting 

 Background checks: Tiered background checks, enhanced vetting and security 

clearances for staff operating in classified enclaves or custody roles. Refresh cadence and 

continuous evaluation mandatory. 



 Dual-custody doctrine: Training to ensure procedural fidelity for dual-authorization 

tasks (key ceremonies, hardware transport). 

Continuing education and career pathways 

 Career ladders: Clear technical and management ladders with required competencies 

and certification milestones for promotion. 

 Research rotations: For Tier 3/4, rotations into research/experiment fleets to incentivize 

innovation and retention. 

 University partnerships and apprenticeship programs: Create pipelines from tertiary 

institutions and technical colleges to attract domestic talent and support national capacity 

development. Scholarships and internships for critical roles (power engineering, 

cybersecurity, HPC). 

Assessment and accreditation 

 Recertification cadence: Annual recertification for critical roles (custody, SOC, 

facilities) and immediate retraining after major incidents or procedural changes. 

 Independent audits: Regular external audits of the training program and competency 

assessments; audit results influence hiring, access authorizations and readiness on tranche 

acceptance. 

 

15.7: Operational KPIs and governance 

 

Key performance indicators 

 

Availability & reliability 

Site and pod availability (percent uptime), mean time to recover (MTTR), mean time to detect 

(MTTD). 

Security 

Time to containment, dwell time, percent of incidents with forensic capture, percentage of 

SBOMs validated on delivery. 

Efficiency 

PUE, utilization per rack, utilization per accelerator, cost per training hour. 

Compliance & readiness 

Number of successful tranche acceptance tests passed, certification status, audit remediation rate. 



Workforce health 

Staff turnover, average on-call hours, training completion rate, incident fatigue index. 

 

Governance structures 

 

Operational Review Board 

Weekly operational reviews chaired by Site Director to review KPIs, incidents and capacity 

planning. 

Technical Review Board (TRB) 

Technical change approvals, upgrades and architecture reviews. 

Sovereign Infrastructure Authority (SIA) oversight 

Tranche release approvals, policy exceptions and ultimate authority for sovereign isolation or 

national emergency invocation. 

 

Conclusion 

 

The operational model and workforce plan described here is a prescriptive, scalable blueprint to 

support HydraCore from Prototype through Exascale Frontier. It establishes clear role 

definitions, staffing minimums, 24/7 operational constructs, robust NOC/SOC integration, 

rigorous lifecycle and failure protocols, formal incident governance, and a continuous training 

and certification pathway. This model balances sovereign imperatives with commercial 

operational practices and provides the human processes required to deliver and sustain 

HydraCore as a mission-critical national asset. 

  



HydraCore: Multi-Tier Infrastructure Blueprint 

Master Hardware Document (Global Sovereign Edition) 

 

Section 16: Cost Breakdown for All Tiers 

 

This section provides a comprehensive, boardroom-grade financial specification for HydraCore. 

It is intended for investor memoranda, government budget approval, and tranche gating. The 

figures are presented as a disciplined planning baseline (unit costs and contingency levels to be 

replaced by vendor quotes during procurement). All amounts are denominated in Malaysian 

Ringgit (RM) unless explicitly stated otherwise. Accompanying narrative explains assumptions, 

risk drivers, optimization levers and a multi-year CAPEX/OPEX forecast for program-level 

financial planning. 

 

16.0: Financial assumptions (planning baseline) 

 

Currency & escalation 

 

All figures shown in RM and in nominal terms. Procurement and long-lead items may be subject 

to inflation and FX risk; plan for a procurement escalation allowance of 5–12% depending on 

multi-year lead times and supplier exposure. 

 

Procurement posture 

 Multi-vendor sourcing for critical SKUs. Firm quotes replace estimates prior to tranche 

release. 

 Contingency applied per tranche (10–20%) depending on technical risk and civil works 

complexity. 

 

OPEX drivers 

 OPEX dominated by: energy (power + cooling), staffing, network transit, maintenance & 

spare parts, insurance and compliance audits. 



 OPEX rate assumptions vary by tier (economies of scale reduce per-RM OPEX at higher 

tiers). 

 

Refresh cadence 

 Accelerators: refresh cycle assumed every 3–4 years (replacement or augmentation). 

 Servers, network, storage controllers: 4–7 year refreshes. 

 Cooling & power plant life: 15–25 years with periodic major maintenance. 

 

16.1: Tier 1: Prototype (RM10,000,000) 

 

Purpose: pilot tranche to validate architecture, attestation, HSM custody, liquid-immersion pilot, 

and initial demos. 

 

Indicative itemized cost 

 Compute nodes & accelerators: RM4,000,000 

 Storage (NVMe + object): RM1,200,000 

 Networking (leaf/spine + uplinks): RM600,000 

 Power & cooling (UPS, BESS pilot, immersion cell): RM1,500,000 

 Security & HSM: RM300,000 

 Installation & civil works: RM400,000 

 Software, licensing & tooling: RM200,000 

 Staffing & first-year operations: RM600,000 

 Contingency (procurement & schedule): RM1,200,000 

 

Total (indicative): RM10,000,000 (matches accepted Prototype tranche figure) 

 

Notes: Contingency at 12% of non-contingency subtotal; acceptance gated on third-party 

security and benchmark deliverables. 

 

16.2: Tier 2: National (RM60,000,000 – RM100,000,000) 

 



Purpose: sovereign production facility sized for national workloads, hardened enclaves and 96-

hour islanding. 

 

Representative (mid-range) breakdown (RM80,000,000 illustrative mid-

point): 

 Accelerator & server procurement: RM32,000,000 

 Storage (NVMe-oF + object store): RM10,000,000 

 Networking & peering (spine/leaf, carrier setup): RM6,000,000 

 Power & cooling plant (UPS, BESS, generators, chillers): RM12,000,000 

 Physical security & HSM farms: RM4,000,000 

 Civil works & site prep: RM4,000,000 

 Staffing & OPEX reserve (24 months): RM8,000,000 

 Compliance, certification & audits: RM1,500,000 

 Contingency (10–20%): RM2,500,000–RM12,500,000 

 

Indicative total (range): RM60,000,000 – RM100,000,000 (mid-point used for modeling: 

RM80,000,000) 

 

Key cost drivers & notes 

 Power-plant and BESS sizing significantly affect cost; hydrogen options increase 

CAPEX but reduce long-term fuel risk. 

 EMP hardening and physical vault works elevate civil costs; budget accordingly. 

 

16.3: Tier 3: International (RM300,000,000 – RM1,000,000,000) 

 

Purpose: exportable sovereign cloud, multi-room facility with international compliance and 

submarine fiber integration. 

 

Representative mid-point (RM600,000,000 illustrative): 

 Accelerator & server fleet (thousands of units): RM240,000,000 

 Storage and parallel file systems (hundreds of PB): RM90,000,000 

 Networking & optical backbone (DWDM, ROADM, peering): RM50,000,000 



 Power substation tie-in, UPS, BESS, generators: RM70,000,000 

 Cooling plant (direct liquid/immersion infrastructure): RM40,000,000 

 Security, HSM farms, compliance programs: RM20,000,000 

 Civil works, multi-room buildout: RM30,000,000 

 Commercial onboarding, legal, insurance & initial sales: RM15,000,000 

 Contingency (10–20%): RM45,000,000–RM120,000,000 

 

Indicative total (range): RM300M – RM1B (mid-point used for modeling: RM600M) 

 

Key cost drivers 

 Submarine fiber direct connects and long-term peering have substantial recurring 

contractual cost; consider partial capex (dark fiber) versus opex (lit circuits) trade-offs. 

 Certification (SOC-2, ISO) and third-party audits produce ongoing compliance spend. 

 

16.4: Tier 4: Exascale Frontier (RM2,000,000,000 – 

RM5,000,000,000+) 

 

Purpose: campus-scale exascale capability, multi-building, multi-substation, defense 

integrations, quantum-ready bays. 

 

Representative mid-point (RM3,500,000,000 illustrative): 

 Frontier accelerator farms & chassis: RM1,400,000,000 

 Exascale-class storage & parallel FS (multi-EB): RM600,000,000 

 Campus optical backbone and global fiber ring: RM200,000,000 

 Multi-substation electrical infrastructure & microgrid: RM600,000,000 

 Cooling plant at scale (immersion farms, heat-reuse systems): RM250,000,000 

 Physical bunker-grade works (vaults, EMP hardening): RM150,000,000 

 Defense integration, classified enclaves and HSM farms: RM150,000,000 

 Research facilities (quantum bays, cryogenics): RM100,000,000 

 Commercialization, partnerships, legal & insurance: RM100,000,000 

 Contingency & escalation reserve (10–20%): RM350,000,000–RM700,000,000 

 



Indicative total (range): RM2B – RM5B+ (mid-point: RM3.5B) 

 

Key cost drivers 

 Substation and grid upgrades can dominate cost in some geographies; early utility 

engagement required. 

 Site acquisition, environmental mitigation and municipality agreements must be budgeted 

and managed as long-lead items. 

 

16.5: Supply-chain risk (detailed) 

 

Primary risks 

 

Accelerator allocation & export controls 

 Risk: Vendor allocation shortages and export restrictions for leading accelerators. 

 Impact: Delayed deployment, need for higher-cost second-tier devices, reduced 

capability. 

Firmware & SBOM opacity 

 Risk: Vendors failing to provide timely SBOMs or refusing escrow. 

 Impact: Inability to meet KSCS attestation requirements; tranche lockout. 

Long-lead civils and power equipment 

 Risk: Substation permits, transformers, long delivery times for switchgear. 

 Impact: Schedule slips and premium expedite costs. 

Single-vendor dependencies 

 Risk: Vendor-specific ASICs or optics with limited alternatives. 

 Impact: Price control, firmware risk concentration. 

Logistics and customs 

 Risk: International transport restrictions, delays, customs inspections for high-value 

hardware. 

 Impact: Chain-of-custody risks and schedule slippage. 

Commodity price volatility 

 Risk: Steel, copper, semiconductor price spikes. 

 Impact: Escalating civil and equipment costs. 



 

Mitigation strategies 

 Dual-/multi-sourcing for accelerators, HSMs, network, and power equipment; maintain a 

qualified supplier list. 

 Firmware escrow and contractual SBOM delivery mandated in procurement (KSCS 

clauses). Use enforceable penalties for non-compliance. 

 Early utility agreements (firm capacity reservation) and pre-payment or option contracts 

for substation capacity. 

 Local assembly / integration partners for critical subsystems to reduce lead times and to 

offer alternate supply channels. 

 Strategic inventory / forward buy of critical components and a rotating spare parts 

logistics model. 

 Financial hedging and escalation clauses in supplier contracts for long lead items; 

maintain contingency reserves of 10–20%. 

 Legal & regulatory engagement for export control pre-clearances and predictable customs 

handling for high-value shipments. 

 

16.6: Cost optimization models (levers and trade-off analysis) 

 

1. Phased deployment & capacity staging: Build in modular pods rather than monolithic 

halls. Defer full-campus CAPEX until revenue or government funding tranche releases. 

Benefit; reduces near-term capital requirement and allows technology refresh alignment. 

2. Cooling strategy trade-off: Immersion yields lower PUE and smaller footprint but 

higher up-front vendor integration costs and operational specialization. Use immersion 

for accelerator-dense pods; air cooling for general purpose racks. 

3. Power & energy optimization: Use BESS for peak-shaving and energy arbitrage; 

negotiate time-of-use tariffs. Consider hybrid generator + hydrogen strategy only where 

long-duration resilience economically justifies incremental CAPEX. 

4. Financing & procurement: Lease accelerators (hardware-as-a-service) for initial 

commercial pods to reduce capex and accelerate time-to-market. Use vendor financing or 

sale-and-leaseback for large accelerator fleets. 

5. Supplier contracting: Use volume commitments to secure allocation and discounts; 

incorporate performance-based SLAs and price floors, plus firmware escrow clauses. 

6. Repurpose and salvage: Salvage replaced accelerators via certified refurbishment 

channels or trade-in programs to capture residual value and offset refresh costs. 

7. Shared services & regional consolidation: Host shared NOC/SOC and centralized 

attestation services across multi-sites to capture economies of scale. 



8. Energy partnerships: Monetize waste heat (industrial offtake or district heating) where 

feasible to create offset revenue and reduce net operating energy cost. 

 

16.7: Multi-year CAPEX / OPEX forecast (10-year illustrative plan) 

 

Model assumptions (conservative policy baseline) 

 

Deployment schedule (illustrative): 

 Year 1: Tier 1 CAPEX = RM10,000,000 

 Year 2: Tier 2 CAPEX = RM80,000,000 (mid-point) 

 Year 4: Tier 3 CAPEX = RM600,000,000 (mid-point) 

 Year 7: Tier 4 CAPEX = RM3,500,000,000 (mid-point) 

OPEX rates (applied to deployed CAPEX by tier after deployment): 

 Tier 1: 12% of Tier CAPEX per annum 

 Tier 2: 12% of Tier CAPEX per annum 

 Tier 3: 10% of Tier CAPEX per annum 

 Tier 4: 8% of Tier CAPEX per annum 

 

OPEX is the recurring annual operating cost baseline (energy, staff, network transit, 

maintenance). It excludes extraordinary one-time refresh CAPEX. A separate upgrade reserve is 

recommended (see below). 

 

Yearly CAPEX and derived OPEX; CAPEX–OPEX Deployment Narrative 

(Years 1–10) 

 

Year 1: Prototype Deployment Phase 

 Initial capital injection of RM10,000,000 establishes the foundational Tier-1 HydraCore 

prototype infrastructure. 

 Cumulative CAPEX at year-end stands at RM10,000,000. 

 Annual OPEX registers at RM1,200,000, derived exclusively from Tier-1 operational 

cost parameters (12% of deployed Tier-1 CAPEX). 



Year 2: Tier-2 National Expansion Initiation 

 Additional CAPEX allocation of RM80,000,000 supports national-scale Tier-2 

deployment. 

 Cumulative CAPEX increases to RM90,000,000. 

 Annual OPEX escalates to RM10,800,000, comprising: 

• RM1,200,000 (Tier-1 operations) 

• RM9,600,000 (Tier-2 operations at 12% of new Tier-2 CAPEX) 

Year 3: Stabilization of Early-Stage National Infrastructure 

 No new CAPEX is deployed in this period, maintaining cumulative CAPEX at 

RM90,000,000. 

 Annual OPEX remains stable at RM10,800,000, reflecting sustained Tier-1 and Tier-2 

operational loads. 

Year 4: Tier-3 International-Grade Infrastructure Deployment 

 A major CAPEX expansion of RM600,000,000 initiates Tier-3 high-capacity 

infrastructure, enabling international-level operational capability. 

 Cumulative CAPEX now totals RM690,000,000. 

 Annual OPEX increases to RM70,800,000, comprising: 

• RM1,200,000 (Tier-1) 

• RM9,600,000 (Tier-2) 

• RM60,000,000 (Tier-3 operations at 10%) 

Year 5: International-Tier System Consolidation 

 No additional CAPEX is deployed, cumulative CAPEX remains RM690,000,000. 

 Annual OPEX remains RM70,800,000, sustaining all three activated tiers (Tier-1, Tier-2, 

Tier-3). 

Year 6: System Efficiency and Reinforcement Cycle 

 No new CAPEX issuance. 

 Cumulative CAPEX continues at RM690,000,000. 

 Annual OPEX remains RM70,800,000, ensuring sustained optimization across the tri-tier 

infrastructure. 

Year 7: Tier-4 Global Sovereign Infrastructure Activation 

 CAPEX escalation of RM3,500,000,000 launches Tier-4 Hydracore infrastructure, 

engineered for sovereign-scale and extra-territorial operational capacity. 

 Cumulative CAPEX attains RM4,190,000,000, marking the transition into full multi-tier, 

multi-jurisdictional capability. 

 Annual OPEX increases to RM350,800,000, comprised of: 

1. RM1,200,000 (Tier-1) 



2. RM9,600,000 (Tier-2) 

3. RM60,000,000 (Tier-3) 

4. RM280,000,000 (Tier-4 operations at 8%) 

Year 8: Global Sovereign Infrastructure Stabilization 

 No new CAPEX deployments; cumulative CAPEX remains RM4,190,000,000. 

 Annual OPEX maintains RM350,800,000, sustaining all four operational tiers. 

Year 9: HydraCore Global Continuity Cycle 

 Cumulative CAPEX remains unchanged at RM4,190,000,000. 

 Annual OPEX remains RM350,800,000, reflecting stabilized global operations and 

optimized Tier-4 load balancing. 

Year 10: Full Maturity and Sovereign-Scale Operational Plateau 

 No further CAPEX injections applied in this cycle. 

 Cumulative CAPEX remains at RM4,190,000,000. 

 Annual OPEX remains at RM350,800,000, representing the mature operating state of the 

complete Tier-1 to Tier-4 Hydracore Infrastructure Stack. 

Numeric derivation (examples, shown for audit) 

 Tier1 OPEX = 10,000,000 × 0.12 = 1,200,000. 

 Tier2 OPEX = 80,000,000 × 0.12 = 9,600,000. 

 Tier3 OPEX = 600,000,000 × 0.10 = 60,000,000. 

 Tier4 OPEX = 3,500,000,000 × 0.08 = 280,000,000. 

 Year 7 OPEX total = 1,200,000 + 9,600,000 + 60,000,000 + 280,000,000 = 350,800,000. 

 

Interpretation and recommendations 

 

Run-rate risk 

Once Tier 4 is deployed, annual OPEX on this model is ~RM351M — energy and staffing 

become principal recurring liabilities. Sourcing favorable energy tariffs and efficiency are 

mission-critical. 

Funding cadence 

Tranche funding must include not only CAPEX but a multi-year OPEX bridge or explicit 

revenue commitments (anchor customers or government operating subsidies). 

Upgrade reserve 

Set aside an annual upgrade/refresh reserve of 3–6% of cumulative CAPEX (recommended 5%) 

starting after Year 3 to fund accelerator refresh and mid-life upgrades. For cumulative CAPEX = 



RM690M (Year 4), 5% = RM34.5M reserve nominal. This reserve prevents disruptive, 

unplanned capital calls for refresh cycles. 

 

Sensitivity scenarios (high-risk / low-risk) 

 High-risk case (accelerator price inflation + 25% escalation + 6% higher energy costs) 

 CAPEX could rise by 20–30%; OPEX could increase materially (+10–30%) depending 

on grid tariffs and cooling choices. 

 Low-risk / optimized case (volume discounts, local assembly, heat reuse) 

 CAPEX reduction of 5–15% achievable; OPEX reduction of 10–25% over baseline 

achievable through immersion and energy partnerships. 

 

Governance & financing constructs 

 

Tranche financing model 

Tranche releases tied to acceptance tests and certifications (Prototype → Tier2 → Tier3 → 

Tier4). Each tranche requires both CAPEX and OPEX bridge commitments for a defined period 

(e.g., first 24 months OPEX). 

Public-private partnership (PPP) options 

Government equity or sovereign-backed loans for Tier 2 and Tier 4 to reflect strategic value; 

private investors for Tier 3 commercial expansion with revenue-share arrangements. 

Revenue bond / asset leasing 

For international commercial pods, consider capital leases or long-term dedicated pod leases (3–

10 years) to amortize CAPEX and secure predictable revenue. 

Insurance & guarantees 

Insure civil works, business interruption and political risk for international revenue. Consider 

sovereign guarantees for early-phase tranche funding to lower private cost of capital. 

 

Recommended next steps (financial execution) 

1. Procurement RFx: Issue immediate RFQs/RFPs for the largest long-lead items 

(accelerators, substations, HSMs, immersion systems) and require SBOM/firmware 

escrow as procurement pre-qualification. 

2. Utility engagement: Secure firm capacity reservation and head-room options with local 

utility in Year 0–1 to reduce uncertainty and cost. 



3. Anchor customer MOUs: Secure one or more anchor customers for Tier 3 to underwrite 

early commercial revenue and improve unit economics. 

4. Refined financial model: Build a dynamic 10-year financial model (discounted 

cashflow) incorporating tax, depreciation, expected revenue curves, vendor discounts, 

and financing cost to present to investors and SIA. 

5. Establish reserve & contingency governance: Codify contingency spend rules 

(approval levels) and always maintain a minimum contingency pool equal to 10% of next 

tranche CAPEX. 

 

Executive summary: financial view 

 

HydraCore is capital-intensive and operationally heavy once Tier 3/4 are reached. The program 

requires disciplined tranche funding, early mitigation of supply-chain and energy risks, and a 

commercial model that secures anchor revenues prior to large CAPEX commitments. The 

planning baselines above deliver transparent, auditable numbers for investor and government 

decisioning and provide the templates necessary to convert technical tranche acceptance criteria 

into contractual milestones for funding release. 
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SECTION 17: UPGRADE PATHWAY & 

LIFECYCLE STRATEGY 

 

17.0: Upgrade Pathway & Lifecycle Strategy 

 

The HydraCore Upgrade Pathway is the long-term engineering, economic, operational and 

geopolitical roadmap that ensures the infrastructure remains technologically competitive, secure, 

and strategically aligned with national objectives. It defines the exact rules for scaling, the 

conditions under which the system transitions to a higher tier, the reuse and salvage policies for 

expensive hardware assets, and the investment protection mechanisms that preserve capital value 

over a ten- to twenty-year horizon. 

 

This section establishes HydraCore as a living, evolving, sovereign compute system capable of 

continuously adapting to global semiconductor cycles, AI algorithmic evolution, energy 

economics, and Malaysia’s long-range strategic requirements. 

 

17.1: Scaling Rules 

 

HydraCore scaling rules define the conditions under which capacity, density, and architecture 

may be expanded without violating performance, power, thermal, or sovereignty constraints. 

These rules apply across all four tiers. 

 

The first rule of scaling is deterministic performance preservation. Expansion may only occur 

when new compute nodes, storage modules, or interconnect segments can be added without 

introducing disproportionate latency, congestion, or degradation to collective operations. 

Interconnect bisection bandwidth must remain above the minimum threshold defined for each 



tier, and no expansion is allowed that reduces training throughput or undermines checkpointing 

velocity. 

 

The second rule is sovereign control continuity. Every expansion must maintain hardware 

attestation, firmware-signing guarantees, and HSM custody under Malaysian control. New 

hardware entering the cluster must undergo integrity validation before joining production. If 

vendor policies change and violate sovereign-compute requirements, scaling is paused until 

alternative supply routes or hardware classes are approved. 

 

The third rule is power–thermal stability. Expansion is permitted only if the facility’s power and 

cooling plant can support the increased load under worst-case thermal and compute conditions. 

Under no circumstances may the cluster exceed eighty percent of sustained power capacity for 

extended periods. A mandatory engineering simulation must validate thermal uniformity before 

any pod-level or rack-level expansion. 

 

The fourth rule is fault-domain modularity. New racks, nodes, or pods may only be added within 

defined isolation boundaries to ensure that failures remain localized. The campus must maintain 

cross-domain survivability even during scaling operations. 

 

The fifth rule is forward compatibility. Every scaling increment must comply with future upgrade 

forecasts, ensuring pathways remain open for next-generation accelerators, optical fabrics, and 

campus expansions. 

 

17.2: Expansion Roadmap 

 

The HydraCore expansion roadmap is structured into sequential, architecturally consistent 

milestones that guide growth from prototype to exascale frontier. 

 

The prototype is expanded first through pod-level enlargement, increasing the number of 

accelerator nodes, storage modules, and networking spines until it reaches the upper limit of Tier 

1. Once the prototype validates its resilience, attestation mechanisms, and operational readiness, 

it forms the nucleus of the national-tier facility. 

 



Tier 2 expansion focuses on scaling from a single-room cluster to a full sovereign-grade data 

hall. This stage includes adding additional pods, expanding the interconnect backbone, upgrading 

power distribution, and expanding cooling infrastructure. Tier 2 is designed to absorb several 

expansions before reaching its architectural ceiling. 

 

Tier 3 expansion transforms the national cluster into a multi-room international facility. 

Additional data halls, parallel file system clusters, object storage vaults, and optical meet-me 

rooms are constructed. Carrier-grade connectivity is introduced and expanded. International 

expansion requires several rounds of procurement, civil engineering, and fiber integration before 

reaching full capacity. 

 

Tier 4, the Frontier tier, expands the infrastructure into a multi-building campus with its own 

substations, microgrids, optical backbone, and specialized clusters for frontier training, quantum 

readiness, and defense operations. Tier 4 expands through phased campus construction, with 

each phase designed to operate independently while contributing to the exascale whole. 

 

At every stage, the expansion roadmap is intentionally modular. Each pod, hall, or building is 

designed as a self-contained compute domain capable of being brought online independently. 

This modularity allows HydraCore to scale organically based on demand, funding cycles, and 

geopolitical conditions. 

 

17.3: When to Transition Tiers 

 

Tier transitions are triggered by quantitative thresholds and qualitative strategic factors. 

 

A transition from Tier 1 to Tier 2 occurs when national-level workloads, such as education, 

healthcare analytics, AI governance systems, or early defense simulations, exceed prototype 

compute capacity. Operational maturity must also be achieved; this includes validated uptime, 

attestation integrity, and predictable cooling and power behavior. 

 

The transition from Tier 2 to Tier 3 occurs when Malaysia requires international compute export 

capability, or when domestic demand saturates national-tier capacity at sustained levels above 

seventy percent. Additionally, transition occurs when global partnerships require data residency 



or compute hosting governed by sovereign guarantees. Tier 3 transition is also triggered when 

Malaysia aims to participate in regional or global AI collaborations requiring multi-petabyte 

datasets, large-scale training, or global interconnectivity. 

 

The transition from Tier 3 to Tier 4 is both technological and geopolitical. It occurs when 

Malaysia moves to the frontier of AI development, requiring sustained exascale training, national 

defense computational autonomy, or strategic deterrence through sovereign AI infrastructure. 

Transition is also triggered when international demand for compute exceeds the export capability 

of the Tier 3 facility. Frontier transition is always accompanied by multi-billion-ringgit funding 

commitments, inter-agency agreements, and long-term energy planning. 

 

In all cases, transitions are not solely driven by hardware saturation; they are also driven by 

national strategy, digital sovereignty policy, and the desire to remain competitive against global 

compute powers. 

 

17.4: Hardware Reuse & Salvage 

 

HydraCore’s hardware lifecycle strategy emphasizes maximum reuse, controlled deprecation, 

and intelligent salvage to preserve capital value. 

 

When a cluster transitions between generations, accelerators and server nodes that fall below 

training-grade performance are reassigned to inference clusters or secondary workloads. Lower-

tier hardware may be moved to less latency-sensitive operations such as search indexing, internal 

simulation, model distillation, or university partnerships. Older hardware may also be used to 

power controlled research sandboxes designed for academia, startups, or cybersecurity analysis. 

 

Storage systems follow a similar strategy: high-performance NVMe devices are retained in front-

of-cluster caching roles even after newer devices enter service. Legacy HDD arrays may be 

reallocated for cold archival storage. 

 

Components that reach end-of-life are stripped for salvageable parts, including PSUs, fans, 

SSDs, networking transceivers, and switches. Some components may be refurbished and resold 



on the secondary market. Critical components undergoing decommissioning must pass secure-

wipe protocols compliant with sovereign data-protection laws. 

 

Rack frames, PDUs, cooling manifolds, and immersion tanks have very long lifespans and can 

often survive two or three full hardware refresh cycles. 

 

The reuse and salvage plan ensures that investment value compounds over time, reducing long-

term CAPEX and minimizing environmental impact. 

 

17.5: Long-Term Investment Protection 

 

HydraCore’s lifecycle strategy includes mechanisms that protect investor and government capital 

across decades. 

 

The first protection mechanism is architectural stability. HydraCore is designed on modular, 

industry-aligned standards, ensuring compatibility with future generations of accelerators, 

fabrics, and storage technologies. This prevents premature obsolescence. 

 

The second protection mechanism is sovereign policy insulation. Because HydraCore 

infrastructure is built under local control, it remains protected from foreign export restrictions, 

licensing revocations, or geopolitical pressure. Sovereignty ensures business continuity. 

 

The third protection mechanism is predictable refresh cycles. Hardware refresh intervals—every 

three to four years for accelerators, every four to seven years for server nodes and networking, 

and significantly longer cycles for power and cooling—allow capital planning with long-range 

visibility. Capital does not need to be deployed reactively; it is deployed strategically. 

 

The fourth protection mechanism is super-scale revenue potential. Tier 3 and Tier 4 facilities 

generate significant recurring revenue through international compute leasing, sovereign 

partnerships, cloud-hosting agreements, and research collaborations. These revenues offset 

CAPEX and ensure long-term financial sustainability. 

 



The fifth protection mechanism is the national-value multiplier. HydraCore elevates Malaysia’s 

global standing, attracts foreign investment, develops local expertise, and builds sovereign AI 

capability. These outcomes generate indirect economic benefits that far exceed the initial capital 

expenditure. 

 

Together, these mechanisms ensure that every ringgit invested in HydraCore is protected through 

strategy, engineering discipline, and sovereign control, forming a foundational national asset 

capable of serving Malaysia for generations. 
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SECTION 18: RISK MANAGEMENT & FAILURE 

ANALYSIS 

 

This section defines the comprehensive risk management and failure analysis framework that 

governs HydraCore design, procurement, commissioning and ongoing operations. It translates 

high-level resilience objectives into actionable engineering controls, governance processes, 

acceptance criteria and rehearsal programs. The approach is quantitative where feasible and 

prescriptive where necessary: every identified risk class is paired with a probability/impact 

characterization, layered mitigations, detection and recovery procedures, delegated 

responsibilities, and measurable acceptance or readiness indicators. The purpose is to ensure that 

HydraCore meets sovereign availability, integrity and continuity commitments under realistic 

and extreme conditions. 

 

18.0: Risk Management Framework (Executive Summary) 

 

HydraCore adopts a layered risk management model combining prevention, detection, 

containment, recovery and learning. Risks are categorized by domain: power, hardware, cooling, 

network, human operations, and national policy. For each domain, HydraCore defines (a) risk 

vectors and failure modes, (b) likelihood and impact profiles, (c) engineering and operational 

mitigations, (d) monitoring and early-warning indicators, (e) recovery plans and RTO/RPO 

targets, (f) governance and authority for escalation, and (g) acceptance tests. The framework 

mandates continuous risk re-assessment, scheduled drills, periodic independent audits, and a 

closed-loop lessons-learned program that feeds procurement and design choices. 

 

The sovereign posture requires that risks threatening attestation, HSM custody, or national 

continuity be treated with the highest priority: these risks must have at least two independent 

mitigation layers, active monitoring with automated escalation, and annual independent 

validation. 

 



18.1: Power Risks 

 

Nature of risk and failure modes 

 

Power risks include utility outage, brownouts and voltage sags, frequency instability, harmonic 

distortion, single-point failures in switchgear or transformers, fuel supply disruption for 

generators, BESS failure or thermal events, and utility grid instability triggered by upstream 

events. Extended outages risk data loss, aborted training campaigns, and, in Tier 2+ scenarios, 

degradation of sovereign control-plane and attestation continuity. 

 

Likelihood and impact 

 

Local utility outages and transient voltage events are moderately likely; long-duration, nation-

wide outages are lower probability but high impact. Fuel supply disruption for generators is a 

medium-likelihood risk in extreme geopolitical or logistical scenarios and carries high 

operational impact for extended islanding targets. 

 

Mitigation layers 

 

Primary prevention is achieved through firm utility contracts, dual utility feeds from physically 

diverse substations, and early engagement with the national grid operator. Site-level mitigations 

include redundant transformers and ring bus switchgear, modular UPS architectures with N+1 or 

2N configurations as appropriate, and on-site multi-generator farms with automatic transfer 

switches and staggered start logic. 

 

Energy resilience is strengthened through BESS deployed for fast bridging and peak shaving, 

and an islanding microgrid architecture that integrates BESS, generators and controlled load-

shedding. Long-duration resilience is augmented with fuel contracts, fuel-on-hand policies sized 

to declared islanding objectives, and options for hydrogen or other long-duration energy carriers 

where operationally and legally feasible. 

 



Power quality is protected by harmonic filtering, power-factor correction, and per-PDU power 

monitoring. For EMP/EPM risk, selected control-plane rooms and HSM vaults are protected by 

filtered power ingress and Faraday-level isolation. 

 

Detection and early warning 

 

Power telemetry is collected at per-transformer, per-switchgear, per-PDU and per-rack 

granularity. Early warning indicators include rising harmonic content, persistent voltage sags, 

sudden increases in PDU-level current draw, inverter alarms on BESS, generator start failure 

signals, and grid frequency excursions. All alerts are integrated into Nexus telemetry with 

automated escalation to the NOC and facilities teams. 

 

Recovery and response 

 

Short-term recovery is managed by UPS to generator handover tested under load. The 

operational playbook prescribes immediate job-priority actions: allow critical attestation and 

HSM systems to remain fully powered; gracefully suspend or checkpoint non-critical training 

jobs; and invoke load-shedding plans that preserve control-plane and evidence integrity. 

 

Long-duration recovery escalates to the campus-level EMS which coordinates generator 

refueling, hydrogen resupply negotiations, and staged restart procedures. RTO and RPO targets 

are tiered: control-plane continuity RTO measured in minutes, critical national workloads RTO in 

hours, and best-effort compute recovery aligned to storage checkpoint RPO. 

 

Acceptance criteria and insurance 

 

Acceptance requires successful islanding tests consistent with declared durations (for Tier 2 

baseline 96 hours for control-plane functions), documented fuel contracts providing on-site 

reserves, proof of dual-substation feeds where claimed, and independent power system audits. 

Insurance coverage for business interruption, political risk, and catastrophic substation damage is 

mandated. 

 



18.2: Hardware Risks 

 

Nature of risk and failure modes 

 

Hardware risks encompass component failures (accelerator, CPU, SSD, PDU), firmware 

corruption or supply-chain compromise, procurement allocation failure, vendor end-of-life 

events, and systemic failures such as firmware-induced bricking. Additional risks include 

physical tampering and logistics-related damage during transit. 

 

Likelihood and impact 

 

Individual component failure rates follow known MTBF distributions and are anticipated in 

operations; systemic firmware compromise or supply-chain opacity is lower probability but high-

impact due to sovereign attestation implications. 

 

Mitigation layers 

 

Procurement policy mandates multi-vendor sourcing, contractual SBOM and signed firmware 

delivery, firmware escrow provisions, and vendor audit rights. Incoming hardware is received 

into secure staging for burn-in, firmware validation, and SBOM verification prior to insertion. 

All production hosts enforce measured boot via TPM/TEE with attestation gating. 

 

Operational mitigations include hot-spare policies sized by failure-risk modeling, local spare 

depots, rapid RMA processes, and fleet-wide predictive maintenance driven by telemetry and 

ML-based prognostics. Firmware update windows are strictly controlled, canary deployments are 

mandatory, and emergency rollback procedures are HSM-signed and orchestrated. 

 

Supply-chain mitigations require standing vendor allocation agreements, advance purchase 

options, and in-country assembly or integration options where possible to reduce single-source 

dependency and lead-time exposure. 

 



Detection and early warning 

 

Hardware health telemetry includes per-device temperature, ECC error rates, SMART attributes 

for SSDs, fan and pump telemetry, and power draw patterns. Anomaly detection models trigger 

alerts for performance degradation patterns indicative of imminent failure. Firmware integrity 

checks are performed at boot and periodically; any mismatch triggers automatic quarantine. 

 

Recovery and response 

 

For failed accelerators or servers, automated orchestration reassigns workloads, initiates live 

migration where supported, and schedules hot-swap operations. Replace-and-restore processes 

require replacement hardware to be attested and registered; decommissioning follows secure 

wipe and chain-of-custody protocols. For firmware compromise, immediate fleet quarantine, 

rollback to signed-good images, forensic capture, and vendor engagement are executed with 

HSM-anchored evidence capture. 

 

Acceptance criteria and audit 

 

Procurements are accepted only after successful burn-in and attestation tests. Fleet health is 

validated by MTBF trending demonstrating rates within expected tolerance, and vendor 

compliance with SBOM delivery and escrow obligations is contractually enforced. 

 

18.3: Cooling Risks 

 

Nature of risk and failure modes 

 

Cooling risks include chiller system failures, refrigerant leaks, pump failures, anomaly in 

immersion dielectric fluids, localized hot spots, contamination incidents, and capacity shortfalls 

under extreme ambient conditions. Water scarcity or regulatory limitations can impair 

evaporative cooling or tower operation. Thermal runaway events in batteries or accelerators, if 

unmanaged, can cascade. 

 



Likelihood and impact 

 

Mechanical cooling component failures are moderately likely and generally containable; 

immersion-specific risks are lower probability where proper procedures exist but can be high-

impact due to concentrated heat rejection and specialized fluid hazards. Climate-driven extremes 

(heatwaves) are rising in likelihood and can strain designs not sized for peak ambient loads. 

 

Mitigation layers 

 

Design mitigations include redundant chiller trains (N+1 or N+2 dependent on tier), duplicated 

pump and heat rejection paths, and modular immersion pools with secondary containment. 

Cooling plant resilience is strengthened by hybrid rejection systems (dry/wet), adiabatic pre-

cooling where permitted, and county-compliant water usage strategies. 

 

Operational mitigations include per-rack thermal sensors, fluid leak detection networks, 

automatic throttling policies that reduce compute density gracefully under thermal stress, and 

automated emergency shutdown sequences that preserve checkpoint integrity. For immersion 

systems, dielectric fluid handling SOPs, temperature-gradient controls, and secondary 

containment ensure safe operation. 

 

Early detection and monitoring 

 

Continuous thermal mapping, per-accelerator thermal sensors, pump vibration monitoring, and 

fluid conductivity sensors provide early warnings. Heat-rejection telemetry is aggregated into 

Nexus to trigger pre-emptive load-shedding before critical thresholds are hit. 

 

Recovery, safe-shutdown and maintenance 

 

Recovery procedures include failover to air-cooled pods where available, staged reduction of 

compute throughput, emergency coolant replenishment protocols, and rapid replacement of 

mechanical components. All thermal events require HSM-logged incident records and post-event 

forensic thermal logs. 



 

Acceptance and compliance 

 

Cooling acceptance requires demonstration of sustained full-load operation for defined periods at 

peak ambient plus contingency margins, verified leak-detection functionality, and emergency 

response drills for fluid incidents. Environmental compliance for water use and discharge is 

mandatory and must be proven during commissioning. 

 

18.4: Network Risks 

 

Nature of risk and failure modes 

 

Network risks include fiber cuts, optical amplifier failures, router or switch hardware faults, 

orchestration/control-plane failure, BGP route hijacking, DDoS attacks, congestion storms 

during checkpoint bursts, and peering provider outages. There is also the risk of covert routing 

that could cause unintended cross-jurisdictional data exposure. 

 

Likelihood and impact 

 

Fiber cuts and peering outages are relatively frequent at the regional scale but are mitigated by 

redundancy; protocol-level attacks or large-scale DDoS events are increasing and can be high-

impact. Control-plane failures that affect attestation or HSM reachability are critical, as they can 

force a sovereign isolation state or cause data-access paralysis. 

 

Mitigation layers 

 

Network mitigations include physically diverse fiber entry points, multi-carrier upstream paths, 

on-site ROADM/DWDM with optical protection, and robust route filtering with RPKI 

validation. At the fabric level, leaf-spine designs with redundant spines and TCAM headroom 

prevent single-point failure. For RDMA fabrics, explicit congestion control and PFC/ECN tuning 

minimize packet loss. 



 

Security mitigations include DDoS scrubbing arrangements, edge rate-limiting for control-plane 

endpoints, MACSEC for sensitive links, and zero-trust identity-based access control for network 

management. ATT (attestation) dependencies are minimized by distributing HSM access and 

ensuring control-plane replicas are reachable via diverse paths. 

 

Detection and telemetry 

 

Network telemetry includes per-link latency and error-rate sampling, in-band INT telemetry for 

hot-path visibility, flow-level sampling, and BGP state monitoring for route anomalies. 

Automated correlation links network anomalies with job and storage events to rapidly isolate 

root causes. 

 

Recovery and failover 

 

Routing failover uses pre-tested BGP policies with RPKI, automated route withdrawal 

procedures, and DNS-layer fallbacks. For optical failures, immediate wavelength restoration or 

rerouting is performed. For control-plane outages, designated on-site control-plane fallbacks 

enable local attestation and recovery to preserve sovereignty guarantees. 

 

Acceptance tests and drills 

 

Network acceptance requires scheduled failover drills simulating fiber cuts, carrier outages and 

DDoS conditions. Performance acceptance requires meeting latency and throughput SLOs under 

synthetic shuffle and checkpoint workloads. RPKI-based route validation and peering resilience 

must be demonstrated. 

 

18.5: Human Operational Risks 

 

Nature of risk and failure modes 

 



Human risks include operator error, insider threat, inadequate staffing or training, fatigue-driven 

mistakes, improper chain-of-custody handling, and social-engineering compromise of vendor or 

contractor personnel. Inadequate governance or poor change control increases the probability of 

misconfiguration events. 

 

Likelihood and impact 

 

Human error is among the most probable failure causes and often precipitates cascading system 

issues. Insider threat is lower frequency but high-impact. Training deficiencies increase the risk 

profile for all technical domains. 

 

Mitigation layers 

 

Personnel controls include rigorous background vetting, role-based least privilege, mandatory 

dual-control for critical operations (e.g., HSM ceremonies), and strict contractor onboarding 

requirements. Operational mitigations include prescriptive runbooks, automation to reduce 

manual steps, approval gates requiring HSM-signed manifests for sensitive changes, and robust 

change-control windows. 

 

Training and certification are mandatory and continuous; simulation-based rehearsals and live 

drills reduce error rates. Organizational mitigations include shift rotation policies to mitigate 

fatigue and an enforced separation of duties to reduce the impact of insider threats. 

 

Detection and behavioral monitoring 

 

Anomalous behavior detection combines badge/CCTV analytics, activity correlation against 

runbooks, and deviation detection in command-line or API activity. Any anomalous privileged 

access triggers immediate SOC review and temporary quarantine of the account pending forensic 

assessment. 

 

Incident response and accountability 

 



Operational incidents follow defined incident response protocols with assigned Incident 

Commander, standardized communication templates, and mandatory HSM-signed post-incident 

reports. Accountability matrices ensure clear delegation and that disciplinary or legal actions can 

be taken if misconduct is proven. 

 

Acceptance and workforce health 

 

Personnel readiness is verified by certification completions, successful drill performance, and 

measurable decreases in manual change-induced incidents. Workforce health KPIs—turnover, 

burnout index, and training completion—are tracked as operational health indicators. 

 

18.6: National Policy Risks 

 

Nature of risk and failure modes 

 

National policy risks are those deriving from regulatory change, export controls, geopolitical 

pressure, sanctions, or new legal obligations that constrain procurement, hosting, or cross-border 

operations. These include sudden export-control restrictions on accelerators, new cybersecurity 

mandates that require architectural changes, or political interventions that alter data residency or 

access rules. 

 

Likelihood and impact 

 

While unpredictable in timing, national policy shifts can be high impact, potentially forcing 

immediate operational restrictions, revocation of service offerings to certain customers, or 

expensive architecture redesigns. For a sovereign program, policy risk is existential if it 

interferes with procurement of critical hardware or the legal framework under which HydraCore 

operates. 

 

Mitigation layers 

 



Policy risk is mitigated through legal and diplomatic engagement, procurement diversification, 

local assembly and integration options for critical hardware, and strong contractual protections. 

Strategic measures include maintaining an R&D buffer, local workforce and manufacturing 

partnerships, and a sovereign legal framework that codifies HydraCore’s operational 

independence. Governance includes an inter-ministerial advisory board to align national policy, 

and pre-negotiated contingency playbooks with finance and legal authorities. 

 

Early detection 

 

Policy-monitoring responsibilities are assigned to a governance function that maintains 

continuous awareness of international regulatory trends, export-control proposals, and sanctions 

lists. Legal counsel maintains alerting and scenario analysis to inform procurement and 

operations. 

 

Response and contingency 

 

Contingency responses may include migration to alternate suppliers, reclassification of 

workloads, temporary suspension of certain export services, or invoking sovereign-level 

remedies. Acceptance tests include the ability to enact policy-driven operational changes within 

pre-defined time windows while preserving critical national functions. 

 

18.7: Mitigation Layers (Cross-Domain) 

 

HydraCore’s mitigation strategy demands at least two independent mitigation layers for any risk 

that could impact sovereignty, attestation, or national continuity. Mitigation layers follow the 

sequence: eliminate or reduce exposure through design; introduce redundancy; detect and 

quarantine anomalies rapidly; provide automated containment; and enact recovery. Example 

cross-domain mitigations include the following. 

 

First layer 

 



Design redundancy and avoidance. Examples are dual-substation utility feeds, pod-level 

isolation, and multi-carrier fiber diversity. 

 

Second layer 

 

Hardware and firmware governance. This includes SBOM, signed firmware, escrow, and 

independent firmware verification prior to production insertion. 

 

Third layer 

 

Active monitoring and automation. Telemetry-driven automation enforces policies such as 

automatic quarantine, live migration, and safe shutdown sequences triggered by measured 

thresholds. 

 

Fourth layer 

 

Operational governance and human controls. Dual-control ceremonies for cryptographic 

operations, HSM-anchored change approvals, and attestation-gated deployment. 

 

Fifth layer 

 

Legal, diplomatic and financial enablers. Binding supplier contracts, fuel supply agreements, 

insurance, and pre-established government support for critical interventions. 

 

Every mitigation layer must be instrumented and tested. No single mitigation is sufficient for 

sovereign-critical risks; multiple layers must be demonstrably independent. 

 

18.8: Disaster Simulation & Drills 

 



Purpose and scope 

 

Disaster simulation and drills operationalize the mitigation framework and validate recovery 

objectives. Drills are structured exercises ranging from tabletop to full-scale live events, each 

designed to test specific failure modes and governance responses. They validate detection, 

escalation, containment, recovery and communications in judged, auditable formats. 

 

Drill taxonomy 

 

Tabletop exercises are used to validate decision authority, legal pathways and communication 

flows for low-cost rehearsal of policy scenarios. Technical walkthroughs use simulated telemetry 

to verify automated responses, canary rollback, and quarantine behavior. Operational drills 

perform partial system failovers—such as cutting a carrier link, tripping a chiller or executing a 

generator handover—to validate automation and human procedures. Full-scale exercises simulate 

multi-domain failure scenarios combining power, cooling and network loss concurrent with 

attempted cyber intrusions. 

 

Frequency and governance 

 

HydraCore mandates quarterly technical drills at the pod and room level, semi-annual full-site 

failover rehearsals, and at least one annual full-scope exercise that includes national stakeholders 

and optionally partner nations or vendors. For Tier 2+ facilities, at least one SIA-observed full-

acceptance exercise is required prior to tranche acceptance. 

 

Preconditions and choreography 

 

Each exercise is preceded by a formal plan with objectives, success criteria, safety waivers, and a 

clearly defined scope. All exercises must be HSM-signed into the exercise ledger and 

documented. Live drills require notification protocols for affected customers with agreed test 

windows and minimize service impact through prearranged canary channels. 

 



Evaluation and metrics 

 

Post-exercise after-action reviews are mandatory. The evaluations include objective metrics: 

time-to-detect, time-to-contain, time-to-recover, data-loss measured against RPO, and 

degradation of availability measured against RTO. Subjective measures include governance 

performance and communication effectiveness. All findings are translated into a remediation 

register with assigned owners and deadlines; remediation progress is tracked at governance board 

reviews. 

 

Continuous improvement 

 

Lessons from drills directly inform procurement requirements, runbook updates, staffing 

modifications, supply-chain contingency plans, and firmware governance. Drills are not merely 

compliance exercises; they are the primary mechanism through which HydraCore reduces 

operational risk and assures sovereign resilience. 

 

Conclusion: Integrated Risk Posture 

 

HydraCore’s risk management approach is rigorous, layered and inseparable from its design, 

procurement and operational constructs. The framework demands explicit, measurable 

mitigations for each major risk vector, continuous telemetry and automated safeguards, clear 

escalation pathways, legally enforceable supplier commitments, and regular simulation to 

validate readiness. 

 

Before tranche acceptance for each tier, HydraCore must demonstrate compliance with the risk 

acceptance criteria identified in this section: successful islanding and power-switchover tests, 

validated firmware and SBOM governance, sustained cooling operation at design load, multi-

carrier network failover rehearsals, operational readiness scores for human teams, and 

legal/governmental pathways to respond to national policy risk. Independent third-party audits 

and SIA validation are mandatory components of tranche approval. 

 



This section is normative: deviations are permissible only through a documented exception 

process that includes a quantified risk acceptance statement, compensating controls, and explicit 

SIA sign-off. 
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SECTION 19: SOVEREIGN VALUE PROPOSITION 

 

19.0: Sovereign Value Proposition 

 

The HydraCore program delivers value on economic, technological, geopolitical and societal 

dimensions. It is not merely an infrastructure project; it is a national transformation engine that 

shapes Malaysia’s competitive trajectory for the next thirty to fifty years. The value proposition 

defined in this section articulates the program’s significance as a sovereign digital infrastructure, 

a national strategic asset, and an economic catalyst with global reach. 

 

The proposition is framed around six long-term impact vectors: economic expansion, 

technological advancement, employment creation, sovereign digital independence, national AI 

positioning and multi-generational value creation. Taken together, they form a comprehensive 

strategy for national upliftment and global leadership. 

 

19.1: Economic Impact 

 

The economic value generated by HydraCore is multi-layered, spanning direct revenue, indirect 

national uplift, productivity growth, and long-term capital formation. 

 

In direct economic terms, Tier 3 and Tier 4 facilities generate monetisable compute capacity for 

international clients, sovereign partners, global technology firms, scientific institutions and 

multinational corporations seeking neutral, high-trust hosting environments. Compute-as-a-

Service contracts, sovereign compute leasing agreements, high-bandwidth data-transfer fees and 

advanced AI hosting services represent recurring revenue streams that scale with global demand. 

 

Indirectly, HydraCore induces economic acceleration across all major sectors. Manufacturing 

gains productivity through simulation, predictive maintenance and supply-chain analytics. 



Healthcare benefits from AI-driven diagnostics and national medical models. Agriculture, 

logistics, finance, retail and public administration benefit from intelligent automation and 

decision-support systems. The productivity gains alone contribute significantly to GDP 

expansion, establishing a multiplier effect far exceeding the direct cost of the infrastructure. 

 

The existence of a sovereign AI supercluster also attracts foreign direct investment, since global 

companies increasingly require high-performance compute environments governed under stable 

legal frameworks. HydraCore positions Malaysia as an investment magnet, drawing in R&D 

centers, technology companies and regional headquarters. 

 

Over twenty years, the cumulative economic impact is measured not in billions but in tens or 

hundreds of billions in total national value creation. 

 

19.2: Technological Advancement 

 

HydraCore is a technology accelerator for Malaysia at a scale not previously attainable. 

 

The infrastructure enables frontier AI research, large-scale scientific simulations, climate 

modelling, advanced materials discovery, bioinformatics, and quantum-adjacent research. The 

presence of an exascale-ready platform elevates Malaysia’s scientific capabilities to parity with 

global leaders. 

 

By developing sovereign talent in distributed computing, advanced networking, chip systems, 

energy engineering and AI governance, HydraCore transforms Malaysia from a technology 

consumer into a technology producer. The national research ecosystem gains the ability to 

develop high-impact innovations, including multilingual national foundation models, medical 

models trained on Malaysian datasets, and domain-specific AI systems tailored to the national 

context. 

 

Additionally, HydraCore serves as a catalyst for local industry to participate in the global 

semiconductor, networking and energy ecosystems. Vendor partnerships, co-manufacturing 

arrangements, firmware validation agreements and local integration centers lay the foundation 

for future Malaysian technology industries with global relevance. 



 

The result is a generational leap in Malaysia’s technological capabilities, supported by sovereign 

infrastructure and protected against geopolitical shocks. 

 

19.3: Employment Creation 

 

HydraCore generates a high-value job ecosystem encompassing engineering, research, 

cybersecurity, operations, civil engineering, energy systems, and governance fields. 

 

Direct employment spans roles in compute operations, software engineering, systems 

architecture, network engineering, HPC tuning, data governance, cybersecurity operations, and 

hardware integration. These jobs are long-term, high-skill and well-paid, forming a foundation 

for Malaysia’s ascent into the knowledge economy. 

 

Indirect employment arises through expansion of supporting industries: civil infrastructure 

contractors, renewable energy providers, telecommunications companies, hardware 

refurbishment centers, logistics partners, universities and research institutes. The demand for 

specialized training results in the establishment of national academies and certification programs 

aligned with HydraCore’s operational requirements. 

 

Over the life of the program, tens of thousands of direct and indirect jobs are created, with 

significant upward mobility as Malaysia transitions from a manufacturing-centric economy to a 

technology-first economy. 

 

19.4: Digital Sovereignty 

 

Digital sovereignty is the most critical sovereign value delivered by HydraCore. 

 

In a world increasingly dominated by foreign compute monopolies, ownership of compute 

capacity determines sovereignty over national data, public-sector AI systems, confidential 

research and critical infrastructure operations. Without sovereign compute, national AI strategy 

becomes dependent on foreign infrastructure, foreign policies and foreign jurisdictions. 



 

HydraCore ensures that Malaysia retains full control over its AI models, datasets, cryptographic 

keys, security governance frameworks and operational continuity. All attestation, firmware 

signing, HSM custody, key management and classified workloads remain within Malaysian 

borders under Malaysian law. 

 

This sovereignty extends across government systems, defence simulations, healthcare analytics, 

public-sector automation and national biometric datasets. HydraCore becomes the compute 

backbone upon which Malaysia’s digital governance and national security systems operate 

without foreign influence or surveillance risk. 

 

This is the foundation of 21st-century national independence. 

 

19.5: AI National Positioning 

 

HydraCore positions Malaysia as a central AI power in Southeast Asia and a serious global 

contender. 

 

The world is entering a phase where AI capability is defined by access to compute. Nations with 

frontier compute assets will lead, while those without will follow. HydraCore changes 

Malaysia’s position from a follower to a leader. 

 

The infrastructure enables Malaysia to host and train trillion-parameter models, support national-

language AI models, facilitate regional AI collaboration, and attract global enterprises seeking 

sovereign-neutral compute. Malaysia becomes a hub for ASEAN digital integration, cross-border 

innovation and scientific cooperation. 

 

The country’s AI ecosystem accelerates: local startups gain access to world-class hardware, 

universities produce globally competitive research, and government agencies operate AI systems 

with frontier-level sophistication. This elevates Malaysia into the global ranking of 

technologically advanced nations, with influence in regional standards, governance norms and 

cross-border digital policy. 



 

19.6: Multi-Billion Future Benefits 

 

The long-term financial, technological and geopolitical benefits of HydraCore are multiplicative 

and accelerate over time. 

 

First, the program generates significant cash flows through compute exports, sovereign hosting 

contracts and long-term cloud agreements. Second, the productivity boost to the national 

economy compounds year after year, raising GDP growth rates. Third, the presence of sovereign 

compute ensures continuity during crises, preventing losses that could otherwise reach 

catastrophic levels. 

 

HydraCore also provides future-proof optionality: readiness for quantum integration, ability to 

evolve into multi-exascale campuses, long-term relevance for scientific discovery, and national 

defence capabilities strengthened by high-fidelity simulation. 

 

The cumulative benefits extend far beyond simple cost recovery; they shape the national 

trajectory for decades, enabling Malaysia to unlock substantial long-term wealth and influence. 

 

19.7: Malaysia’s Global Leadership Potential 

 

HydraCore establishes Malaysia as a nation capable of shaping global AI policy, compute 

governance standards, and regional technology integration. 

 

With a sovereign exascale infrastructure, Malaysia gains the credibility to participate in or lead 

global forums involving AI safety, digital governance, compute access equity and frontier-model 

security. Malaysia becomes a regional AI steward, offering neutral-ground compute capacity that 

is trusted, compliant and geopolitically balanced. 

 

The country gains leverage in global negotiations involving technology transfer, export-

controlled hardware, cybersecurity cooperation, and digital trade agreements. Malaysia becomes 



an anchor nation in the global digital economy, with a voice respected by major powers and 

regional alliances. 

 

HydraCore is therefore not merely an infrastructure project; it is a nation-building instrument, a 

geopolitics catalyst and a long-term strategic differentiator. 

 

Conclusion of Section 19 

 

The sovereign value proposition of HydraCore is transformational. It elevates Malaysia 

economically, technologically, socially and geopolitically. It provides security, independence, 

global competitiveness and future-proof national capability. It positions Malaysia not only to 

thrive in the new AI-driven world order but to help shape it. 

 

HydraCore is the foundation upon which Malaysia’s digital future will be built — secure, 

sovereign, competitive and visionary. 
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SECTION 20: GRAND CONCLUSION 

 

20.1: HydraCore → Malaysia’s Future AI Backbone 

 

HydraCore is the architectural foundation upon which Malaysia’s entire future AI ecosystem will 

be built. It is not simply a cluster, a data center, or a hardware deployment. It is the technical 

spine that supports national digital capability, sovereign data governance, industrial automation, 

scientific discovery, and frontier-AI model development. It is the backbone for a nation entering 

an era where compute is the new strategic currency. 

 

Through its four-tier evolution—Prototype, National, International, and Exascale Frontier—

HydraCore provides a structured pathway enabling Malaysia to transition from early AI adoption 

to global leadership. Each tier amplifies national capability: Tier 1 ignites readiness; Tier 2 

powers nationwide systems; Tier 3 exports compute globally; and Tier 4 transforms Malaysia 

into a regional and international AI superpower. 

 

HydraCore becomes the trusted execution environment for Malaysia’s digital destiny. It is where 

national-language AI models are trained; where public-sector systems achieve cognitive 

automation; where industries gain predictive intelligence; where universities conduct frontier 

research; and where defence institutions run high-fidelity simulation and scenario modeling. It is 

the platform that ensures Malaysia’s data, algorithms, decisions and intelligence are generated on 

systems fully owned, governed and controlled by Malaysia. 

 

HydraCore is the infrastructure that future generations will depend on—quietly, invisibly, but 

absolutely. 

 

20.2: Long-Term Roadmap 

 



HydraCore’s roadmap spans decades, moving Malaysia steadily upward through the global AI 

hierarchy. 

 

Phase One: Foundation (Tier 1 Prototype) 

 

Malaysia establishes sovereign readiness, validates control-plane integrity, and demonstrates that 

high-performance compute can be operated without foreign custodianship. This phase creates the 

technical, operational and legal scaffolding that future tiers will depend on. 

 

Phase Two: National Scale (Tier 2) 

 

HydraCore becomes Malaysia’s AI infrastructure for government, healthcare, national education, 

agriculture, manufacturing and public administration. National datasets become national assets. 

AI becomes embedded in every ministry, every industry and every critical service. Malaysia 

establishes full digital sovereignty. 

 

Phase Three: Global Integration (Tier 3) 

 

Malaysia enters the global compute economy. Hybrid public–sovereign clouds emerge, compute 

exports generate recurring revenue, and Malaysia becomes a preferred jurisdiction for high-trust 

AI hosting. Academic partnerships, cross-border R&D programs and commercial tenants drive 

global influence and financial return. 

 

Phase Four: Exascale Sovereignty (Tier 4 Frontier) 

 

Malaysia joins the world’s technologically elite nations. The frontier campus becomes not only 

an exascale compute platform but a national innovation engine. Defence, scientific research, 

autonomous industries and regional digital ecosystems all draw power from HydraCore Frontier. 

Malaysia becomes a global reference point for AI governance, infrastructure design and 

sovereign digital capability. 

 



Phase Five: Beyond Frontier 

 

With exascale capability established, Malaysia prepares for quantum–AI fusion, biological 

computing, neuromorphic systems and multi-exascale distributed intelligence fabrics. HydraCore 

evolves into a continuous national program—similar to aerospace programs, nuclear stewardship 

programs or national laboratories in advanced nations—ensuring Malaysia remains ahead of 

global technological shifts. 

 

This roadmap positions Malaysia not as a follower in the global AI race but as one of its 

architects. 

 

20.3: Why HydraCore Becomes Inevitable 

 

HydraCore is inevitable because global conditions make sovereign compute not an option, but a 

requirement for national survival, competitiveness and independence. 

 

First, AI has become the core engine of economic value creation. Nations without sovereign 

compute must lease intelligence infrastructure from foreign powers, exposing themselves to 

dependency, surveillance, economic leverage and potential geopolitical coercion. 

 

Second, data has become a strategic resource, and the ability to secure, process and derive 

intelligence from national datasets determines national power. Without HydraCore, Malaysia’s 

data would be processed on foreign infrastructure governed by foreign jurisdictions. 

 

Third, the global shortage of advanced compute capacity means nations must build their own or 

risk falling permanently behind. Countries that waited until compute scarcity became absolute 

are already experiencing multi-year delays, skyrocketing costs and blocked access. 

 

Fourth, regional influence requires technological capability. ASEAN’s digital future will be 

shaped by the nations capable of hosting and governing AI infrastructure. HydraCore ensures 

that Malaysia leads ASEAN rather than competes for scraps left behind by larger powers. 

 



Fifth, national security now depends on compute. Defence simulation, threat analysis, satellite 

imagery processing, cyber defence automation, and crisis modeling all require frontier-grade 

compute. Without HydraCore, Malaysia’s defence capabilities remain dependent on foreign 

systems. 

 

Lastly, the global AI landscape is consolidating, and only nations with compute sovereignty will 

have a seat at the table when AI governance standards, safety rules, export frameworks and 

model policies are written. 

 

In every dimension—economic, technological, cultural, strategic, geopolitical—the conclusion 

converges: 

HydraCore is not optional. HydraCore is inevitable. 

 

20.4: Closing Words to Investors, Government & Global Partners 

 

HydraCore is a nation-defining project. Its success requires vision, discipline and collaboration 

across all sectors—public, private and international. It is not a short-term investment, but a 

generational commitment; not a single facility, but a national institution; not a technical project, 

but a strategic transformation. 

 

To investors, HydraCore represents entry into one of the highest-value sectors of the 21st 

century: sovereign AI infrastructure. It offers multi-decade revenue, global demand resilience, 

sovereign guarantees and the opportunity to anchor the technological backbone of a rising nation. 

 

To the Government of Malaysia, HydraCore is a strategic instrument. It secures national data, 

empowers public-sector AI transformation, strengthens defence capabilities, accelerates 

economic growth, and positions Malaysia as a regional leader in technology and governance. It 

represents a moment in history where Malaysia can leap, not follow. 

 

To global partners, HydraCore offers a rare opportunity: collaboration with a neutral, trusted, 

technologically ambitious nation capable of delivering sovereign-grade compute infrastructure 

with global standards, high compliance and geopolitical balance. Malaysia welcomes 

partnerships grounded in respect, transparency and shared technological progress. 



 

HydraCore is the infrastructure of Malaysia’s digital destiny. It is the anchor for national 

sovereignty, the engine of economic transformation, and the platform upon which Malaysia 

becomes one of the world’s leading AI nations. 

 

This document closes not with an end, but with a beginning. 

A new era of Malaysian technological leadership starts here. 

  



APPENDIX A: TECHNICAL ARCHITECTURE 

SUPPLEMENTS 

 

This appendix provides prescriptive, engineering-grade supplements that support design, 

procurement, commissioning and tranche acceptance for HydraCore’s hardware architecture. 

Each subsection is written as a self-contained design and verification artifact suitable for 

inclusion in procurement packages, technical annexes to investor agreements, or submission to 

independent auditors. 

 

A.1: Detailed GPU SKU Reference Sheets 

 

Purpose and scope 

 

The GPU SKU reference sheets provide canonical, vendor-agnostic specification templates for 

every accelerator class used in HydraCore. Each sheet is a turnkey engineering brief that allows 

procurement teams, systems architects and auditors to evaluate devices for thermal envelope, 

power draw, host interface, memory architecture, interconnect compatibility, firmware/attestation 

maturity and expected lifecycle. 

 

Content requirements 

 

For each GPU SKU the sheet contains the following narrative elements: SKU identifier and 

vendor, performance class (training / inference / frontier), peak mixed-precision TFLOPS metrics 

(FP16/BF16/FP32), INT8/INT4 inference metrics where applicable, aggregate HBM size and 

bandwidth, typical TDP and operating power envelope, recommended PCIe/host interface and 

cable types, supported intra-node fabric (NVLink / proprietary interconnect), firmware 

provenance statement requirements (SBOM, signed firmware), known firmware dependencies or 

lock-in constraints, recommended cooling modality (air / rear-door liquid / direct-attach liquid / 

immersion), environmental constraints (max ambient temperature, altitude considerations), 

recommended driver and runtime stack versions for validated operation, and expected MTBF / 

operational lifecycle guidance. 

 



Acceptance and procurement notes 

 

Each SKU sheet requires vendor-supplied SBOM, signed firmware images or escrow 

arrangements, performance validation scripts, representative benchmark artifacts (training and 

inference microbenchmarks) and a verified power/thermal characterization report. Procurement 

cannot accept production SKUs unless these artifacts are delivered and validated in the secure 

staging environment. The sheet also includes slotting guidance (how many GPUs per chassis, 

recommended PSUs, and PDU outlet mapping) and spare-part provisioning ratios keyed to 

expected failure rates. 

 

Verification and lifetime management 

 

Each SKU sheet contains prescriptive acceptance tests to be executed during burn-in: sustained 

mixed-precision kernel runs for 72 hours, thermal ramp and soak tests at design ambient +5°C, 

power quality and firmware update/rollback validation, and hardware attestation signature 

verification. The SKU sheet also defines EOL policies and migration guidance when accelerators 

are superseded. 

 

A.2: CPU Architecture & Instruction-Set Analysis 

 

Purpose and scope 

 

This supplement documents the CPU selection rationale and instruction-set implications relevant 

to HydraCore workloads. It ensures that control-plane and host-level compute choices align with 

virtualization, attestation, cryptographic acceleration, and memory topology required by large-

model workflows. 

 

Technical contents 

 

The analysis covers CPU families under consideration, comparing single-thread performance, 

core counts, support for virtualization extensions, support for platform TEE/SGX or equivalent, 

integrated cryptographic acceleration capabilities, memory channel counts and per-channel 



bandwidth, NUMA topology implications, PCIe lane counts for accelerator connectivity, 

firmware management features (BMC, iLO, AMT) and secure-boot integration. 

 

Operational implications 

 

The document prescribes CPU selection per host role. For control-plane and attestation servers 

the emphasis is on single-thread latency, predictable interrupt behavior and TEE support. For 

data-preparation and ETL nodes the emphasis is on I/O throughput and memory bandwidth. For 

high-memory nodes the document specifies validated CPU/memory topologies (socket count, 

memory population rules, NUMA balancing) and preferred BIOS/firmware settings for 

deterministic garbage-collection and scheduler friendliness. 

 

Compatibility and verification 

 

The analysis lists instruction-set behaviors relevant to container runtimes, virtual machines and 

secure enclave software. It prescribes mandatory firmware attestation hooks, BMC security 

hardening requirements, and per-CPU vendor firmware SBOMs. Acceptance tests require 

measurable single-thread latency baselines, validated interrupt coalescing behavior under high 

NIC/accelerator ingress, and verified TEE attestation flows. 

 

A.3: Node-Level Hardware Configuration Profiles 

 

Purpose and scope 

 

Node-level configuration profiles standardize the composition of physical servers to ensure 

consistent operational characteristics across pods and tiers. Profiles exist for management/control 

nodes, accelerator-dense training nodes, inference nodes, storage front-ends, and edge/cell nodes. 

 

Profile structure 

 



Each profile contains a narrative hardware bill-of-materials, including chassis type, motherboard 

and CPU selection, DIMM population maps, accelerator count and mounting guidance, NVMe 

device types and RAID/configuration rules, network interface profiles (number and type of 

NICs, PCIe mapping), local caching policies (NVMe sizes and partitioning), PDU and power 

connector mapping, recommended rack unit height, recommended thermal label and airflow 

direction, and recommended firmware baseline and driver stacks. 

 

Operational guidance 

 

The profiles define field-installation steps, acceptance criteria, maintenance schedules and spare-

part lists. They specify how nodes should be imaged in secure staging, how attestation keys are 

provisioned, and lifecycle replacement windows. Profiles also describe safe insertion and 

removal procedures for hot-swappable accelerators or storage devices, including required 

attestation steps before rejoining the production pool. 

 

Performance & acceptance tests 

 

For each node profile the document prescribes a set of acceptance runs: a full-stack boot to 

measured-boot attestation, a thermal and power soak at expected operational load factors for a 

minimum validated interval, local I/O verification for NVMe and network throughput tests, and 

multi-accelerator intra-node communication validation if applicable. The profile is versioned and 

archived with SBOM links. 

 

A.4: Storage Tiering Algorithms & Performance Curves 

 

Purpose and scope 

 

This supplement codifies the storage tiering strategy and the algorithms mapping datasets and 

checkpoints to Hot (NVMe), Warm (nearline object), and Archive (WORM) tiers. It provides 

quantifiable performance curves and operational thresholds required to meet checkpoint velocity 

and training throughput targets. 

 



Architectural principles 

 

Storage is organized into three policy-driven tiers. Hot NVMe tier is for active training 

checkpointing and model weights requiring low latency and high IOPS. Warm tier provides cost-

efficient object storage with erasure coding for dataset staging. Archive tier enforces 

immutability and long-term retention with cryptographic anchoring and WORM properties. 

 

Tiering policies and algorithms 

 

The document defines deterministic policies and ML-driven heuristics for promotion and 

demotion between tiers. Policies include time-based retention, access-frequency thresholds, 

checkpoint recency heuristics, and cost-optimization constraints. Algorithms for hierarchical 

checkpointing are described—local NVMe scratch first, then pod-level parallel FS, then campus-

level object-layer replication—together with throttling rules to avoid burst-induced fabric 

saturation. 

 

Performance curves 

 

For each tier the document provides expected latency and throughput curves under defined load 

patterns: random small-block IOPS distributions for parameter-server metadata, sustained large-

block streaming for checkpoint writes, and mixed read/write patterns for data preprocessing. It 

prescribes acceptable P99/P95 latency envelopes and provides scaling rules to preserve 

performance at pod and campus scale. 

 

Operational controls 

 

The supplement prescribes throttling algorithms, scheduler-aware IO shaping, and checkpoint 

staggering strategies. It also specifies retention and lifecycle policies for GDPR-equivalent 

compliance and the procedures to move datasets between zones under sovereign isolation mode. 

 

Acceptance and validation 

 



Verification requires simulated training campaigns with representative checkpoint cadence and 

dataset access patterns, demonstrating that storage tiers collectively meet defined throughput and 

latency SLAs while preserving data integrity and cryptographic anchoring. 

 

A.5: Cooling System Engineering Diagrams 

 

Purpose and scope 

 

This supplement provides detailed engineering diagrams and operational specifications for 

HydraCore cooling modalities—air containment, direct liquid cooling, rear-door heat 

exchangers, and dielectric immersion. It is the authoritative engineering reference for EPC 

contractors, facilities teams and auditors. 

 

Content and diagrams 

 

The package includes piping and instrumentation diagrams for chilled-water systems, isolation 

valve schematics, pump and flow redundancy arrangements, coolant-loop temperature control 

profiles, leak-detection sensor layouts, immersion-pool construction cross-sections, dielectric 

fluid handling flow diagrams, and containment and secondary-drainage schematics. 

 

Safety and compliance 

 

The diagrams include safety interlocks for pump failure, emergency shutdown sequences, fire 

suppression integration points, and chemical handling protocols for dielectric fluids. For 

immersion systems the document prescribes spill containment volumes, fluid filtration and 

circulation architecture, service access points and inert-gas considerations for adjacent spaces. 

 

Performance and scaling 

 

The supplement provides rules for pump sizing, heat-exchanger selection, head-loss calculations 

across rack arrays, and recommended control loop PID parameters. It prescribes accepted PUE 



targets by cooling modality and defines emergency fallback modes for degraded cooling 

capacity. 

 

Acceptance and commissioning 

 

Required acceptance artifacts include full thermal maps at full load, leak-detection alarm 

proving, emergency shutdown and restart tests, and verification that the cooling system 

integrates with Nexus telemetry for predictive maintenance. 

 

A.6: Power-Distribution Single-Line Diagrams 

 

Purpose and scope 

 

This supplement contains single-line diagrams, protection coordination charts and breaker 

coordination studies for on-site electrical systems. It is the authoritative engineering artifact for 

electrical permitting, contractor implementation and independent validation. 

 

Content and diagrams 

 

Diagrams include high-voltage substation tie-ins, step-down transformer single-line schematic, 

dual-bus PDU distribution per hall, rack-level PDU wiring, generator paralleling diagrams, UPS 

topology and bypass arrangements, BESS inverter installation diagrams and transfer-switch 

sequencing logic. 

 

Protection and coordination 

 

The document prescribes relay settings, fault-current calculations, selective coordination, arc 

flash hazard analyses, grounding and bonding strategies, and surge protection placement. It 

specifies instrumentation points for per-PDU metering, harmonic analysis points, and power-

quality monitoring. 

 



Operational controls 

 

The supplement defines automatic transfer switch behavior, generator start sequencing, UPS 

bypass operations, and controlled load-shedding hierarchies to preserve critical control-plane 

loads. It also defines interoperability with microgrid EMS and utility SCADA interfaces. 

 

Acceptance and regulatory compliance 

 

Acceptance requires one-line as-built drawings signed by registered electrical engineers, relay 

setting verification, load bank testing results at incremental loads, and documented coordination 

with the national utility. All artifacts are versioned and retained for audit. 

 

A.7: Rack Density Load Calculations 

 

Purpose and scope 

 

This supplement provides deterministic engineering calculations for rack-level power and 

thermal loading. It enables mechanical and electrical engineers to validate PDU sizing, airflow 

management, containment design and cooling plant capacity planning. 

 

Calculation methodology 

 

The document describes how to compute steady-state and transient power loads per rack based 

on installed node profiles, including peak GPU TDP, host CPU draw, NVMe and ancillary device 

consumption. It includes derating factors for real-world operation, diversity factors across racks, 

and transient inrush allowances for power-up sequences. 

 

Thermal mapping and airflow 

 

The supplement prescribes per-rack airflow requirements, rack-door pressure-drop calculations, 

fan curve matching, and recommended blanking panel and cable-routing policies. It provides 



methodologies to map hot-spot formation under various fill patterns and prescribes containment 

strategies to eliminate recirculation. 

 

Mechanical limits and safety margins 

 

For each density band (low, medium, high, immersion-capable) the document provides 

maximum recommended continuous power densities, emergency shutdown thresholds, and 

acceptable transient peaks. It also prescribes structural load-bearing requirements and rack 

anchoring guidelines for seismic compliance. 

 

Verification and acceptance 

 

Acceptance artifacts include per-rack thermal maps during a staged power ramp, measured PDU 

outlet traces, airflow smoke-map testing, and verification that thermal gradients stay within 

design envelopes. 

 

A.8: Interconnect Latency & Throughput Maps 

 

Purpose and scope 

 

This supplement maps expected latency and throughput behavior across HydraCore fabrics at 

rack, pod, room and campus scales. It is intended for network architects and scheduler teams to 

define placement policies and topology-aware job scheduling. 

 

Mapping methodology 

 

The document presents profiles for rack-local, pod-local, room-local and campus-level bisection 

latency and throughput under representative workloads: small-packet control-plane, large-block 

checkpointing, and collective-heavy training shuffles. It describes worst-case shuffle scenarios 

and the communication-to-compute breakpoints where scaling efficiency degrades. 

 



Operational implications and placement policies 

 

Using these maps, the scheduler must enforce topology-aware placement to ensure low-latency 

collectives are placed within a pod or low-bisection domain. The supplement prescribes policy 

thresholds that trigger pod co-location, job fragmentation or checkpoint cadence adaptation to 

avoid fabric saturation. 

 

Verification and testing 

 

Required validation consists of synthetic microbenchmarks and full-scale training benchmarks 

demonstrating that latency and throughput maps match measured behavior under stress. INT 

telemetry and per-flow measurements must be collected and preserved for tranche acceptance. 

 

A.9: Redundancy Engineering (N+1, N+2, 2N Models) 

 

Purpose and scope 

 

This supplement formalizes redundancy engineering patterns for electrical, cooling, network and 

compute domains. It defines when to apply N+1, N+2 or 2N topologies based on tier criticality, 

workload sensitivity and mission-impact analysis. 

 

Decision framework 

 

The document provides a decision matrix—expressed in narrative terms—that maps tier and 

asset class to redundancy topology. It prescribes 2N and double-bus architectures for the highest-

assurance control-plane and HSM vaults, N+2 for major cooling plants in Tier 4, and N+1 for 

Compute pods where graceful degradation is acceptable. The narrative explains trade-offs 

between capital cost, availability gain and operational complexity. 

 

Design prescriptions 

 



For each redundancy model the supplement defines required separation (physical and electrical), 

diversity requirements for feeds and distribution paths, maintenance bypass strategies, and 

acceptance tests that demonstrate service continuity while components are removed or repaired. 

 

Testing and maintenance 

 

Acceptance tests include live maintenance simulations demonstrating no impact to declared 

SLAs, scheduled failover exercises, and verification of automatic and manual restoration 

sequences. The document also prescribes maintenance windows and spare-part readiness levels 

aligned with redundancy choices. 

 

A.10: Electromagnetic Shielding Materials & Standards 

 

Purpose and scope 

 

This supplement provides the materials engineering, construction standards, and test procedures 

necessary to implement EMP/EPM protection tiers across HydraCore, from selective vaults to 

full-bunker Faraday implementations. 

 

Materials and construction guidance 

 

The document lists qualifying shielding materials (conductive coatings, copper bonding straps, 

conductive gaskets, welded RF enclosures), penetration treatment approaches (waveguide-

beyond-cutoff conduits, filtered HVAC penetrations, bonded cable trays), and grounding/bonding 

practices required to preserve shielding continuity. It contains narrative guidance for material 

selection based on threat curve analyses and lifetime environmental exposure (corrosion, 

humidity, thermal cycling). 

 

Standards and test protocols 

 



The supplement references applicable international test methodologies (e.g., E1/E2/E3 profile 

simulation procedures) and prescribes site-level acceptance tests. These include injection testing, 

conducted emission measurement, radiated susceptibility assessment and validation of power-

filter performance under simulated EMP events. 

 

Operational implications 

 

Construction and maintenance practices for shielded enclosures are prescribed, including 

change-control for penetrations, scheduled integrity inspections, sensor networks for shield 

continuity, and emergency protocols should shielding be compromised. For shielded vaults the 

supplement prescribes dual-custody physical access and re-validation tests after any intrusion. 

 

Acceptance criteria 

 

Certification requires third-party laboratory validation of shielding performance to targeted threat 

levels and documented maintenance and inspection logs. All shielding installations generate 

immutable evidence records archived within the WORM store for audit. 

 

Closing statement for Appendix A 

 

Appendix A is a set of normative engineering supplements meant to be incorporated into 

procurement documents, technical annexes and acceptance criteria for each tranche. Each 

subsection above must be referenced by the corresponding operational, procurement and audit 

teams. Artifacts generated for each supplement—SKU sheets, single-line diagrams, burn-in logs, 

thermal maps, attestation records and test results—are tranche-gated deliverables and form the 

primary evidence bundle for acceptance and funding release. 

  



APPENDIX B: SECURITY & COMPLIANCE 

SUPPLEMENTS 

 

This appendix codifies the security and compliance artifacts, operational rules, and audit-ready 

specifications required to operate HydraCore as a sovereign-grade compute platform. Each 

subsection below is written as a prescriptive technical and governance artifact suitable for 

procurement annexes, legal attachments, independent audits and Sovereign Infrastructure 

Authority (SIA) acceptance. The materials are normative: tranche acceptance and operational 

authorization depend upon demonstrable compliance with the specifications and the delivery of 

auditable evidence described herein. 

 

B.1: Physical Security Hardware Inventory 

 

The physical security hardware inventory is the canonical equipment and configuration registry 

for perimeter, access, monitoring, and tamper-evidence systems across HydraCore facilities. The 

inventory is maintained as an auditable ledger, cryptographically anchored, and subject to 

periodic independent verification. 

 

Inventory scope and canonical attributes 

 

Each inventory record contains the device class, manufacturer and model, serial number, 

firmware version, procurement lot and supplier contract reference, installation coordinates 

(building, room, rack), cryptographic identity (device certificate or HSM-provisioned key), 

maintenance schedule, and lifecycle disposition policy. Device classes include, but are not 

limited to, perimeter intrusion sensors, anti-ram barriers and bollards, access-control turnstiles, 

biometric readers, mantrap hardware, vehicle screening kiosks, tamper-evident hardware seals, 

hardened HSM safes, CCTV cameras with analytics capability, secure door controllers, RF 

shielding panels, and authenticated hardware-locking inserts for racks and enclosures. 

 

Procurement standards and firmware governance 

 



All physical security hardware must be procured with vendor-signed firmware where possible, a 

supplier SBOM, and a firmware update escrow provision. Devices that accept firmware updates 

must be capable of producing a signed firmware image and provide secure update mechanisms 

that support HSM-signed manifests. Devices lacking verifiable firmware provenance are 

permitted only in non-classified zones and are subject to continuous compensating monitoring. 

 

Installation, redundancy and segregation 

 

Physical security hardware is deployed in layered zones—perimeter, hard perimeter, operational 

zone and classified enclave—each with increasing assurance requirements. Cameras and sensors 

must be natively redundant or cross-checked across independent sensor classes (optical, thermal, 

motion). Access controllers must be dual-redundant and support fail-secure and fail-safe modes 

per defined emergency procedures. Vehicle access systems must include tamper-evident logs and 

separated ingress/egress lanes with physical standoff distances sufficient to mitigate blast 

vectors. 

 

Tamper-evidence and chain-of-custody 

 

All high-value shipments, HSM custody actions and hardware transport sequences are protected 

with tamper-evident seals that incorporate cryptographic binding to HSM-signed manifests. 

Physical seal events generate immediate telemetry recorded into the WORM evidence store. Any 

seal anomaly triggers automatic lockdown of the affected enclave until a verified lineage is 

restored. 

 

Acceptance and audit artifacts 

 

Acceptance includes an HSM-signed device register, on-site verification by an independent 

security auditor, and demonstration that each device has a cryptographic identity linked to the 

inventory. Periodic reconciliation is mandatory and discrepancies must be resolved with 

documented remediation and root-cause analysis. 

 

B.2: Cybersecurity Zero-Trust Implementation Standards 

 



HydraCore’s cybersecurity posture is founded on a zero-trust architecture that requires 

continuous verification of identity, device integrity, and authorization for all interactions. The 

standards below define the required components, policies and testing requirements for 

implementation across all tiers. 

 

Identity and authentication 

 

All principals—human, machine, service—are provisioned with cryptographic identities. Human 

access requires multi-factor authentication with a hardware-backed second factor; machine 

identities require hardware-backed keys provisioned through HSMs or TPMs and rotated 

according to policy. Administrative roles require additional step-up authentication and dual-

authorization for critical actions. All authentication events are immutably logged. 

 

Device attestation and least-privilege posture 

 

Devices must present measured-boot attestation quotes to an authoritative attestation server 

before being granted network, storage or control-plane access. The attestation policy maps 

expected firmware and boot-state digests to device roles and grants least-privilege network and 

storage access based on verified state. Hosts failing attestation are automatically quarantined and 

subjected to an automated remediation workflow. 

 

Network segmentation and micro-segmentation 

 

Network segmentation is enforced at both physical and logical layers. Fabric-level segmentation, 

VRFs and hardware-enforced ACLs isolate tenants and control-plane traffic. Micro-segmentation 

policies are implemented using host-level agents, ToR ACLs and hardware-enforced isolation 

where possible. All intra-cluster and inter-tenant east-west traffic is subject to policy inspection 

and attestation-aware enforcement. 

 

Policy-as-code and change control 

 

Security policies, segmentation maps and identity bindings are managed as code, stored in 

version-controlled repositories, and require HSM-signed change manifests prior to production 



application. Change control requires automated canary validation and rollback triggers tied to 

SLO thresholds. Manual policy changes are permitted only via dual-signed approval and a 

documented emergency exception process. 

 

Encryption and key management 

 

Data at rest and data in motion are encrypted using algorithms and modes approved by national 

cryptographic standards. Key lifecycle operations are executed with HSM-enforced custody, 

multi-party authorization, and documented key ceremony procedures. Key rotation and 

destruction follow strict timelines and are logged to immutable evidence stores. 

 

Monitoring, telemetry and behavioral analytics 

 

Telemetry from endpoints, network devices, control-plane services and infrastructure is ingested 

into a centralized, immutable telemetry fabric. Anomaly detection engines combine rule-based 

detection with machine-learning models to surface behavioral anomalies, lateral-movement 

indicators and policy drift. Telemetry retention follows sovereign evidence retention schedules 

and supports forensic extraction under legal oversight. 

 

Incident response and containment 

 

The SOC operates with playbooks for rapid containment, quarantine and forensic capture. 

Containment actions are automated where safe and reversible. For sovereign-critical incidents, 

the system supports a pre-authorized isolation mode that retains attestation integrity while 

minimizing data-flow loss. Post-incident, forensic artifacts are preserved in WORM storage and 

key artifacts are HSM-signed. 

 

Validation and acceptance tests 

 

Implementation validation includes automated attestation tests, red-team engagements, an 

independent Type II audit of controls, and validated rollback and canary scenarios executed 

under audit. Acceptance requires proof that the zero-trust system prevents privilege escalation 

and unauthorized lateral movement under simulated adversarial conditions. 



 

B.3: Hardware Attestation & Secure Boot Chains 

 

Hardware attestation and secure boot form the cryptographic foundation upon which all 

sovereign assurances rest. This supplement defines the end-to-end attestation architecture, 

required vendor artifacts, attestation lifecycle, and audit expectations. 

 

Measured-boot chain model 

 

Each compute node performs a measured boot that produces a cryptographic quote of the boot 

chain, including immutable hardware roots, bootloader, kernel components, and critical 

firmware. The quote is presented to the attestation service via a secure channel at initial 

provisioning, after firmware updates, and at periodic intervals during operation. 

 

Attestation service and evidence life-cycle 

 

The attestation service validates quotes against an authoritative registry of approved SBOM and 

firmware digests. Validation succeeds only when a node’s measured state matches the expected 

manifest. Attestation tokens are short-lived, cryptographically signed by the attestation service’s 

HSM, and used to grant ephemeral access to network segments and storage volumes. All 

attestation events are recorded, HSM-signed, and stored immutably. 

 

Firmware and SBOM governance 

 

Procurement requires vendor-supplied SBOMs and signed firmware images. Procurement 

contracts must include escrow of signed images and firmware provenance data. Firmware 

updates are allowed only through a staged, canaryed process: vendor-signed image, HSM-signed 

manifest, canary deployment with telemetry validation, and progressive rollout with automatic 

rollback triggers if anomalies are detected. 

 



Root-of-trust and HSM anchoring 

 

The attestation service and signing operations are anchored in FIPS-validated HSMs with multi-

party custody. Key ceremony policies are mandatory and dual-control is enforced for all root-key 

changes. HSMs provide non-repudiation for attestation tokens, firmware manifests and audit 

artifacts. 

 

Remote verification and tenant proofs 

 

Tenants and auditors may be provided cryptographic proofs of execution demonstrating that their 

job ran on an attested host. These proofs are HSM-signed attestations that contain references to 

SBOM digests and immutable event logs. Provision of tenant-facing proofs is governed by 

contractual and legal frameworks defined in the KSCS. 

 

Quarantine and remediation 

 

Hosts failing attestation are isolated automatically, their workloads checkpointed or gracefully 

drained where possible, and forensic snapshots are created. Remediation follows a documented 

process culminating in a re-attestation event prior to production re-entry. 

 

Acceptance criteria 

 

Attestation systems must pass independent verification that unsigned images cannot be executed 

and that attestation failures trigger documented containment actions. Accepted systems 

demonstrate consistent, auditable attestation logs and provide tenant-verifiable proofs of correct 

execution as part of tranche acceptance. 

 

B.4: Sovereign Isolation Mode Operational Logic 

 

Sovereign isolation mode is a formally defined and auditable operational state enabling 

HydraCore to preserve national sovereignty under legal, operational or geopolitical duress. This 



supplement defines activation rules, technical behaviors, governance controls and audit trails for 

isolation mode. 

 

Activation triggers and authorities 

 

Isolation mode may be triggered by legal compulsion, credible external coercion, verified 

supply-chain compromise, or direct SIA directive. Activation requires multi-party authorization: 

signatures from a quorum of SIA-designated authorities are recorded via HSM. Emergency 

automated activation is permitted only under specifically pre-authorized sensor conditions and 

accompanied by mandatory immediate notification of appointed oversight authorities. 

 

Technical behaviors 

 

Upon initiation, isolation mode enforces a comprehensive policy set: all external egress is 

blocked except for pre-authorized, audited channels; execution of unapproved images is 

prevented; attestation is hardened to require additional evidence for any state change; and all 

telemetry streams are archived in read-only WORM stores. Network segmentation rules are 

tightened to confine execution to national-resident resources, and any active exports or 

international leases are suspended according to contract clauses and legal force. Critical control-

plane functions remain prioritized to ensure national continuity. 

 

Evidence and governance 

 

Entry into isolation generates an HSM-signed manifest that records the trigger, authorizing 

parties, and the set of automatic and manual actions taken. All subsequent administrative actions 

require additional HSM-signed approvals and are recorded immutably. Isolation’s lifecycle, 

including de-escalation, is governed by a documented SOP subject to SIA oversight. 

 

Operational implications and tenant considerations 

 

Tenants are notified in accordance with contractual SLA terms and national law. Where 

appropriate, pre-agreed escrow routines allow temporary read-only access to specific data by 



authorized legal entities. Commercial agreements must include clear contractual clauses 

describing isolation-mode impacts and remediation pathways. 

 

Testing and validation 

 

Periodic simulated isolation drills are executed under controlled conditions to validate response 

plans, data immutability, and restoration procedures. Each test results in an HSM-signed after-

action report and documented remediation tasks where gaps are found. 

 

B.5: Threat Modeling Frameworks (APT, Zero-Day, Insider) 

 

HydraCore employs a layered threat modeling framework designed to address advanced 

persistent threats (APTs), zero-day vulnerabilities, insider risks, and converged attack scenarios. 

The framework is outcome-driven and integrates threat intelligence, red-team validation and 

continuous modeling. 

 

Threat taxonomy and attack surfaces 

 

The framework enumerates attack surfaces across supply chain, physical access, firmware and 

boot chain, network fabric, orchestration/control-plane, third-party services and human 

processes. For each surface the framework defines threat scenarios, likely adversary capabilities, 

required mitigations and detection strategies. High-assurance scenarios include nation-state APTs 

targeting firmware supply chains, persistent covert insider activity, and simultaneous multi-

domain attacks that combine kinetic or regulatory pressure with cyber intrusion. 

 

Red-teaming and simulation 

 

Regular red-team engagements simulate realistic APT programs with extended dwell times, 

attack automation, and covert data-exfiltration techniques. Engagements simulate zero-day 

exploitation, supply-chain poisoning, or advanced lateral movement. Red-team outcomes feed an 

operational remediation backlog tracked transparently with SLA-driven closure milestones. 

 



Zero-day readiness 

 

A zero-day playbook defines rapid containment, emergency patching channels, canary 

redeployment strategies, and vendor escalation protocols. For critical zero-day incidents 

affecting the attestation chain or HSM ecosystem, the playbook prioritizes integrity-preserving 

actions such as temporary execution lockdowns and immediate forensic evidence capture. 

 

Insider-threat mitigation 

 

Insider risk controls include dual-control for critical operations, fine-grained access logging, 

behavioral analytics to detect anomalous privilege use, compartmentalization of key duties, and 

mandatory rotation for custodial roles. Contractor and vendor personnel are treated under 

enhanced governance contracts requiring continuous vetting and real-time activity monitoring. 

 

Threat intelligence and partnerships 

 

HydraCore maintains a threat-intelligence function that ingests global indicators, government 

advisories, and vendor security bulletins. The function supports automated risk scoring for 

relevant artifacts and triggers policy actions when risk thresholds are exceeded. 

 

Acceptance tests and audit 

 

The threat model is validated by independent red-team audits, continuous SOC metrics 

demonstrating reduced dwell times, and demonstrable closure of high-risk findings within agreed 

timeframes. 

 

B.6: Log Retention & Sovereign Data Governance Rules 

 

HydraCore’s log retention and data governance specifications define required retention windows, 

evidence-handling procedures, access controls, and data minimization principles consistent with 

sovereign requirements and international privacy standards. 



 

Data classification and residency 

 

All datasets and logs are classified by sensitivity and governed accordingly. Nationally sensitive 

data and logs required for legal, defense or national security purposes are retained within 

Malaysia and subject to the highest protection and retention regimes. Data subject to export must 

follow pre-authorized legal manifests and cryptographic compartmentalization. 

 

Log retention policies and immutable storage 

 

Operational and security logs are retained across multiple retention strata. Short-term operational 

logs provide immediate telemetry and troubleshooting and are retained in high-performance 

stores for rapid query. Forensic and evidentiary logs are exported to WORM-archived evidence 

stores with HSM-anchored signatures and longer retention schedules. The retention durations are 

defined by statute or policy and reflect legal requirements for investigatory needs and 

auditability. 

 

Access controls and auditability 

 

Access to logs is governed by role-based access controls, attestation status, dual-authorization for 

sensitive evidence retrieval, and audit logging of all retrieval actions. For court or government 

requests, chain-of-custody is enforced through HSM-signed manifests documenting access 

authorization and data extracts. 

 

Data lifecycle and minimization 

 

The governance model prescribes data minimization where feasible and automated purging 

policies for logs not subject to specific retention requirements. An automated retention engine 

enforces lifecycle policies and transitions logs between tiers based on age, sensitivity and 

evidentiary value. 

 



Legal holds and e-discovery 

 

The system supports legal holds that suspend normal purge operations for specified datasets or 

logs and implements an auditable workflow for legal discovery that preserves evidentiary 

integrity. All legal-hold actions are HSM-signed. 

 

Privacy and cross-border considerations 

 

For personal data, HydraCore implements privacy-by-design controls including 

pseudonymization, access audits, and subject-rights workflows. Cross-border transfers of 

personal data are permitted only under documented legal authority and contractual safeguards, 

with cryptographic compartmentalization used where necessary. 

 

Validation and audit 

 

Validation includes proving the immutability of evidence stores, demonstrating that deletion 

attempts are audited and blocked under legal hold, and independent audits verifying retention 

schedules and data minimization compliance. 

 

B.7: Legal Compliance Crosswalk: Malaysia vs Global Standards 

 

This crosswalk aligns HydraCore’s controls with Malaysian statutory obligations while mapping 

to relevant global frameworks to enable international business, compliance, and certification. 

 

Core Malaysian laws and obligations 

 

HydraCore conforms to Malaysian statutes governing personal data protection, critical 

infrastructure, energy and environmental regulations, export-controls and defense-related 

procurement obligations. Procurement contracts embed obligations to comply with local labor 

law and environmental permitting. 

 



Global frameworks and mapping 

 

To support international operations, HydraCore maps controls to ISO 27001 information security 

standards, SOC 2 principles for operational assurance, GDPR-equivalent controls for processing 

EU personal data, and FIPS/Common Criteria where cryptographic assurance is required. The 

crosswalk highlights control gaps, prescribes remediation to achieve certification, and defines 

tranche-based certification targets. 

 

Contractual and export-control alignment 

 

Procurement and customer contracts embed export-control compliance clauses, audit rights, 

SBOM and firmware escrow requirements, and clauses enabling emergency isolation under 

sovereign directives. For international tenancy, contractual terms address data residency, legal 

jurisdiction and dispute-resolution mechanics compatible with global customers. 

 

Regulatory engagement and pre-clearance 

 

HydraCore maintains a legal-engagement plan for proactive coordination with regulators and 

utility authorities. The crosswalk prescribes pre-clearance steps for controlled technologies, 

anticipatory legal reviews for international agreements and mechanisms to escalate compliance 

conflicts to SIA for resolution. 

 

Acceptance artifacts 

 

Required artifacts include mapped compliance matrices, certification roadmaps, third-party audit 

reports and contractual templates that reflect both Malaysian legal obligations and international 

standards requirements. 

 

B.8: National Emergency Mode Playbooks 

 



National emergency playbooks codify the procedures, roles and technical steps that HydraCore 

executes during national crises. The playbooks integrate legal authority, technical actions, 

communications and continuity operations. 

 

Scope and activation 

 

Emergency playbooks cover scenarios including national-scale power disruptions, declarative 

legal orders, cyberwarfare events, geopolitical coercion, and major natural disasters. Activation 

is governed by SIA and prespecified authority matrices; activation produces HSM-signed 

manifests and is logged immutably. 

 

Technical controls and prioritization 

 

Playbooks define the technical sequence of actions: priority preservation of attestation and HSM 

custody; controlled load-shedding preserving critical government workloads; immediate 

transition to isolation mode where required; suspension of international exports; and activation of 

DR and failover protocols to alternate sites. Playbooks also provide fallback communications 

channels and prioritized human staffing rosters. 

 

Legal and communications procedures 

 

The playbooks prescribe legal notification flows, inter-ministerial communication templates, and 

pre-approved public messaging in coordination with government communications units. They 

define the conditions for invoking emergency procurement flexibilities and for authorizing 

exceptional actions such as forced vendor cooperation under lawful directive. 

 

Testing and rehearsal 

 

Emergency playbooks are exercised annually with full stakeholder participation. Each exercise 

generates a signed after-action report, identified remediation items and updated playbooks. 

 



B.9: EMP/EPM Protection Layer Specification 

 

This specification defines the physical and electrical engineering standards, procurement criteria 

and validation tests required for electromagnetic pulse (EMP) and electromagnetic management 

(EPM) protection tiers applied to HydraCore facilities. 

 

Protection tiers and application 

 

The specification defines three protection tiers: full hardening for classified vaults and control-

plane nodes; partial mitigation for national control rooms; and baseline EMI control for 

commercial halls. The specification prescribes Faraday enclosure designs, filtered power ingress, 

shielded conduit systems, and waveguide-beyond-cutoff penetrations for required cable runs. 

 

Material and grounding standards 

 

Materials specifications list qualifying conductive materials, bonding methods, gasket types, and 

ventilation penetration treatments. Grounding and bonding strategies are prescribed to avoid 

ground loops and to provide controlled dissipation paths. Penetration sealing and HVAC 

filtration systems must be designed to maintain shielding integrity while supporting life-safety 

and cooling needs. 

 

Testing and certification 

 

Required tests include simulated E1/E2/E3 event exposure at vendor-accepted facilities, 

conducted emissions and susceptibility tests, and in-situ verification of shielding continuity. 

Certification requires third-party laboratory validation and on-site verification of installed 

shielding to a documented threat curve. 

 

Operational procedures and maintenance 

 



Maintenance protocols mandate that any structural penetration or modification triggers 

immediate re-validation. Continuous monitoring sensors must detect shielding breaches, 

grounding anomalies and high-frequency interference. Any maintenance event that affects 

shielding requires a supervised re-certification before the affected asset may re-enter classified 

operations. 

 

Acceptance artifacts 

 

Acceptance requires laboratory reports, on-site test logs, shielding continuity maps, and HSM-

signed certification artifacts stored in the WORM evidence store. 

 

B.10: Classified Defense Integration Notes (Redacted Summary) 

 

This redacted summary outlines the key governance, interface and assurance requirements for 

integrating classified defense workloads with HydraCore while acknowledging that detailed 

classified materials are restricted to authorized parties. 

 

Governance model 

 

Classified integration is governed by a joint defense–SIA governance board that sets policy on 

access, data segregation, attestation levels and cross-domain transfer. Classified enclaves follow 

the highest physical and cyber hardening, including full EMP protection, dual-bus electrical 

feeds, and permanently assigned cleared personnel. 

 

Technical interface 

 

Classified enclaves may be physically segregated or logically separated with multiple attestable 

control-plane instances. HSMs used for classified operations are dedicated and subject to defense 

custodial rules. Cross-domain interfaces, if any, are mediated through guarded transfer nodes 

with policy-enforced one-way data flow or bilateral transfer with legal authorization and 

cryptographic compartmentalization. 

 



Supply-chain and procurement 

 

Hardware and firmware used in classified environments require enhanced provenance, supplier 

vetting, and supplier contractual obligations including on-site audits, background checks and 

restrictions on offshore servicing. Vendors must accept defense-level contractual constraints and 

be willing to operate under stringent chain-of-custody and security clearance regimes. 

 

Operational procedures 

 

Classified workloads require specialized incident response flows, physical escorting, and dual-

authorization for cryptographic and operational actions. Personnel assigned to classified 

operations are under continuous vetting and subject to additional training and accreditation. 

 

Redaction and access 

 

The detailed classified integration guide is restricted. Access is controlled by SIA and defense 

authorities and provided under strict legal and security conditions. Summary-level acceptance for 

the public or investor-grade materials attests to the availability of a classified integration pathway 

that meets defense governance and operational requirements. 

 

Closing statement for Appendix B 

 

Appendix B defines the security and compliance bedrock of HydraCore. The specifications are 

designed to support sovereign assurances, vendor procurement, operational readiness and 

independent auditability. Delivery of the artifacts and evidence described in this appendix is 

tranche-gated: independent validation, HSM-anchored logs, third-party audit reports and SIA 

sign-off are required for operational acceptance at Tier 2 and above. 

  



APPENDIX C: NETWORKING & DATA 

MOVEMENT SUPPLEMENTS 

 

This appendix details the authoritative engineering, operational and governance artifacts required 

to design, procure, commission and operate HydraCore’s networking and data-movement 

infrastructure. The materials are vendor-neutral, prescriptive, and tranche-gated: each item 

described herein is a required deliverable for independent technical validation and sovereign 

acceptance. The supplements cover optical backbone planning, submarine integration, routing 

architectures, congestion behaviour, segmentation and air-gap controls, sovereign export/import 

controls, latency corridor analyses, packet-quality benchmarks, contention models, and the 

sovereign cloud border architecture. Each subsection provides design rationale, minimum 

technical specifications, operational procedures, acceptance criteria and audit evidence 

requirements. 

 

C.1: Optical Backbone Wavelength Allocation Plans 

 

Purpose and scope 

 

The Optical Backbone Wavelength Allocation Plan prescribes how the campus and multi-site 

fiber plant are logically and physically provisioned to support multi-terabit capacity with 

predictable latency, protection, and deterministic routing. The plan establishes wavelength 

assignment principles, channel engineering rules, provisioning templates for DWDM/ROADM 

systems, and procedures for honoring sovereign isolation and carrier diversity constraints. 

 

Design principles 

 

The optical plan is centered on three core tenets; capacity elasticity, physical diversity, and 

operational control. Capacity elasticity is achieved through modular DWDM systems with 

tunable transceivers and support for coherent optics up to and beyond 400 Gbps per wavelength. 

Physical diversity requires at least two geographically and physically diverse fiber corridors for 

any critical route. Operational control mandates that HydraCore retain physical control or 

exclusive dark-fiber leases for at least one primary route to each major interconnection point 

when sovereignty or latency guarantees are required. 



 

Wavelength allocation policy 

 

Wavelengths are allocated according to service class: sovereign-control wavelengths (reserved 

for attestation, HSM replication and control-plane), tenant-dedicated wavelengths (commercial 

customers requiring low-latency or exclusive channels), and shared data wavelengths for general 

cluster traffic. Sovereign-control wavelengths are provisioned with hardware-layer encryption 

options and dedicated optical protection paths. Allocation templates specify guard-band margins, 

forward-error-correction settings, and modulation formats to match required reach and margin, 

with conservative engineering margins for chromatic dispersion and OSNR under worst-case 

fiber aging. 

 

Channel engineering and protection 

 

The plan prescribes working/protection pairs for critical wavelengths: 1+1 optical protection for 

sovereign-control channels and 1:1 or 1:n protection for high-value tenant wavelengths 

depending on SLAs. ROADMs must support hitless switching and per-wavelength monitoring; 

optical performance telemetry (OSNR, BER, power levels) is ingested into Nexus telemetry for 

threshold-based alerting. OTDR baselines are captured and archived for each fiber route. 

 

Operational controls and change governance 

 

Wavelength assignment and any reconfiguration require HSM-signed manifests larger than a 

defined bandwidth threshold, and are subject to change windows except in declared emergencies. 

All provisioning changes are recorded immutably and include pre-change simulation outcomes 

to show no impact to sovereign-control traffic. 

 

Acceptance criteria and artifacts 

 

Acceptance requires demonstration of per-wavelength BER under loaded conditions, OTDR 

evidence of path diversity, and successful failover of sovereign-control wavelength to protection 

paths with measured reconvergence time within spec. Wavelength provisioning manifests and 

ROADM configuration snapshots are archived for audit. 



 

C.2: Submarine Cable Integration Maps 

 

Purpose and scope 

 

Submarine Cable Integration Maps provide the authoritative planning and operational documents 

describing how HydraCore connects to regional and global submarine cable systems. They cover 

landing point selection, physical cross-connect design, legal and contractual considerations, 

diverse routing, and submarine-tail protection planning. 

 

Landing point strategy 

 

Landing points are chosen based on latency to major population centers, geopolitical stability, 

diversity from known chokepoints, and access to multiple submarine systems. HydraCore 

prioritizes landing access that minimizes transit through adversarial jurisdictions for sovereign-

control traffic. Where feasible, HydraCore secures physical cross-connects to multiple 

independent cable systems at geographically separated landing stations. 

 

Physical integration and meet-me facilities 

 

The maps define redundant, physically diverse terrestrial routes from landing stations to 

HydraCore facilities or regional aggregation nodes. Meet-me rooms are physically hardened, 

with dual-entry conduits and segregated routing to avoid shared duct failures. Cross-connect 

procedures enforce escorted access, tamper-evident seals, and immediate telemetry linkage to the 

Nexus fabric. 

 

Contractual and jurisdictional controls 

 

Submarine integration requires long-term contractual instruments that support service-level 

guarantees, right-of-way protections and emergency coordination. Agreements with landing 

station operators incorporate pre-notified maintenance windows, RPKI-enabled routing 

handshakes and immediate coordination for outage triage. Legal language preserves the right to 



reroute sovereign-control wavelengths via alternate landing points if geopolitical conditions 

warrant. 

 

Protection and redundancy 

 

Maps must show at least two physically diverse submarine corridors for international sovereign 

traffic. For critical cross-border services, dedicated dark-fiber or wavelength leases to the landing 

station are preferred. Restore plans define time-to-restore objectives and include pre-arranged 

rapid-activation of alternate wavelength paths in event of cable cuts. 

 

Operational readiness and acceptance 

 

Acceptance evidence includes cable-system availability SLAs, documented terrestrial route 

diversity with OTDR baselines, legal cross-connect agreements, and staged restoration tests 

demonstrating reroute capability with measured latency and throughput impact. 

 

C.3: BGP, MPLS & SD-WAN Routing Schematics 

 

Purpose and scope 

 

This supplement defines the routing architecture used for global peering, inter-datacenter 

connectivity, and controlled customer connectivity. It specifies BGP practices, MPLS transport 

designs for L2/L3 services, and SD-WAN overlays for tenant-directed networking, all with 

layered security and sovereign constraints. 

 

BGP best-practices for sovereign operations 

 

BGP deployments must enforce strict prefix filtering at customers and peers, utilize RPKI origin 

validation for route-authority verifications, and implement maximum prefix limits and peer-

specific policies to prevent route leaks. BGP communities are standardized across HydraCore to 

tag locality preferences, legal-constraint zones, and preferred egress policies. Peering 



relationships support multi-path policy with controlled MED and AS-path manipulations 

designed to avoid unintended transit via restricted jurisdictions. 

 

MPLS and L2/L3 transport 

 

MPLS is employed for campus cross-connects and for private inter-site services where 

deterministic latency and traffic-engineered paths are necessary. The MPLS design uses segment-

routing for explicit path control and integration with traffic engineering controllers. For tenant-

dedicated private links, VRF segregation combined with MPLS labels ensures strict separation of 

customer traffic while enabling predictable pathing across the campus and to meet-me rooms. 

 

SD-WAN overlay architecture 

 

SD-WAN provides tenant-configurable overlay paths for international egress and multi-cloud 

connectivity. SD-WAN controllers are logically segregated by tenancy and support policy 

enforcement that respects sovereign isolation mode: overlays requiring egress to foreign 

jurisdictions are subject to attestation-based gating and can be disabled centrally by HSM-

anchored governance in emergency scenarios. 

 

Routing resilience and failover 

 

Inter-provider routing uses multi-homed BGP with active/standby as well as active/active 

configurations depending on contract terms and RPO requirements. Graceful restart, BFD for 

fast detection, and ECMP are used to minimize convergence windows. Control-plane 

reachability is separated: core control-plane prefixes are announced with stricter policies and 

often via reserved sovereign-control wavelengths to ensure continued attestation and 

orchestration during network incidents. 

 

Operational governance 

 

Routing policy changes require pre-signed change manifests when they affect sovereign-control 

prefixes. All BGP session state and route changes are logged and retained for a minimum 

evidentiary period. Automated anomaly detection identifies BGP hijacks or unexpected AS path 



changes and triggers immediate mitigation including selective route announcements or RPKI-

based filtering. 

 

Acceptance artifacts 

 

Acceptance requires demonstration of RPKI implementation, simulated route hijack drills 

showing blocking of illegitimate routes, MPLS path-engineering tests, and SD-WAN policy 

enforcement tests demonstrating controlled egress disablement during simulated isolation. 

 

C.4: Cluster Fabric Microburst & Congestion Study 

 

Purpose and scope 

 

This supplement codifies HydraCore’s comprehensive study into microburst phenomena and 

congestion behavior on cluster fabrics, and establishes operational and architectural mitigations 

to preserve collective-training performance and checkpoint reliability. 

 

Microburst characterization 

 

Microbursts are short-duration, high-intensity bursts in traffic that can saturate fabric buffers, 

causing packet loss and increased latency that degrades RDMA collectives and checkpoint 

throughput. The study establishes representative microburst profiles derived from typical training 

shuffle patterns, checkpoint storms, parameter-server synchronization spikes and multi-tenant 

aggregation behaviors. 

 

Buffer and congestion-control analysis 

 

The study prescribes sizing of switch buffer resources, recommends vendor support for deep-

buffer ASICs in aggregation layers for checkpoint-heavy workloads, and requires hardware 

support for modern congestion-control mechanisms including ECN, DCQCN, HULL and 

TIMELY where applicable. It analyzes the efficacy of PFC for RoCE deployments and prescribes 



careful use of PFC only in topologies where lossless behavior can be guaranteed and where PFC 

deadlock risks are mitigated by end-to-end congestion-control algorithms. 

 

Scheduler and IO coordination policies 

 

Scheduler-level mitigations are defined to stagger large checkpoint windows across pods and to 

co-schedule shuffle-heavy jobs within low-bisection topologies. The document defines a job 

admission-control policy that dynamically rates limits potentially disruptive traffic classes and 

implements adaptive checkpoint backoff and prioritized control-plane traffic shaping. 

 

Telemetry and detection 

 

Real-time microburst detection requires high-frequency telemetry including per-queue depth, 

per-port queue-occupancy sampling, and in-band network telemetry that surfaces transient 

spikes. Telemetry thresholds and automated mitigations are defined, including transient traffic 

shaping and temporary job pausing. 

 

Testing and validation 

 

Validation requires synthetic traffic generators reproducing microburst profiles to test buffer and 

congestion-control responses. Acceptance tests include end-to-end training benchmarks running 

under induced microburst conditions demonstrating that P95/P99 job completion-time 

degradation remains within the defined tolerance envelopes and that checkpoint integrity is 

preserved. 

 

C.5: Firewall, Segmentation & Air-Gap Configurations 

 

Purpose and scope 

 

This supplement provides design guidance for layered perimeter defenses, tenant segmentation 

controls, and air-gap patterns for classified and sovereign enclaves. It covers firewall 



architecture, policy enforcement points, hardware enclave isolation, and protocols for controlled 

cross-domain transfer. 

 

Firewall architecture and placement 

 

Firewalls are strategically placed at ingress/egress boundaries, meet-me rooms, and at logical 

segmentation points between tenant and sovereign-control fabrics. A combination of next-

generation firewalls (NGFW) for application-aware inspection at entry points, and simple 

stateless ACLs at ToR level for micro-segmentation, is prescribed. Firewall policies are authored 

as code, version-controlled, and require HSM-signed manifests for changes that affect sovereign 

enclaves. 

 

Segmentation models 

 

Multi-layer segmentation enforces isolation at the physical, network and control-plane layers. 

For commercial tenants, segmentation uses EVPN/VXLAN overlays with hardware-accelerated 

encapsulation. For sovereign enclaves, physical separation or dedicated VRFs are preferred. 

Micro-segmentation policies implement host-level enforcement via hardware offload where 

available and are attestation-aware. 

 

Air-gap configurations and controlled data diodes 

 

For classified or regulated workflows requiring one-way data flow, physical data diodes or air-

gapped transfer nodes are implemented. These nodes follow strict custodial rules: any transfer 

across boundaries requires HSM-signed transfer manifests, dual-person authorization, and 

cryptographic hashing with evidence retention on both sides. Air-gap procedures include manual 

verification steps and auditing to preserve evidence of lawful transfer. 

 

Policy enforcement and change control 

 

All firewall and segmentation changes use policy-as-code with automated validation in pre-prod 

environments. Changes affecting sovereign boundaries require dual authorization and a 



mandatory review by SIA security governance. Emergency exceptions are permitted only per the 

national emergency playbooks and are HSM-logged. 

 

Acceptance testing 

 

Acceptance requires successful policy policy-ordering tests, penetration tests demonstrating 

segmentation integrity, and air-gap transfer rehearsals that prove evidence capture and non-

repudiation. 

 

C.6: Data Export/Import Sovereign Gatekeeping Protocols 

 

Purpose and scope 

 

The Sovereign Gatekeeping Protocols prescribe technical, legal and operational controls over 

cross-border data and compute exports, ensuring that any movement of national data or 

workloads adheres to legal mandates, contractual constraints and sovereign policy. 

 

Policy framework 

 

Gatekeeping is governed by a manifest-driven workflow where every cross-border export or 

import requires a pre-authorized, HSM-signed manifest that enumerates the dataset, legal 

justification, recipient identity, export conditions, and retention commitments. Exports are 

classified by sensitivity level and mapped to permitted export channels; for the highest-

sensitivity classes exports are prohibited except under explicit SIA authorization. 

 

Technical enforcement 

 

Enforcement is implemented via attestation-aware routers and application-gatekeeper proxies 

that inspect manifests, validate tenant and host attestation states, and enforce cryptographic 

compartmentalization. Export channels are mapped to pre-authorized endpoints and are subject 



to content-level checks (hashes, SBOM checks) prior to release. Forensic logging of every export 

event is retained immutably. 

 

Operational workflow and legal clearances 

 

The human workflow requires legal sign-off, data-owner authorization, and HSM-signed 

approval for the manifest. For regulated data, additional ministerial consent is included. Export 

approvals are time-limited and bound to specific ephemeral keys; any subsequent access by 

external parties requires a new manifest. 

 

Monitoring and post-export auditing 

 

All exports are monitored with end-to-end telemetry and periodic audits verifying that recipient 

behavior conforms to stated restrictions. Violation triggers revocation of future export privileges 

and potential legal escalation. 

 

Acceptance and evidence 

 

Demonstrable acceptance requires successful end-to-end export workflows executed in 

controlled tests with HSM-signed manifests, proof that gating proxies enforce manifest 

constraints, and recorded auditable evidence in WORM stores. 

 

C.7: International Latency Corridor Study 

 

Purpose and scope 

 

The International Latency Corridor Study identifies latency-optimized corridors between 

HydraCore and global compute and user populations, mapping routes by round-trip times, 

probabilistic congestion windows, and legal/jurisdictional constraints to support placement 

decisions and service-level commitments. 

 



Methodology and outputs 

 

The study aggregates physical path length, fiber quality, number of junctions, landing-site 

distributions, and upstream carrier performance to model expected one-way and round-trip 

latencies to major cloud regions, scientific collaborators and regional population centers. 

Probabilistic models estimate latency variability under maintenance and failure scenarios, and 

identify preferred corridors for low-latency export services. 

 

Operational usage 

 

The latency corridor maps are consumed by job schedulers and tenant-facing SLAs to determine 

placement decisions for latency-sensitive workloads, inter-site replication choices, and customer 

routing preferences. For sovereign-control traffic, corridors that avoid risky jurisdictions are 

prioritized even where latency costs are slightly higher. 

 

Testing and validation 

 

Acceptance requires measured latency validation tests during staged operations and after any 

route change. Historical latency baselines are preserved, and any deviation beyond defined 

thresholds triggers an investigation and remediation plan. 

 

C.8: Packet Loss, Jitter & Availability Benchmarks 

 

Purpose and scope 

 

This supplement defines packet-quality benchmarks and availability thresholds necessary to 

guarantee performance for training, inference and control-plane operations. Benchmarks quantify 

acceptable packet loss, jitter envelopes, and availability over specific time windows. 

 

Benchmark definitions 

 



For training pods using RDMA or RoCE, packet loss must be near zero with stringent upper 

bounds on retransmits: production targets enforce sub-0.01% packet loss for intra-pod flows 

under normal conditions. Jitter for control-plane messaging requires low variance to preserve 

attestation and orchestration timing; targets specify sub-millisecond jitter windows for intra-pod 

control messages. Availability SLOs are defined per tier, with Tier 3 commercial SLAs achieving 

industry-standard availability percentages and Tier 2 sovereign control-plane aiming for higher 

continuity guarantees. 

 

Measurement methodology 

 

Benchmarks require synthetic traffic generation calibrated to representative workloads and 

continuous measurement with INT (in-band network telemetry) and per-flow sampling to capture 

micro-loss events. Long-term baselines are computed and compared to acceptance thresholds. 

 

Remediation policies 

 

Exceeding packet quality thresholds triggers automated isolation of noisy flows, microburst 

throttling, or dynamic rebalancing to alternative fabric paths. Persistent issues require root-cause 

analysis and may invoke hardware replacement or topology mitigation. 

 

Acceptance artifacts 

 

Acceptance provides historical measurement artifacts demonstrating compliance over 

representative production windows and proof of remediation actions for any prior deviations. 

 

C.9: Bandwidth Contention Models 

 

Purpose and scope 

 



Bandwidth Contention Models formalize how shared fabric resources are consumed under mixed 

workloads and define provisioning rules, admission-control thresholds, and pricing or 

prioritization strategies to prevent SLO erosion. 

 

Model architecture 

 

Models incorporate workload classes (training shuffles, checkpointing, inference, storage 

replication, control-plane), statistical arrival processes, and per-class bandwidth elasticity. The 

models simulate contention under heavy multi-tenant usage and identify breakpoints where 

added load produces disproportionate performance degradation. 

 

Operational policies 

 

Admission-control rules are derived from model outputs: large-scale checkpoints are scheduled 

with enforced backoff windows, tenants can purchase guaranteed bandwidth reservations or be 

placed on best-effort classes, and dynamic rate limiting is applied to prevent checkpoint storms. 

Pricing models reflect reserved bandwidth costs and compensate for the operational complexity 

of enforcing guaranteed paths. 

 

Capacity planning 

 

Contention models inform capacity planning decisions and trigger procurement when projected 

sustained utilization approaches conservative bisection thresholds. Models also guide pod sizing, 

encouraging topology-aware placement of correlated workloads. 

 

Acceptance and validation 

 

Validation requires live experiments with representative multi-tenant mixes demonstrating that 

contention mitigation preserves SLOs. Model parameters and outcomes are documented and 

updated continuously. 

 



C.10: Sovereign Cloud Border Architecture 

 

Purpose and scope 

 

The Sovereign Cloud Border Architecture defines the boundary controls, policy enforcement, 

and infrastructure required to expose HydraCore services to external tenants and partners while 

preserving sovereign protections. It implements controlled ingress/egress, selective peering, and 

legal-contractual enforcement points. 

 

Architectural components 

 

The architecture includes a sovereign ingress fabric, tenant onboarding gateways, meet-me 

rooms with hardened cross-connect controls, policy enforcement firewalls, and sovereign-control 

proxies that mediate export/import manifests. The sovereign border isolates tenant-facing 

commercial services from classified enclaves and the attestation control plane. 

 

Tenant onboarding and logical tenancy 

 

Onboarding requires legal and technical vetting, SBOM review for customer-provided images 

where applicable, and explicit tenancy contract clauses concerning data residency and export 

controls. Logical tenancy is enforced with hardware-backed identity, VRF separation and 

attestation-binding. 

 

Service exposure and API gating 

 

Publicly exposed APIs for management, billing and non-sensitive services are fronted by API 

gateways that validate tenant manifests, enforce rate limits, and implement attestation-based trust 

checks prior to any administrative action. For high-assurance services, management APIs require 

additional HSM-signed multisig approvals. 

 



Operational controls and emergency procedures 

 

The sovereign border includes the capability to rapidly disconnect or quarantine tenant services 

while preserving forensic evidence and with minimal impact to sovereign workloads. Emergency 

egress suspension is part of the sovereign isolation playbook and is enforced via HSM-signed 

manifests. 

 

Acceptance and audit 

 

Acceptance requires demonstration that tenant onboarding can be completed end-to-end with 

enforcement of export/import manifests, proof that sovereign border controls can quarantine 

tenant traffic while preserving sovereign-control continuity, and independent audits verifying that 

boundary enforcement cannot be bypassed. 

 

Closing statement for Appendix C 

 

Appendix C provides the technical, operational and governance scaffolding necessary to ensure 

HydraCore’s networks and data-movement systems meet sovereign requirements, perform 

deterministically for frontier AI workloads, and scale safely as the platform grows. Each section 

prescribes deliverables, acceptance tests and auditable artifacts which are tranche-gated. These 

documents are intended to be included in procurement annexes, operational runbooks and SIA 

acceptance packages. 

  



APPENDIX D: OPERATIONAL & WORKFORCE 

SUPPLEMENTS 

 

This appendix defines the operational doctrine, workforce architecture and procedural playbooks 

required to operate HydraCore at sovereign scale. It provides prescriptive, auditable and tranche-

gated artifacts that convert design into predictable, repeatable, and certifiable operational 

outcomes. Each subsection below is a self-contained operational artifact intended for inclusion in 

staffing contracts, training curricula, procurement annexes, and SIA acceptance dossiers. The 

content is written in an executive, formal register suitable for board and ministerial review. 

 

D.1: Staffing Matrix Per Tier (Confidential) 

 

The staffing matrix is the authoritative record of position titles, banding, minimum 

qualifications, clearance levels and shift coverage required to operate HydraCore for each tier. 

For security and procurement integrity, the full staffing matrix is maintained as a restricted 

document, available only under controlled distribution to authorized stakeholders, prospective 

prime contractors, and SIA-cleared personnel. The public summary that follows outlines the 

structure, governance model, and staffing principles; the granular headcount, schedules and 

classified role mappings are retained in the confidential complement. 

 

HydraCore adopts a role-based, tiered staffing architecture aligned to operational criticality: a 

small, mission-focused core of sovereign-custody staff is employed directly by the sovereign or 

designated sovereign entity; an operational layer of full-time technical staff provides 24/7 

operations; and a vetted contractor layer supplies surge, specialist and maintenance capabilities 

under strict contractual and clearance conditions. Headcount scales by tier and by installed 

compute; the confidential matrix captures exact FTE counts per function and per shift, escalation 

authority matrices, and cross-site pooling arrangements to enable rapid redeployment under 

disaster conditions. 

 

The confidential staffing matrix also embodies dual-control and segregation-of-duties rules for 

custody roles, provides designated pools for cleared personnel for classified enclaves, defines 

contractor-to-staff ratios, and prescribes minimum redundancy for each critical function such that 

no single personnel departure creates a mission-critical gap. 

 



D.2: Competency Requirements & Certification Paths 

 

HydraCore operates on competency-based personnel assurance. Every operational role is defined 

by a competency profile detailing technical skills, domain knowledge, security clearances, soft 

skills, and required certifications. Certification paths are organized into four bands: foundational, 

operational, specialist, and custodial. 

 

Foundational competencies are required of all personnel with system access and include security 

awareness, data protection and basic operational safety. Operational competencies apply to NOC, 

facilities, and platform engineers and consist of vendor-neutral and vendor-specific certifications, 

familiarity with measured-boot and attestation concepts, and training on the HydraCore runbook 

portfolio. Specialist competencies are required of teams such as network engineers, power 

systems engineers, immersion-cooling technicians and SOC analysts and include advanced 

vendor certifications, forensics capability, and traffic-engineering competence. Custodial 

competencies apply to HSM operators, key-ceremony participants and classified-operations staff 

and require enhanced background checks, cryptographic training, and dual-control procedure 

mastery. 

 

Certification paths are a blend of accredited third-party credentials, vendor-accredited training, 

and HydraCore internal accreditations issued by the HydraCore Academy. Each path culminates 

in a signed competency dossier and a mandatory supervised practical assessment, recorded and 

signed into the immutable evidence store. Recertification is mandated on an annual schedule for 

critical roles and upon major architecture changes. 

 

D.3: Workload Scheduling Manual 

 

The Workload Scheduling Manual codifies placement policies, priority classes, admission 

control, throttling and checkpoint policies designed to protect sovereign workloads and 

maximize utilization without compromising SLOs. Scheduling is topology-aware, attestation-

aware and policy-driven. 

 

Scheduling policy begins by classifying workloads into sovereign-critical, government-priority, 

commercial-reserved, research, and best-effort categories. Sovereign-critical workloads receive 

placement guarantees within specific attested pod domains, preemptive priority and mandatory 



fast-checkpoint cadence. Commercial-reserved workloads may be assigned reserved capacity or 

burstable capacity subject to export and residency constraints captured in manifests. The 

scheduler enforces topology constraints to ensure latency-sensitive collectives remain within 

single pods or low-bisection domains. 

 

Admission control enforces slot quotas, aggregate bisection thresholds and microburst-safe 

windows. The manual defines checkpoint staggering algorithms to avoid cluster-wide IO storms, 

describes canary deployment rules for large distributed trainings, and prescribes throttle-and-

backoff patterns for noisy tenants. Preemption policies are auditable: any preemption of a 

commercial job for sovereign use requires an HSM-signed authorization recorded with the job 

manifest and published in the tenant-facing notification ledger. 

 

The manual specifies metrics, telemetry inputs and tolerance thresholds that the scheduler 

consumes, provides runbook-driven recovery actions for failed placements, and includes 

templates for SLA-driven scheduling arrangements that may be offered to customers under 

contract. 

 

D.4: Hardware Lifecycle Playbook 

 

The Hardware Lifecycle Playbook governs procurement, staging, burn-in, deployment, 

maintenance, refresh and secure decommissioning. The playbook maps every hardware asset 

from cradle to grave and mandates cryptographic evidence at key lifecycle junctions. 

 

Procurement rules require SBOM delivery, signed firmware images or escrowed copies, and 

verified vendor provenance. Incoming hardware enters secure staging where it is subject to 

sealed-chain-of-custody procedures, burn-in with performance and thermal validation, measured-

boot and firmware-attestation checks, and SBOM verification against the procurement manifest. 

Only after HSM-signed acceptance does an asset receive a production asset identifier and enter 

the production inventory. 

 

Maintenance procedures distinguish between predictive, preventive and corrective maintenance. 

Predictive maintenance is telemetry-driven and prioritized in asset queues; preventive 

maintenance is scheduled during defined windows with attestation-preserving procedures; 



corrective maintenance follows an urgent swap-and-restore playbook with rollback and forensic-

capture steps. Replacement hardware is pre-attested in the staging facility before insertion. 

 

Refresh cycles are scheduled with multi-year visibility and funded from the upgrade reserve. The 

playbook prescribes salvage procedures for end-of-life assets including secure data destruction, 

documented part harvest, refurbishment pathways for non-sensitive components, and certified e-

waste disposal for hazardous materials. All decommissioning actions require an HSM-signed 

decommission manifest and produce immutable evidence stored according to retention policy. 

 

D.5: Spare Part Inventory Strategy 

 

HydraCore’s spare part policy balances capital efficiency against mission availability. The 

strategy defines spare levels, stocking locations, rotation policies, and rapid replenishment 

agreements. 

 

Spares are categorized by criticality 

 

Mission-critical spares (accelerators, PSUs, critical midplane components) are held in hot depots 

with immediate dispatch capability; high-availability spares (power modules, fans) are held in 

regional depots; common consumables (filters, cabling) are maintained via vendor-managed 

inventory. Spare ratios are derived from modeled failure rates, procurement lead times, and the 

tier’s acceptable MTTR. For constrained or long-lead items, forward buys and inventory hedges 

are used. 

 

Spare custody adheres to chain-of-custody controls 

 

Movement of critical spares is logged, sealed, and HSM-anchored when used for classified 

operations. The spare-part strategy integrates with RMA contracts, local refurbishment partners, 

and logistics partners trained in tamper-evident handling. Periodic audit cycles verify stock 

integrity, and inventory forecasting models incorporate telemetry-driven failure predictions to 

pre-stage parts ahead of expected demand. 

 



D.6: Incident Escalation Trees 

 

Incident escalation trees formalize decision-making authorities, notification flows, and technical 

actions for every incident class. Trees are structured to ensure rapid containment, clear 

accountability, and auditable decisions. 

 

Incidents are classified by severity and by domain. Each combination maps to a pre-defined 

escalation path that identifies the Incident Commander, technical leads, legal counsel, SIA 

liaison, customer liaison, and public affairs contact. For sovereign-critical incidents, an 

escalation path includes immediate notification of SIA authorities and triggers a pre-planned 

legal and operational playbook. For commercial incidents that impact SLAs, escalation includes 

customer SLA managers and contractually obligated reporting. 

 

Trees define time-to-acknowledge targets, required initial containment actions, forensic evidence 

collection steps, and thresholds for external disclosure. All escalation actions and approvals are 

HSM-signed. The incident trees are exercised in drills and updated after every major incident to 

reflect lessons learned. 

 

D.7: Mission-Critical Role Definition Sheets 

 

Each mission-critical role is defined by a Role Definition Sheet that documents purpose, 

responsibilities, required competencies, clearance level, delegation authority, escalation 

responsibilities, performance KPIs and succession planning. 

 

Role sheets exist for, at minimum, the following functions; Site Director, Head of NOC, Head of 

SOC, Facilities Manager, HSM Custody Officer, Attestation Lead, Network Fabric Lead, Power 

Systems Lead, Cooling Systems Lead, Security Operations Lead, Compliance Manager, Incident 

Commander, and Customer Assurance Lead. Each sheet contains an explicit statement of 

authority for emergency decisions, the list of systems the role can act upon, dual-control 

dependencies, and interfaces with other roles. Each role has a documented deputy and cross-

training requirements to ensure continuity. 

 



Role Definition Sheets are living documents that are reviewed annually, updated after major 

operational changes, and archived as part of tranche evidence. 

 

D.8: Shift Schedules & NOC/SOC Overlap Models 

 

HydraCore staffing uses overlapping shift models optimized to minimize handoff errors while 

ensuring 24/7 coverage. The canonical model is three eight-hour shifts with planned overlap 

windows for handoffs, extended overlap for weekly deep-handover sessions, and a rotating 

senior on-call schedule. 

 

The NOC is staffed to sustain immediate detection and mitigation. The SOC uses a tiered analyst 

construct with Tier 1 Triage, Tier 2 Investigation, and Tier 3 Threat Hunting. Overlap windows 

are designed so that shift transitions have a minimum of 30–60 minutes overlap to review 

incidents, in-flight maintenance, and outstanding tickets. For Tier 2+ facilities, a floating senior 

engineer overlaps the late and early shifts to provide continuity of complex operations. 

 

To mitigate fatigue and insider-risk, the schedule enforces maximum consecutive night shifts, 

mandatory rest windows, and rotation in custody roles. The model includes surge rostering for 

maintenance windows and disaster scenarios, pre-approved overtime rules and continuous 

monitoring of workforce health metrics to prevent burnout. 

 

D.9: Maintenance Windows & Policy Standards 

 

Maintenance policy balances availability commitments with the need to perform preventive 

work. Maintenance windows are declared, published and coordinated with customers. Windows 

are tiered: Tier 1 accepts flexible maintenance windows; Tier 2 requires negotiated windows; 

Tier 3 commercial tenants may require dedicated, pre-booked windows consistent with SLA 

terms; Tier 4 campus operations adopt rolling maintenance windows with live-migration and 

staged pod isolation to avoid large-scale disruptions. 

 

Maintenance classification distinguishes routine preventive tasks, security-critical patching, and 

emergency corrective maintenance. Routine tasks are scheduled during agreed windows with 

pre-notification and canary deployments. Security-critical patching follows a staged canary-to-



fleet progression and may require extended validation; for sovereign control-plane systems, 

patching requires HSM-signed change manifests and SIA notification. Emergency maintenance 

may be invoked outside windows but requires HSM-signed justification and retrospective 

reporting. 

 

Maintenance policies also define blackout periods when no changes are permitted (e.g., during 

national events or critical training runs), criteria for deferring non-critical maintenance, and rules 

for rolling maintenance that preserve minimum redundancy. 

 

D.10: Disaster Simulation Frameworks 

 

HydraCore’s disaster simulation framework is a formal program of exercises designed to validate 

detection, containment and recovery across all risk domains. The framework prescribes exercise 

types, frequency, stakeholders, success criteria and evidence capture requirements. 

 

Exercise taxonomy includes tabletop exercises for governance and legal scenarios; technical 

walkthroughs for specific failure modes; partial live drills for single-domain handovers (for 

example, generator failure); multi-domain coordinated live exercises that combine power, 

cooling and network events; and full-scale continuity exercises involving site-to-site failover, 

national emergency activation and SIA-observed responses. 

 

Every exercise is planned with objectives, safety plans, scope, rules of engagement, and 

measurable acceptance criteria. Exercises record telemetry, decision logs, HSM-signed 

authorization records for any simulated emergency actions, and post-exercise signed after-action 

reports. The framework mandates a remediation register with assigned owners and formal 

closure criteria. Exercises include customer-visible tests and red-team engagements under 

controlled conditions. 

 

Regularity of exercises is defined by tier and risk exposure: quarterly technical drills at pod-

level, semi-annual full-site drills, annual cross-site and national-level exercises, and ad-hoc 

simulations after any material change or incident. Exercise findings influence procurement 

requirements, staffing adjustments, runbook updates and budget allocations for resilience 

investments. 

 



Closing Statement for Appendix D 

 

Appendix D converts HydraCore’s technical and strategic designs into operational reality 

through a rigorous, auditable set of workforce, process and procedural artifacts. The supplements 

in this appendix are tranche-gated deliverables: evidence of staffing readiness, certified 

competencies, tested scheduling and failover mechanisms, proven lifecycle management, spare-

part readiness, and exercised incident response are required for tranche acceptance and continued 

funding. The artifacts are designed to assure investors, government stakeholders and sovereign 

oversight bodies that HydraCore’s human system is designed, tested and governed to the same 

exacting standards as its hardware systems. 

  



APPENDIX E: FINANCIAL & ECONOMIC 

ANNEXES 

 

This appendix consolidates the advanced financial, economic, and market-modeling instruments 

required for investor underwriting, sovereign funding validation, and long-term capital 

stewardship. All annexes are prepared in formal, audit-grade narrative format with zero tables, 

ensuring compatibility with board reviews, ministry submissions, and investor due diligence 

packages. 

 

E.1: Detailed CAPEX Breakdown by Component 

 

This annex provides a narrative decomposition of capital expenditure for all HydraCore tiers, 

balancing precision with strategic clarity. Capital expenditure is divided into eight principal 

vectors: compute hardware acquisition, networking fabric, storage systems, power systems, 

cooling infrastructure, physical construction, security infrastructure and contingency allocations. 

 

Compute hardware expenditure covers accelerators, CPUs, server chassis, interconnect modules, 

firmware licensing and system integration. Networking expenditure includes spine-tier 

switching, fabric leaf layers, optical transceivers, structured cabling and cross-connect systems. 

Storage expenditure includes NVMe fabrics, high-density HDD arrays, archival storage media, 

metadata servers and associated controllers. Power expenditure covers substations, transformers, 

UPS stacks, battery systems, switchgear, automated transfer switches and generator systems. 

Cooling expenditure covers chillers, CRAH/CRAC systems, immersion tanks, cooling towers, 

pump arrays and heat-exchanger systems. Physical construction expenditure includes raised 

floors, containment systems, fire suppression, structural reinforcements, EMP shielding and 

controlled-access rooms. Security expenditure includes physical access systems, surveillance, 

biometrics, HSMs, TPM integration, secure key rooms and mantraps. 

 

Contingency budgets are tied to market volatility indices and technology refresh cycles; the 

annex explains the formula and rationale behind maintaining 8–15 percent buffer ranges 

depending on project tier. 

 



E.2: OPEX Forecast Models (5, 10, 20 years) 

 

Operating expenditure is modeled along three horizons: short-term stabilization (five years), 

medium-term scaling (ten years) and long-term sovereignty maintenance (twenty years). Each 

horizon incorporates labour costs, energy consumption, maintenance contracts, licensing, 

security operations, facilities upkeep, insurance, training programs and reserve funds for 

hardware refresh. 

 

The five-year horizon focuses on early stabilization, high energy intensity for AI workloads and 

accelerated maintenance cycles due to hardware infancy. Labour costs are elevated to 

accommodate initial NOC/SOC staffing, engineering oversight and specialized vendor 

engagements. 

 

The ten-year horizon transitions into predictable operational rhythm with maturing maintenance 

profiles, automated workload orchestration and partial technology refresh cycles. Energy 

consumption is optimized through heat-recovery systems and improved utilization. 

 

The twenty-year horizon incorporates major refresh cycles, long-term security renewals, multi-

campus clustering and generational technology shifts. OPEX forecasting accounts for inflation, 

global energy market fluctuations, emerging compliance burdens, cross-border diversification 

and sovereign redundancy mandates. 

 

E.3: Supply-Chain Risk Index & Mitigation Expenses 

 

This annex describes HydraCore’s supply-chain risk classification model, which categorizes 

components into risk tiers based on monopoly exposure, geopolitical vulnerability, lead-time 

volatility, logistical constraints and export-control sensitivity. 

 

Tier 1 components, such as advanced accelerators and high-density optical modules, have the 

highest geopolitical and export-control risks and require premium mitigation strategies including 

multi-vendor hedging, forward procurement, escrowed firmware delivery and long-term strategic 

supply agreements. 

 



Tier 2 components, such as storage arrays, cabling systems and commodity servers, are exposed 

to manufacturing concentration risk and require diversified sourcing, vendor lock-in avoidance 

strategies and multi-region shipping redundancy. 

 

Tier 3 components, including structural materials and basic electronics, face traditional logistics 

risks and are addressed through buffer inventory and localized manufacturing partnerships. 

 

Mitigation expenses include hedged procurement, supply-chain insurance, bonded warehousing, 

expediting fees, strategic reserves, escrow services, onshore assembly and inventory-

optimization algorithms. Each mitigation strategy is cost-indexed to global market volatility 

indicators. 

 

E.4: Long-Term Depreciation Schedules 

 

This annex defines asset-class depreciation aligned to sovereign accounting standards, investor 

reporting expectations, and compute-industry financial norms. Hydracore’s depreciation 

schedules reflect three primary asset lifecycles: rapid-cycle compute hardware (three to five 

years), medium-cycle electrical and mechanical systems (seven to fifteen years), and long-cycle 

civil infrastructure (twenty to thirty years). 

 

Compute hardware, including GPUs and servers, is subject to accelerated depreciation aligned 

with rapid performance obsolescence and competitive pressure. Networking and storage systems 

follow intermediate schedules due to partial reuseability, modular refresh and longer operational 

reliability. Electrical and cooling infrastructure depreciates over longer cycles due to durability 

and refurbishment capacity. Physical structures, bunkers and sovereign campuses follow 

extended depreciation horizons consistent with national infrastructure assets. 

 

The annex describes the methodology for calculating salvage value, refurbishment credit, write-

down events triggered by obsolescence or regulatory change, and depreciation-aligned 

reinvestment schedules for long-term sustainability. 

 

E.5: ROI Models for Compute Export Markets 

 



This annex presents a comprehensive return-on-investment modeling framework for monetizing 

compute as a strategic export. Revenue pathways include compute leasing, AI training markets, 

inference services, sovereign cloud bandwidth, cross-border distributed HPC contracts and 

specialized ultralow-latency compute corridors. 

 

ROI models incorporate capital recovery timelines, utilization curves, cross-border demand 

elasticity, energy arbitrage advantages, regulatory restrictions, and contract securitization. High-

margin revenue streams emerge from ultra-large-scale model training, sovereign secure enclaves 

and multi-tenant inference marketplaces. 

 

The annex outlines payback periods, profitability thresholds and peak-efficiency scenarios for all 

tiers. The model validates that HydraCore Tier 3 and Tier 4 clusters generate significant multi-

year returns when international compute export is pursued under structured multi-country 

agreements. 

 

E.6: Energy-Cost Optimization Scenarios 

 

Energy is the dominant OPEX component, and this annex models diversified energy scenarios 

including grid baseline, solar-hybrid systems, battery storage integration, waste-heat recovery 

and microgrid autonomy. 

 

Scenarios include peak vs off-peak optimization, power-factor correction, intelligent chiller 

scheduling, renewable sourcing, long-term PPAs, and dynamic-load shifting for scheduled 

training cycles. 

 

The annex also outlines economic benefits of waste-heat reuse for industrial, agricultural or 

district-heating initiatives, reducing net energy cost and enabling carbon-credit monetization. 

 

Multiple scenarios demonstrate that energy cost reductions of 12 to 35 percent are achievable at 

scale through a combination of microgrid architecture, predictive cooling algorithms and 

renewable-integrated power strategies. 

 



E.7: Procurement Compliance Documentation 

 

This annex defines the documentation required for procurement transparency, auditability and 

sovereign compliance. Documentation categories include vendor pre-qualification reports, 

SBOM declarations, firmware provenance attestations, ethics compliance certifications, bidding 

dossiers, evaluation scoring sheets, negotiation records, contract templates, acceptance 

certificates and post-delivery verification logs. 

 

The annex highlights mandatory compliance with anti-corruption laws, data-sovereignty 

requirements, national security directives, ISO procurement standards and strategic sourcing 

guidelines. It also describes the role of sealed-bid procedures, conflict-of-interest declarations, 

chain-of-custody documents and acquisition-stage risk assessments. 

 

E.8: Overrun, Escalation & Market Volatility Models 

 

This annex defines predictive models for cost overruns, delayed procurement, foreign-exchange 

volatility, freight disruptions, inflation shocks and technology-market cycles. 

 

Overrun categories include hardware scarcity surges, construction delays, currency depreciation, 

energy-price spikes, regulatory shifts, interest-rate changes and geopolitical crises. The annex 

describes trigger thresholds, contingency allocations, hedging instruments and variance-impact 

scoring. 

 

Escalation models map global semiconductor cycles, logistics bottleneck trends and AI 

accelerator pricing volatility, providing forecasts for pricing movements over one, three and five-

year intervals. The annex incorporates Monte Carlo simulations and stress-test scenarios to 

evaluate worst-case budgetary impacts and required contingency reserves. 

 

E.9: Insurance & Risk-Transfer Instruments 

 

This annex outlines insurance structures and financial risk-transfer mechanisms that reduce 

exposure to catastrophic, operational, and market risks. Structures include construction all-risk 



insurance, equipment breakdown insurance, cyber insurance, data-loss protection, liability 

coverage, business-continuity policies, political-risk insurance for cross-border operations, and 

parametric weather-index insurance for climate-sensitive facilities. 

 

Risk-transfer instruments include hedging contracts for energy costs, forward procurement 

agreements for accelerators, supply-chain disruption insurance, and sovereign-backed guarantees 

for Tier 4 infrastructure. The annex details claim workflows, documentation protocols, insurance 

triggers and underwriting parameters. 

 

E.10: Investor Dashboard Metrics 

 

This annex defines the metrics used for investor transparency, quarterly reporting, performance 

assurance and tranche-based funding validation. Metrics fall into financial, operational, 

utilization, risk and strategic-impact categories. 

 

Financial metrics include burn rate, CAPEX drawdown curve, amortization schedule health, 

cost-recovery progress and net revenue from compute export. Operational metrics include 

uptime, incident closure velocity, SLA adherence, maintenance compliance and attestation 

consistency. Utilization metrics include GPU saturation, node availability, workload mix 

distribution and capacity forecasting. Risk metrics include supply-chain exposure, energy 

volatility score, on-site redundancy health and regulatory posture. Strategic metrics include 

national AI capacity ranking, cross-border compute influence and trajectory toward exascale 

sovereignty. 

 

Each metric is accompanied by a definition of its data source, reporting frequency, risk 

thresholds and escalation paths. The annex also defines the investor reporting calendar and 

tranche-release conditions tied to verifiable operational milestones. 

  



APPENDIX F: LEGAL, POLICY & GOVERNANCE 

ANNEXES 

 

This appendix codifies the legal, policy and governance instruments required to authorize, 

protect, operate and scale HydraCore as a sovereign national asset. Each subsection provides 

prescriptive legal frameworks, governance structures, policy rules, contractual templates, and 

operational protocols drafted to meet the needs of government ministries, sovereign funds, 

strategic investors and international partners. The text is produced in fully formal, audit-grade 

narrative form, suitable for submission as supporting annexes to legislative briefings, cabinet 

memoranda and investor memoranda. 

 

F.1: Sovereign Compute Charter (Draft Framework) 

 

Purpose and scope 

 

The Sovereign Compute Charter establishes the legal and governance baseline under which 

HydraCore is recognized and operated as a national strategic asset. It defines ownership 

principles, mission objectives, governance bodies, permitted use cases, oversight authorities, 

funding mechanics, and the relationship between commercial operations and sovereign 

responsibilities. 

 

Core principles 

 

The Charter affirms that HydraCore’s primary purpose is to serve national interests while 

enabling responsibly managed commercial activities. Core principles include sovereign 

ownership and custody of national-key materials, transparency to designated oversight bodies, 

separation of commercial and classified enclaves, strict procurement and attestation standards, 

and commitment to international law and human-rights obligations. 

 

Governance bodies and authorities 

 



The Charter establishes a Sovereign Infrastructure Authority (SIA) as the prime oversight body 

with statutory powers to approve tranche releases, enact sovereign isolation, and enforce 

compliance. The SIA charter specifies a multi-stakeholder board composition including 

representatives from the Prime Minister’s office, Ministry of Defence, Ministry of Finance, 

Ministry of Communications and Digital, an independent technical advisory council, and 

designated independent auditors. The Charter defines delegation matrices for routine operational 

approvals versus tranche-level or sovereignty-impacting decisions. 

 

Use-case governance and permitted activity 

 

The Charter enumerates permitted activities (governmental workloads, national research, critical 

infrastructure support, commercial tenancy under defined terms) and proscribed activities 

(hosting of actors under sanctions, export of controlled models without approval, unvetted 

foreign control-plane operations). It mandates contractual terms for commercial tenants that 

reflect data residency, attestation rights, and audit access. 

 

Accountability, transparency and audit 

 

The Charter requires annual public reporting of non-classified metrics, tranche-level independent 

audits, and a standing parliamentary or ministerial oversight committee for classified tranche 

acceptance. It prescribes whistleblower protections for personnel raising governance or 

compliance concerns and defines procedures for independent investigations. 

 

Legal status and transition provisions 

 

The Charter sets out legal instruments required to confer sovereign status—statutory instruments, 

inter-ministerial memoranda, and shareholder agreements if organized as a corporatized entity. It 

also defines transition rules for assets and contracts in the event of organizational restructuring, 

sale of commercial subsidiaries, or emergency nationalization. 

 

F.2: Data Residency & Jurisdictional Rules 

 



Purpose and scope 

 

This annex codifies the data residency policies and jurisdictional rules applying to all datasets, 

models, cryptographic keys and telemetry processed or stored on HydraCore. It ensures legal 

compliance, protects privacy rights, preserves sovereign control and provides clear guidance for 

cross-border arrangements. 

 

Classification and residency mapping 

 

Data is categorized by sensitivity tiers and by statutory provenance: national security data, 

regulated personal data, public datasets, and commercial tenant data subject to contract. For each 

category the annex sets residency requirements, retention windows, and permitted processing 

domains. National security and certain regulated datasets are mandatory resident-only within 

sovereign-designated enclaves; other classes may be exportable under HSM-signed manifests 

and legal approvals. 

 

Jurisdictional impact analysis 

 

The annex analyzes legal exposures created by routing or processing through foreign 

infrastructure. It requires that data subject to strict residency be tagged at point-of-ingest with 

governance metadata, enforced by the attestation and gatekeeping mechanisms. Cross-border 

processing is governed by contractual safeguards such as Standard Contractual Clauses adapted 

to local law, cryptographic compartmentalization and time-limited export consents. 

 

Access, disclosure and law-enforcement requests 

 

The annex defines the legal process for responding to domestic and foreign law-enforcement 

requests, including required approvals, scope limitation, HSM-signed chain-of-custody 

documentation, and notification obligations. It specifies that requests for sovereign datasets 

require SIA concurrence and, where appropriate, judicial review. For tenant data, contractual 

DPA and mutual legal assistance treaties govern disclosure. 

 



Contractual provisions and customer obligations 

 

Contracts with commercial tenants must contain explicit clauses addressing data residency, 

permitted transfers, audit rights, breach notification timelines and sovereign isolation impacts. 

Customers must agree to manifest-based export procedures and to audit access when requested 

under lawful processes. 

 

Cross-border transfer mechanisms 

 

The annex prescribes approved mechanisms for lawful cross-border transfers: HSM-anchored 

encrypted export with attestation logs, data-masking or pseudonymization workflows, escrowed 

key exchanges under bilateral agreements, and contractual provisions enabling enforcement of 

data usage limits in recipient jurisdictions. 

 

F.3: National Cyber Law Alignment Schemas 

 

Purpose and scope 

 

This annex maps HydraCore’s operational controls and legal obligations against national cyber-

security laws, critical-infrastructure regulations, telecoms statutes and other regulatory 

instruments. It provides schemas for statutory compliance and for interactions with enforcement 

agencies. 

 

Regulatory alignment framework 

 

The schema enumerates applicable national laws (data protection, critical infrastructure 

protection, telecommunications regulation, export-control statutes) and ties each operational 

control to legal requirements. For each statute the annex provides operational checklists for 

compliance, required notifications, and enforcement risk profiles. 

 



Mandatory reporting and incident obligations 

 

The annex details reporting obligations for security incidents, including timelines, content of 

notifications, evidentiary requirements, and the interface with national Computer Emergency 

Response Teams (CERTs) and law enforcement. It specifies thresholds for mandatory reporting, 

specially tailored for incidents affecting national datasets or HSM custody. 

 

Licensing and permits 

 

HydraCore may require licenses for spectrum, energy usage, land-use permits, and classified-

equipment handling. The annex outlines the procedure for obtaining and maintaining permits, 

compliance with environmental statutes and obligations tied to operating specialized equipment 

such as cryogenics or high-density power plants. 

 

Interagency cooperation protocols 

 

The annex defines the legal basis and operational templates for information sharing with national 

agencies under existing legal frameworks, including lawful intercept requests, joint incident 

response, defense collaboration and cross-sector incident coordination. 

 

Legal risk-management and periodic review 

 

The annex prescribes periodic legal compliance assessments, third-party legal audits, and a 

standing legal risk register that is updated following policy, legislative or case-law changes. It 

further prescribes a governance process for rapid adaptation to new cyber legislation. 

 

F.4: AI Ethical Governance Model 

 

Purpose and scope 

 



This annex articulates a formal AI Ethical Governance Model that governs model development, 

dataset stewardship, transparency, bias mitigation, safety assurance and responsible 

commercialization on HydraCore. It embeds ethical constraints into system-level controls and 

procurement rules. 

 

Ethical principles and operationalization 

 

The model enshrines principles of human-centricity, fairness, transparency, accountability, safety 

and privacy. Operationalization binds these principles into concrete requirements: datasets must 

be documented with provenance records, bias assessments and consent records; models must 

pass risk assessments prior to deployment and require monitoring for drift and unintended 

behavior. 

 

Model governance lifecycle 

 

For model development and deployment, the annex defines a lifecycle: proposal and risk-

classing, data vetting and SBOM-like model lineage, training and evaluation under controlled 

environments, safety testing including adversarial and robustness testing, attestation and 

certification (HSM-anchored where necessary), phased deployment with monitoring, and 

decommissioning. Each phase has defined gate criteria and required artifacts. 

 

Transparency and audit 

 

Models of certain sensitivity or scale require model cards, documented evaluation metrics, and 

accessible auditing interfaces for authorized oversight bodies. High-risk models require third-

party audits and may be subject to public-interest review processes. The governance model 

mandates logging of model inference inputs and outputs where legally permissible to support 

incident investigation. 

 

Human oversight and escalation 

 

The model requires defined human-in-the-loop controls for high-impact decision systems and 

prescribes fallback procedures for automated systems that exhibit anomalous behavior. It 



provides for escalation to the SIA’s ethics review board for contested deployments and for 

procedures to suspend or withdraw models when safety thresholds are breached. 

 

Regulatory compliance and alignment 

 

The model is designed to be compatible with emerging global frameworks, including protective 

measures envisioned in nascent AI regulation. It requires contracts with commercial tenants to 

include commitments to ethical standards and to permit spot audits and safety reviews. 

 

F.5: International Partnership Compliance Protocols 

 

Purpose and scope 

 

This annex provides a framework for lawful, secure and governed international partnerships that 

enable cross-border compute services, research collaborations and technology-exchange while 

preserving sovereign protections. 

 

Partnership structuring and legal instruments 

 

The annex details partnership templates: memorandum of understanding (MoU), bilateral service 

agreements, joint-venture constructs, and controlled-access research collaborations. Each 

instrument contains clauses addressing data residency, audit rights, liability, export-control 

obligations, dispute resolution, and termination triggers tied to shifts in geopolitical risk. 

 

Due diligence and risk assessment 

 

Before acceptance of any partnership, a formal due diligence process is required. This process 

examines the partner’s legal status, ownership, compliance history, supply-chain relationships, 

and geopolitical exposure. The annex prescribes risk scoring and approval thresholds tied to SIA 

and ministerial sign-off. 

 



Operational safeguards and segregation 

 

Partnerships requiring access to HydraCore resources are subject to compartmentalized tenancy, 

attestation-bound hosts, and network isolation. Cross-border collaboration projects are required 

to use manifests, cryptographic compartmentalization, and time-limited key arrangements. 

Shared research outputs are handled via pre-agreed IP and publication policies. 

 

Governance and monitoring 

 

Partnerships are subject to periodic reviews, audit rights, and compliance reporting. For research 

projects involving sensitive datasets, data-use agreements include ethical oversight and explicit 

publication restrictions. The annex prescribes escalation channels in case of suspicious partner 

activity or legal conflicts. 

 

Termination and contingency provisions 

 

Partnership agreements include contingency clauses allowing immediate suspension under 

sovereign isolation, export-control actions, or credible compromise. They also define orderly 

wind-down procedures to preserve evidentiary trails and to ensure safe return or destruction of 

shared data. 

 

F.6: Export-Control Alignment (EAR, EU AI Act, etc.) 

 

Purpose and scope 

 

This annex maps HydraCore’s procurement, hosting and commercial export policies against 

major export-control frameworks including the Export Administration Regulations (EAR), EU 

regulatory frameworks anticipated under AI-specific legislation, and other jurisdictional controls 

likely to affect advanced compute components and services. 

 



Control landscape analysis 

 

The annex reviews the types of hardware, firmware and services that typically fall under export 

controls: high-performance accelerators, cryptographic modules, specialized cooling and power 

electronics, firmware with national-security implications, and cloud services used for dual-use 

research. It explains how controls operate—by hardware classification, by end-use, and by 

recipient—and outlines likely compliance obligations. 

 

Procurement and vendor compliance obligations 

 

Procurement contracts include clauses requiring vendor cooperation with lawful export-control 

checks, willingness to enter into supplier declarations, and obligations to support firmware 

escrow and provenance. Vendors are required to disclose red-flag supply relationships and to 

facilitate lawful re-export licensing where necessary. 

 

Export-control compliance processes 

 

The annex describes operational workflows for export-control compliance: classification 

determination, license application and tracking, end-use verification, and post-shipment 

compliance monitoring. It also prescribes contractual obligations for tenants seeking to export 

models or processed data. 

 

Regulatory watch and adaptation 

 

Because export control law evolves quickly, the annex requires an export-control monitoring 

function, regular legal reviews, and pre-authorization procedures before offering services that 

may implicate controlled items. The SIA is empowered to prohibit specific exports where 

national interests dictate. 

 

F.7: Legal Clauses for Foreign Vendor Restrictions 

 



Purpose and scope 

 

This annex provides a set of legal clauses and procurement templates designed to protect 

HydraCore from foreign vendor risks, including foreign control, forced transfers of IP, 

undisclosed backdoors, warranty-limiting clauses and vendor-dependence. 

 

Vendor vetting and contractual representations 

 

Vendors must provide transparent ownership disclosure, supply-chain provenance, firmware 

SBOMs, and legal warranty that no backdoors or covert access channels are present. Contracts 

require vendor cooperation with on-site audits, acceptance of escrow requirements for firmware, 

and clear liability clauses for supply-chain compromise. 

 

Restrictions, remedies and exit clauses 

 

Contracts include clauses granting HydraCore the right to suspend vendor services on short 

notice for national-security reasons, require the vendor to provide source-code or binary escrow 

under defined triggers, and include buy-back or replacement clauses for critical hardware if 

vendor support is terminated. Remedies include liquidated damages, specific performance 

clauses, and indemnities for breaches affecting sovereign operation. 

 

Localization and in-country service 

 

For mission-critical items, the annex favors contractual obligations for in-country spares, local 

integration support, and the maintenance of critical firmware or configuration images under 

sovereign control or escrow. Vendors unwilling to agree to these terms are relegated to non-

critical roles. 

 

Compliance with foreign law risks 

 

Contracts include clauses that require notification of any foreign legal claims or obligations that 

might compel the vendor to disclose information or to act in ways inconsistent with HydraCore’s 



sovereign status. Vendors must commit to seeking clearance and to notifying HydraCore of any 

such legal entanglements. 

 

F.8: Crisis-State Jurisdiction Transfer Protocol 

 

Purpose and scope 

 

This annex outlines the legal and operational mechanism for temporary, conditional jurisdictional 

transfer or emergency authority adjustments in declared crisis states, ensuring continuing 

national control and legal clarity. 

 

Activation, scope and legal basis 

 

Activation of crisis-state jurisdiction transfer requires formal declaration by designated national 

authorities and is recorded via HSM-signed directives. The protocol defines the scope of 

authority transfer, the temporal limits, and conditions for invoking emergency procurement or 

emergency-use directives consistent with constitutional and statutory limits. 

 

Operational controls and safeguards 

 

Even under crisis-state transfer, the protocol requires preservation of auditable records, HSM-

anchored manifests for all exceptional actions, and limits on the scope of asset transfers or 

foreign engagements. The protocol contains sunset provisions, mandatory legislative review 

deadlines, and post-crisis reconciliation requirements. 

 

Tenant and partner protections 

 

The protocol stipulates notice requirements, compensation frameworks, and dispute-resolution 

provisions for commercial tenants affected by jurisdictional transfers. It also sets out protection 

for third-party IP and human-rights obligations where feasible. 

 



Post-crisis remediation and legal review 

 

Following any crisis use, a mandatory independent review documents actions taken, legal bases 

invoked, and remediation steps. Findings are reported to the SIA and, as appropriate, to 

parliamentary oversight bodies. 

 

F.9: Sovereign Arbitration Templates 

 

Purpose and scope 

 

This annex provides arbitration templates and dispute-resolution mechanisms tailored for 

HydraCore’s commercial contracts and international agreements, balancing enforceability with 

sovereign protections. 

 

Arbitration framework 

 

Templates include pre-arbitral escalation procedures, choice-of-law clauses, venue-selection 

guidance, and emergency arbitration mechanisms. For commercial international partners, 

templates recommend institutional arbitration under recognized bodies with neutral seat options 

and enjoinments consistent with sovereign immunity constraints, or hybrid mechanisms 

combining arbitration with domestic courts for enforcement. 

 

Sovereign protection clauses 

 

Arbitration templates include carve-outs preserving sovereign prerogatives and public-policy 

exceptions, such as the right to invoke sovereign isolation or national-security exceptions, while 

providing commercial partners with procedural remedies and compensatory frameworks where 

actions are taken under lawful sovereign directives. 

 

Enforcement and interim relief 

 



Templates specify interim relief mechanisms to preserve evidence and prevent irreparable harm, 

and define processes for compulsory cooperation in forensic investigations while protecting 

classified elements through in-camera or restricted-access procedures. 

 

F.10: Official Regulatory Reference Compilation 

 

Purpose and scope 

 

This annex compiles the authoritative regulatory texts, guidance documents, standards references 

and legal citations relevant to HydraCore operations. The compilation serves as the canonical 

legal reference for counsel, procurement officers, auditors and governance bodies. 

 

Contents and organization 

 

The compilation includes applicable Malaysian statutes (data protection acts, critical 

infrastructure laws, energy and environmental regulation, criminal codes relevant to cybercrime), 

international instruments (relevant bilateral treaties, cross-border data agreements), 

standardization documents (ISO families, NIST guidance where aligned, FIPS where applicable), 

and references to emerging regulatory regimes (EU AI Act, export-control frameworks). 

 

Maintenance and updates 

 

The reference compilation is maintained as a living annex with a change log, summary of 

material changes, and assigned responsibility for legal monitoring. The annex also includes 

interpretive guidance authored by counsel for likely points of operational friction and 

recommended compliance steps. 

 

Closing statement for Appendix F 

 

Appendix F establishes the legal foundation that converts HydraCore from technical ambition 

into a defensible national institution. It articulates statutory instruments, contractual architecture, 



governance frameworks and emergency protocols designed to preserve sovereignty while 

enabling commercial viability and international cooperation. These annexes are intended for 

adoption, refinement and formal legal vetting by sovereign counsel and are tranche-critical 

artifacts for both operational acceptance and investor confidence. 

  



APPENDIX G: ENVIRONMENTAL & 

SUSTAINABILITY ANNEXES 

 

This appendix defines the environmental, sustainability and resilience framework for HydraCore. 

It translates sovereign operational requirements into measurable environmental objectives, 

engineering practices, monitoring regimes and regulatory compliance artifacts. Each subsection 

below provides prescriptive guidance, engineering and policy controls, audit expectations and 

acceptance criteria suitable for inclusion in environmental impact assessments, investor ESG 

disclosures, permitting dossiers and tranche acceptance packages. The overall objective is to 

deliver frontier compute capacity while minimizing environmental footprint, maximizing energy 

efficiency, safeguarding water resources, and embedding climate resilience into the platform’s 

long-term operations. 

 

G.1: Heat Reuse Energy Integration Model 

 

Overview and purpose 

 

The Heat Reuse Energy Integration Model prescribes how waste thermal energy produced by 

HydraCore’s cooling plants and high-density compute clusters is captured, upgraded where 

necessary, and reused to offset local energy consumption across industrial, agricultural or 

district-heating use cases. The model defines heat capture points, energy-grade mapping, 

integration architectures, economic valuation methods, and operational controls. 

 

Heat capture and quality assessment 

 

Waste heat quality is profiled by temperature and flow rate at multiple capture points: heat 

rejected from chillers, condenser loop returns, immersion heat-exchange outlets and heat-

recovery chillers. For each capture stream the model requires continuous measurement of 

enthalpy, temperature delta, and flow to assess usability. Low-grade heat below defined 

temperature thresholds is combined with heat-pump-assisted elevation where economically 

justified. 

 



Integration pathways 

 

Integration options include direct district-heating piping for nearby industrial users, heat-to-

power via Organic Rankine Cycle (ORC) modules for modest electricity recovery, heat-assisted 

drying processes for agricultural users, pre-heating for nearby industrial boilers, and heat-pump-

assisted thermal storage for diurnal smoothing. The architecture requires closed-loop transfer 

circuits with plate heat-exchangers, leak-detection, and redundant pump arrays to avoid 

operational risk to the compute facility. 

 

Economic and environmental valuation 

 

The model provides methods to quantify avoided emissions and energy-cost offsets by 

calculating displaced grid consumption or fossil-fuel boiler usage. Valuation uses local tariff 

structures, seasonal demand curves and carbon cost projections. Contracts for heat uptake must 

include minimum-take guarantees, piping access agreements and shut-off provisions aligned with 

sovereign emergency operational needs. 

 

Operational controls and acceptance 

 

Heat reuse integration requires fail-safe isolation between compute and external users, 

redundancy for heat-exchange systems, continuous monitoring and emergency bypass pathways. 

Acceptance requires a demonstrable, metered energy offset contracted with at least one external 

offtaker, validated leak-free transfer, and safety certifications for thermal transfer circuits. 

 

G.2: Water Usage & Cooling Sustainability Analysis 

 

Overview and purpose 

 

This analysis prescribes water stewardship practices for all cooling modalities and ensures 

compliance with local water regulations. It balances water-efficient cooling technologies with 

environmental obligations and operational resilience under variable water availability. 

 



Water-use profiling and modality selection 

 

The document mandates a water-use audit for the selected cooling modality. For air-cooled 

systems, water use is minimal; for evaporative or hybrid systems, the analysis requires baseline 

consumption estimates, blowdown control strategies and bleed-water treatment. For immersion 

and closed-loop liquid systems, water consumption is limited to makeup and secondary system 

requirements; the emphasis shifts to dielectric fluid management and contaminant control. 

 

Sustainability controls and reuse 

 

Where evaporative cooling is used, the annex requires water-recovery systems, closed-loop reuse 

for non-potable applications, and treatment to remove scaling and biological contaminants. 

Rainwater harvesting and treated wastewater reuse for cooling tower makeup is prioritized where 

legally permitted. Water rights and abstraction permits must be secured with contingency plans 

for drought conditions. 

 

Monitoring, permitting and compliance 

 

Continuous metering with remote telemetry is required for all abstraction points. Monthly 

consumption reports and annual sustainability reports demonstrating compliance with water-use 

permits must be provided. The annex prescribes adaptive operational measures that reduce 

cooling load during water scarcity, including dynamic workload shifting and reduced-power 

operating modes. 

 

Acceptance criteria 

 

Acceptance requires proof of permitted abstractions, treatment permits, metering accuracy within 

defined tolerances, and operational plans for water scarcity events that preserve sovereign 

compute priorities. 

 

G.3: Carbon Offset Models 

 



Purpose and rationale 

 

This annex provides a rigorous approach for measuring, reporting and offsetting greenhouse gas 

emissions associated with HydraCore operations. It prioritizes direct emissions reduction and 

energy efficiency, using offsets only to address residual emissions in line with international best 

practice. 

 

Measurement and accounting 

 

Emissions accounting follows internationally recognized standards and scopes: direct on-site 

emissions (Scope 1), purchased energy (Scope 2) and indirect upstream emissions attributable to 

supply-chain and grid generation (selected Scope 3 categories). The methodology requires 

verified energy consumption telemetry, supplier emissions factors, and lifecycle emissions 

profiles for hardware procurement. 

 

Reduction-first hierarchy 

 

The model enforces a reduction-first approach: deploy energy-efficiency measures, maximize 

renewable procurement through PPAs and onsite generation, implement heat reuse to displace 

fossil-fuel consumption, and improve PUE through immersion or advanced cooling where 

feasible. Only residual emissions after verified reductions are eligible for offsets. 

 

Offset selection and quality 

 

Where offsets are used, the annex requires high-integrity instruments: verified carbon removal 

credits, long-term sequestration projects, or accredited renewable energy certificates that meet 

baseline additionality, permanence and non-double-counting criteria. Preference is given to local 

or regional projects that deliver co-benefits such as biodiversity protection, community 

development or resilience. 

 

Reporting and verification 

 



Annual GHG inventories must be third-party verified and disclosed as part of investor reporting. 

Offset transactions, methodologies and retirement certificates are publicly documented in the 

HydraCore sustainability report, subject to independent verification. 

 

G.4: Renewable Energy Blend Projections 

 

Purpose and approach 

 

This annex models scenarios for incorporating renewable electricity into HydraCore operations 

via power-purchase agreements, onsite generation, and participation in local renewable grids or 

aggregated virtual PPAs. It aligns energy sourcing strategy with tier-specific goals for percentage 

renewable penetration and emission intensity reduction. 

 

Scenario design 

 

Projections present conservative, hybrid and aggressive deployment scenarios, examining 

combinations of solar PV, wind procurement, long-duration storage pairing, and contractual 

renewable volumes. Each scenario includes temporal generation profiles, curtailment risk 

assessments, grid integration constraints and cost implications. 

 

Microgrid and hybrid architecture 

 

For Tier 3 and Tier 4, the annex recommends microgrid architectures that combine renewables 

with BESS and dispatchable backup to provide reliability while reducing grid dependency. The 

microgrid integrates with grid services to monetize ancillary markets where allowed. 

 

Commercial and contractual considerations 

 

The document outlines PPA structures, sleeved PPAs, virtual PPAs and tariff negotiation 

strategies, along with requirements for guarantees of origin and tracking. It advises on regulatory 



engagement to enable renewables procurement and on strategies to manage variability including 

energy-shaping of compute workloads. 

 

Acceptance and reporting 

 

Renewable penetration targets must be contractualized and included in investor reporting, with 

operational evidence demonstrating energy attribution to compute loads using accepted 

accounting methodologies. 

 

G.5: Environmental Impact Assessment (EIA) Summary 

 

Purpose and scope 

 

The EIA summary consolidates statutory environmental assessment obligations, summarizes 

predicted impacts and presents mitigation and monitoring regimes required for permitting and 

community acceptance. 

 

Key impact domains 

 

The EIA addresses land-use changes, biodiversity and habitat impacts, hydrological effects, noise 

and air emissions during construction and operation, visual impact, traffic and community 

disruption, and cumulative impacts from phased campus expansion. 

 

Mitigation framework 

 

For each impact domain the annex prescribes mitigation hierarchy measures: avoid, minimize, 

restore and offset. Mitigation measures include site selection to avoid sensitive habitats, 

construction timing windows to protect breeding seasons, noise attenuation designs, stormwater 

management, erosion control, dust suppression, and long-term biodiversity management plans 

including compensatory habitats where unavoidable impacts exist. 

 



Monitoring and adaptive management 

 

The EIA requires a monitoring plan that includes construction-phase audits, operational 

monitoring for noise and water discharge, biodiversity surveys, and reporting channels for 

community grievances. Adaptive management triggers are defined with predefined corrective 

actions and timelines. 

 

Permitting and community engagement 

 

Evidence of prior community consultation, stakeholder engagement plans, and benefit-sharing 

measures (local hiring, infrastructure contributions) are required for tranche acceptance. 

 

G.6: Waste Management & Hardware Recycling 

 

Overview and objectives 

 

This annex details responsible end-of-life management for electronic hardware and hazardous 

materials, minimizing environmental harm and maximizing resource recovery consistent with 

circular economy principles. 

 

Decommissioning and secure handling 

 

Hardware decommissioning includes secure data destruction, hazardous-material segregation 

(batteries, capacitors, phase-change dielectric fluids), and controlled transport to certified 

refurbishment or recycling centers. Decommission manifests are generated and stored 

immutably. 

 

Refurbishment, resale and material recovery 

 

The annex prioritizes refurbishment and redeployment for non-sensitive components within 

segregated markets. For unrecoverable materials, partnering with certified e-waste processors 



ensures responsible material recovery and proper disposal of hazardous fractions. Contracts 

require traceable chain-of-custody and recovery reporting. 

 

Policy and compliance 

 

Waste handling complies with national hazardous-waste statutes and international Basel 

Convention guidance where applicable. Contracts with recyclers include evidence of end-

destination and recycled content claims. 

 

Acceptance 

 

Acceptance requires documented end-of-life procedures, third-party recycling agreements and 

proof-of-compliance certificates for processed waste streams. 

 

G.7: Green Datacenter Design Guidelines 

 

Purpose and content 

 

These guidelines set mandatory design and operational principles to minimize environmental 

footprint while meeting performance needs. The guidelines cover site selection, building 

materials, PUE targets, commissioning tests, lighting and control strategies, and embodied-

carbon considerations. 

 

Design priorities 

 

Design prioritizes minimizing embodied carbon through material selection, achieving high 

energy-efficiency via optimized airflow, containment, variable-speed drives, high-efficiency 

chillers or immersion cooling, and implementing intelligent control systems for HVAC, pumps 

and fans. The guidelines mandate target PUE thresholds by tier and require documentation 

demonstrating achievement under full-load conditions. 

 



Certifications and standards 

 

The guidelines align with internationally recognized green datacenter standards and encourage 

pursuit of certifications where practical. Commissioning includes performance verification and 

an operational tuning period to ensure design goals are met. 

 

G.8: Noise, Vibration & Structural Compliance 

 

Overview and obligations 

 

This annex prescribes acoustic, vibration and structural standards for facilities to ensure neighbor 

noise impacts are minimized, equipment-induced vibrations are within tolerance for sensitive 

hardware, and building structures meet seismic and load-bearing requirements. 

 

Acoustic controls 

 

The design calls for acoustic enclosures for generators and cooling towers, attenuation measures 

for air-intakes, and night-time noise mitigation strategies. Continuous noise monitoring at 

perimeter points feeds into Nexus telemetry and is available for regulatory audits. 

 

Vibration and structural standards 

 

Vibration isolation for sensitive instruments, rack anchoring protocols, and structural load 

calculations for floor loading and immersion tanks are specified. Seismic design follows local 

building codes with added conservatism for critical halls. 

 

Acceptance 

 

Acceptance requires vibration mapping, structural certification by licensed engineers, and 

measured perimeter noise under representative operating conditions. 



 

G.9: Climate-Resilience Planning 

 

Purpose and scope 

 

This annex defines resilience measures against climate-driven risks such as extreme heat, 

flooding, sea-level rise, prolonged drought, storms and supply-chain disruptions. 

 

Risk assessment and site selection 

 

Climate risk profiling informs site selection, elevation requirements, drainage capacity, and long-

term exposure assessments. Critical infrastructure is sited to avoid 1-in-100-year flood plains 

unless compensatory protective works are provided. 

 

Design adaptations 

 

Adaptations include elevated critical equipment, redundant and hardened substations, stormwater 

retention basins, drought-resistant landscaping, and enhanced cooling margins for extreme heat. 

Energy and water redundancy planning considers prolonged grid outages and water scarcity. 

 

Continuity planning and insurance 

 

Climate-resilience plans are integrated with business-continuity and insurance strategies, 

including parametric triggers for extreme events and pre-funded contingency reserves. 

 

G.10: National Green Compute Index 

 

Purpose and methodology 

 



The National Green Compute Index is a proposed sovereign metric to benchmark HydraCore’s 

environmental performance relative to national targets. It aggregates PUE, carbon intensity per 

compute unit, water-use efficiency, percentage renewable energy, waste-recycling rate, and heat-

reuse utilization into a single composite index. 

 

Use cases and governance 

 

The index supports public reporting, investor ESG disclosures and policy alignment. Governance 

includes transparent calculation rules, third-party verification and periodic updating to reflect 

technological progress. 

 

Acceptance and targets 

 

Initial tranche acceptance requires establishing baseline index values and publishing roadmap 

targets for improvement over three, five and ten-year horizons. 

 

Closing statement for Appendix G 

 

Appendix G defines the environmental architecture that allows HydraCore to be both frontier-

class and environmentally responsible. The annexes provide concrete engineering pathways, 

contractual structures, monitoring regimes and reporting obligations that make sustainability 

verifiable and integral to operational acceptance. These artifacts are tranche-gated and are 

required evidence for permits, investor ESG diligence and sovereign approval. 

  



APPENDIX H: ENGINEERING BLUEPRINTS & 

VISUALS 

 

This appendix contains the authoritative engineering and visual artifacts that convert 

HydraCore’s conceptual design into constructible, auditable and tranche-gated engineering 

deliverables. Each subsection below articulates the required content, engineering intent, 

verification criteria and deliverables required of engineering, EPC and integration contractors. 

The material is written in formal, boardroom-grade prose suitable for submission to planning 

authorities, independent technical reviewers, sovereign infrastructure auditors and investor 

technical due diligence teams. 

 

H.1: Site Layout Maps (All Tiers) 

 

The site layout maps provide the geospatial and functional master plan for every HydraCore 

deployment scale: prototype pod sites, single-hall national sites, multi-hall international 

campuses and multi-building exascale campuses. Each map is produced in GIS and BIM-

compatible formats and includes absolute coordinates, topographic overlays, cadastral 

boundaries, easement paths, vehicular access, utilities corridors, drainage routes, security 

perimeters and noise/visual setback buffers. 

 

Site layout deliverables include an overall site master map, phased build envelopes for tranche-

by-tranche construction, precise siting of data halls and plant rooms, designated zones for HSM 

vaults and classified enclaves, utility substations and microgrid footprints, meet-me rooms and 

carrier landings, secure logistics yards and sealed staging areas, staff and contractor parking, 

visitor control points, and community interface zones. For each tier, the map defines emergency 

egress routes, fire appliance access zones, and areas reserved for future expansion. 

 

Acceptance criteria require as-built GIS layers, a validated drainage plan consistent with local 

stormwater ordinances, verified access-safety analysis for heavy-load transport, proof of right-of-

way or easement agreements for all utility corridors, and a planning-compliant visual impact 

report where applicable. 

 



H.2: Cross-Section Facility Diagrams 

 

Cross-section facility diagrams translate plan layouts into vertical and sectional engineering 

drawings that define internal spatial relationships, ceiling heights, raised or slab-mounted floor 

systems, structural grids, service shafts, HVAC and containment routing, and maintenance access 

provisions. Diagrams are provided at multiple levels of detail: conceptual cross-sections for 

board review, detailed construction sections for permitting, and manufacturer-level cutaways for 

vendor installation. 

 

Each cross-section identifies rack rows, containment systems, underfloor or overhead service 

channels, power and cooling service risers, emergency systems, fire-suppression piping routes, 

and secondary containment for immersion plants. Cross-sections include human-factor 

clearances for maintenance activities, crane and handling clearances for large equipment, and 

staging access for replacements and salvage operations. 

 

Deliverables include CAD and BIM cross-sections, material and finish schedules, and 

coordination drawings showing mechanical, electrical and plumbing (MEP) clashes resolved. 

Acceptance requires clash-free MEP coordination reports, maintenance ergonomics sign-off, and 

verification that cross-sections meet local building code clearances and fire egress criteria. 

 

H.3: Cooling Plant Schematics 

 

Cooling plant schematics are the definitive engineering diagrams and system architectures for the 

facility’s thermal management systems. Schematics cover all contemplated modalities: 

CRAH/CRAC chilled-water loop architectures, reefer and condenser plant layouts, direct-to-chip 

cold plates, rear-door heat exchangers, pumped two-phase loops, immersion pool design, 

dielectric fluid circulation and filtration systems, and heat-reuse interface points. 

 

For each plant the schematic details pump arrays, redundancy topology, valve and bypass 

arrangements, heat-exchanger sizing notation, heat-recovery integration points, control loop 

architecture, instrumentation points for flow/temperature/pressure, leak-detection zones, and 

containment drain routing. Schematics provide PID (piping and instrumentation diagram) level 

fidelity with tag numbering, maintenance isolation valves, service access points and spare 

capacity margins. 



 

Acceptance artifacts include hydraulic and thermal simulation reports demonstrating meeting of 

design thermal loads under ambient plus contingency conditions, commissioning plans for staged 

bring-online, emergency shutdown and safe cool-down sequences for immersion tanks, evidence 

of compliant handling and storage of dielectric fluids, and verified integration of cooling 

telemetry into the Nexus monitoring system for predictive maintenance. 

 

H.4: Substation & Microgrid Engineering Drawings 

 

Substation and microgrid engineering drawings present the electrical infrastructure which 

supports large, variable loads with resiliency and sovereign control. Drawings cover site 

incoming high-voltage connections, step-down transformer placements, ring-bus switchgear 

arrangements, protected double-bus architectures for critical halls, generator plant layouts with 

fuel storage and refueling access, BESS siting and inverter arrays, synchronization and 

paralleling schematics, and microgrid EMS (energy management system) control topologies. 

 

Each drawing includes protection coordination diagrams, relay settings families, fault-current 

studies, earthing and equipotential bonding plans, metering points, and integration points for 

utility SCADA. Microgrid drawings specify EMS control logic, islanding and reconnection 

sequences, black-start procedures, and prioritized load-shedding hierarchies. 

 

Deliverables include short-circuit and load-flow studies, harmonic analyses, arc-flash studies, 

transformer protection coordination tables, and a validated commissioning plan that 

demonstrates attainment of islanding duration targets and safe transfer times. Acceptance 

requires signed by a chartered electrical engineer verification, utilities coordination letters 

evidencing capacity reservation, and test results of factory-acceptance tests for critical 

switchgear. 

 

H.5: Fiber Trenching & Routing Maps 

 

Fiber trenching and routing maps describe the physical routing of terrestrial fiber and conduit 

systems between landing points, meet-me rooms, site entry chambers, intra-campus ducts, and to 

vendor handoff locations. Maps specify trench depths, conduit counts and sizes, splice chamber 



placements, protected crossings, directional-boring sections for road or river crossings, and 

redundant diverse-path planning to avoid single-route risk. 

 

Each routing map contains details for ductbank construction methods, sleeve materials, burial 

depths relative to local frost or soil conditions, protective innerducts for future upgrades, and 

maintenance-access portals. Special routing is defined for sovereign-control fiber paths that 

require exclusive physical segregation and additional tamper-evidence measures. 

 

Acceptance requires as-built duct locations documented in GIS format, OTDR baseline traces for 

each fiber path and splice, third-party verification of route diversity, and legal evidence of right-

of-way or wayleave agreements. The mapping package also includes emergency fiber-repair 

staging locations and spare conduit reservations. 

 

H.6: Rack Elevation & Equipment Placement 

 

Rack elevation and equipment placement drawings are the definitive assembly-level blueprints 

for rack layouts, power distribution units, PDU outlet mapping, cable routing, airflow 

containment interfaces, and chassis mounting diagrams. Drawings are produced for each node 

profile from Appendix A and specify exact U allocations, blanking panel placements, cable 

management, rear access clearances, and labeled power-cord routing to maintain redundancy and 

hot-swapability. 

 

The elevation set includes PDU panel schedules, rack-level metering instrumentation points, 

recommendations for rack-mounted KVMs and console server placements, and placement for 

auxiliary systems such as immersion pumps or local coolant manifolds. The drawings include 

labeling standards for serial numbers, asset tags and cryptographic identity tags bound to HSM 

records. 

 

Deliverables include detailed rack installation instructions, cable-schedule matrices exported to 

asset-management systems, and a validated installation checklist establishing measured-boot 

attestation provisioning locations. Acceptance requires field verification of labeling, PDU 

phasing checks, and successful in-situ acceptance runs verifying expected power and airflow 

behavior. 

 



H.7: Bunker Hardening & Reinforcement Diagrams 

 

Bunker hardening and reinforcement diagrams set the standards for constructing classified 

enclaves, HSM vaults and EMP-protected rooms. Diagrams define physical layering—structural 

concrete grades, reinforced steel placement, blast-resistant portal designs, RF-shielding linings, 

penetration treatments, and protected ventilation with waveguide-beyond-cutoff techniques. 

 

Engineering drawings include structural reinforcement details, slab and foundation specifications 

for high mass equipment, secondary containment for fuel or dielectric fluids proximate to 

classified spaces, and fire compartmentation designs. The diagrams specify materials tolerances, 

bonding and continuity details for shielding, and explicit maintenance and modification controls 

to preserve shielding integrity. 

 

Acceptance tests require third-party structural certification, EMP shielding continuity 

verification, penetration and joint integrity testing, validated life-safety systems integrated into 

hardened enclosures, and post-construction forensic verification that as-built installations match 

the hardened design without undocumented penetrations. 

 

H.8: Airflow & Pressure Differential Studies 

 

Airflow and pressure-differential studies provide empirical and simulated analysis of facility 

airflow behavior to validate containment strategies, prevent hot-spot formation, and ensure 

compliance with life-safety and flame-propagation codes. Studies use CFD (computational fluid 

dynamics) modeling and in-situ smoke mapping to quantify supply and return flow, pressure 

gradients across access points, and behavior during door openings and maintenance 

interventions. 

 

The studies specify recommended containment geometries, aisle designs, 

overpressure/underpressure setpoints for classified rooms, vestibule purge strategies to preserve 

shielding and controlled atmospheres for immersion areas. They also define controls for 

humidity and particulate ingress consistent with equipment manufacturer tolerances. 

 



Deliverables include CFD simulation reports with worst-case ambient scenarios, measured 

airflow maps during commissioning, guidance for HVAC control parameters and pressure-

monitoring alarm thresholds. Acceptance requires measured conformity between simulation and 

commissioning data and validated procedures for maintaining specified differentials during 

normal and maintenance conditions. 

 

H.9: Structural Load & Earthquake Resistance Charts 

 

Structural load and earthquake-resistance charts provide engineering analyses assuring that 

facility structures, raised floors, immersion tanks, and heavy equipment supports meet static and 

dynamic loading criteria including seismic, wind, snow or other regional environmental loads. 

Charts are produced from structural analysis models and include floor load maps, point-load 

schedules for crane or equipment lifts, and modal response analyses for seismic zones. 

 

The documentation sets design factor safety margins, anchoring and tie-down specifications for 

racks and tanks, and prescribes suspension and vibration-isolation systems where needed. It 

validates foundation designs for heavy transformer and generator bases and details soil-bearing 

capacity assumptions and their verification through geotechnical reporting. 

 

Acceptance requires structural engineering certification, as-built verification of anchor 

placements and floor loading trials, and seismic drill results showing that temporary bracing and 

emergency anchoring procedures operate as designed. 

 

H.10: Frontier Campus Master Plan 

 

The Frontier Campus Master Plan is the comprehensive, long-horizon blueprint for the exascale 

campus. It integrates land-use strategy, phased building deployments, multi-substation electrical 

master planning, microgrid topology, long-haul fiber routing, campus security zoning, transport 

infrastructure, staff and resident workforce amenities, research and education clusters, and 

environmental stewardship areas. 

 

The master plan outlines phase gating for funding and construction, critical-path sequencing for 

long-lead items (substations, fiber landings, statutory permits), and integration points for joint 



government–defense facilities. It captures macro-level sustainability strategies such as campus-

wide heat reuse networks, centralized water treatment for cooling reuse, and campus biodiversity 

corridors. 

 

Deliverables include a campus-level BIM model, socio-economic impact mapping, staged 

construction sequencing with milestone gating, energy master plan with inter-building heat and 

power exchange, and community integration documents for stakeholder consultation. Acceptance 

criteria demand that the master plan be linked to financing tranches, that long-lead procurement 

plans are validated against utility commitments, and that environmental and planning approvals 

are obtained for phase one prior to tranche release. 

 

Closing statement for Appendix H 

 

Appendix H supplies the engineering drawings, simulation studies and visual artifacts that make 

HydraCore constructible, auditable and tranche-ready. The deliverables are explicitly intended 

for use by EPC partners, independent verification bodies and sovereign oversight teams. For 

each item listed, contractors must deliver both digital and immutable evidentiary artifacts—

CAD/BIM models, GIS exports, simulation reports, factory-acceptance test records, 

commissioning logs, and HSM-signed acceptance certificates—before tranche acceptance can be 

granted. 

  



APPENDIX I: AI WORKLOAD & MODEL 

HOSTING ANNEXES 

 

This appendix defines the analytical, operational, and regulatory frameworks governing all AI 

workloads deployed on HydraCore. It is designed for sovereign oversight bodies, national 

research institutions, international compute partners, and investors seeking quantifiable evidence 

of HydraCore’s AI performance, safety guarantees, and global competitiveness. Each subsection 

formalizes the required datasets, benchmark methodologies, performance reports, safety logs, 

and model-governance instruments that constitute HydraCore’s AI operational backbone. 

 

I.1: Benchmark Scores of Hosted AI Models 

 

This annex codifies the benchmarking framework used to evaluate all AI models trained or 

hosted on HydraCore infrastructure. Benchmarks are categorized into four classes: foundational 

model capability benchmarks, throughput performance benchmarks, inference latency 

benchmarks, and robustness/safety benchmarks. 

 

Foundational capability benchmarks include language understanding, multimodal 

comprehension, reasoning complexity, code generation capabilities, and domain-specific 

benchmarks for medicine, finance, defence and government administration. Throughput 

benchmarks measure tokens-per-second generation, training FLOPs utilization, GPU scaling 

efficiency and distributed-optimization performance. Latency benchmarks quantify average, 

median and tail latency across different batch sizes, quantization modes, and hardware tiers. 

Robustness and safety benchmarks examine adversarial resilience, hallucination rates, toxic-

output mitigation and failure-mode predictability. 

 

Each benchmark result includes baseline performance, hardware–software configuration, 

replication methodology, and attestation logs linking the benchmark to the relevant HydraCore 

tier. Results are required for model admission into sovereign-hosted registries and for 

international compute sharing agreements. 

 

I.2: Training Pipeline Performance Reports 

 



This annex defines the required reporting standard for model training runs executed on 

HydraCore’s distributed GPU clusters. Reports include pipeline structure, scaling strategy, 

optimizer design, checkpoint cadence, distributed communication volumes, GPU utilization and 

stall analysis. 

 

Each report documents pipeline parallelism stages, activation checkpointing patterns, tensor and 

sequence parallelism ratios, memory footprints, failure recovery behavior, and compute wall-

clock versus ideal theoretical utilization. It also includes anomaly detection logs, stability curves 

across training epochs, throughput losses due to congestion or cooling throttles, and post-run 

root-cause analysis for any performance deviations. 

 

Reports are cryptographically anchored via HSM signatures and preserved in HydraCore’s 

model governance archive. These reports provide essential evidence for investors and regulators 

to evaluate HydraCore’s efficiency, operational competence and suitability for frontier-scale 

model development. 

 

I.3: Model Size vs Tier Capacity Mapping 

 

This annex establishes the canonical mapping between model size and tier capacity across 

HydraCore’s four-tier architecture. It defines admissible model sizes, expected throughput, and 

training/inference viability at each tier. 

 

Tier 1 supports small-scale and mid-scale models up to defined parameter thresholds suitable for 

SMEs, small research labs and prototype workloads. Tier 2 supports national-scale models in 

high-batch and multi-domain configurations, with well-defined throughput guarantees and 

intermediate parallelism configurations. Tier 3 supports international-scale models with 

parameter counts approaching frontier thresholds and requiring complex scheduling and 

distributed training. Tier 4 supports frontier and exascale model development with trillions of 

parameters, multi-cluster synchronous and asynchronous parallelism, and hybrid model 

architectures spanning thousands of GPU nodes. 

 

The mapping includes compute FLOPs requirements, memory bandwidth and 

NVLink/NVSwitch scaling rules, parallelization patterns and minimum-recommended GPU pool 

allocations. It is reviewed annually against emerging hardware and scaling research. 



 

I.4: Frontier-Scale Parallelism Structures 

 

This annex codifies the distributed-parallelism structures required for training frontier-scale 

models on HydraCore’s Tier 4 campus. It includes pipeline parallelism, tensor parallelism, expert 

parallelism, sequence parallelism, 3D and 4D parallelism map definitions, hybrid asynchronous–

synchronous optimization patterns, and cross-cluster gradient aggregation logic. 

 

The section outlines interconnect requirements, communication overlap strategies, fault-tolerant 

gradient checkpointing, adaptive routing to mitigate congestion, and resilience mechanisms when 

training across multi-building exascale clusters. It defines minimum inter-node bandwidth, 

failover logic for replica groups, and node-level synchronization requirements for large-scale 

training beyond trillion-parameter regimes. 

 

Acceptance requires simulation and validation of parallelism strategies via scaled-down training 

runs to confirm network health, congestion risk, optimization stability, and communication 

patterns prior to full-scale training. 

 

I.5: Inference Latency Models 

 

This annex defines HydraCore’s formal inference latency modelling framework. It quantifies 

predictable inference performance across batch sizes, GPU configurations, quantization modes 

and hardware tiers. 

 

Latency models incorporate kernel-level scheduling, page-migration behavior, model sharding 

rules, caching policies, tensor-core saturation patterns, and network-induced delays. For cross-

tier inference, the model quantifies multi-hop latency, routing stability, congestion windows and 

local vs remote scheduling thresholds. 

 

The annex requires latency audits for each new inference service, with detailed breakdowns of 

median, 95th percentile and 99.9th percentile latency. These results are required for SLA 

formation, pricing frameworks, and sovereign application assurances such as national 

cybersecurity analytics or emergency-response decision systems. 



 

I.6: Multi-Tenant AI Isolation Standards 

 

This annex specifies strict isolation requirements for HydraCore’s multi-tenant AI environment. 

Isolation is enforced at hardware, firmware, software and network layers. Mechanisms include 

GPU slicing, encrypted VRAM partitions, secure containerization, cgroup isolation, attestation-

gated workload scheduling, air-gapped sovereign enclaves, and mandatory differential quality-

of-service boundaries. 

 

The annex mandates that tenants cannot observe or infer data, workloads, timing patterns or 

resource usage belonging to other tenants. Sensitive and sovereign workloads operate in isolated 

hardware enclaves with cryptographic identity enforcement, HSM-managed access provisioning 

and hardened telemetry pathways. 

 

Requirements include side-channel resistance audits, memory-forensics resistance, network 

segmentation, and mandatory logging of cross-tenant interactions. These standards adhere to 

sovereign zero-trust principles and EU/NIST isolation methodology equivalence. 

 

I.7: National Model Registry Specification 

 

This annex defines the National Model Registry as the authoritative ledger for all models hosted, 

trained, archived or deployed within sovereign operations. The Registry stores model metadata, 

lineage, training provenance, dataset governance manifests, version histories, attestation proofs, 

safety evaluations, benchmark scores, risk classifications and decay monitoring logs. 

 

Registry entries require cryptographically anchored provenance using HSM-bounded signatures. 

The Registry supports sovereign isolation mode, enabling selective access for classified 

workloads. It includes lifecycle controls for model deployment, rollback, re-certification, 

deprecation and emergency disablement. 

 

The annex defines access controls, mandatory artifacts for model registration, schema evolution 

rules, and audit policies for ministry, regulator and security-agency oversight. It is the core 



institutional framework for ensuring long-term AI sovereignty, transparency and governance 

continuity. 

 

I.8: HPC & AI Scheduling Policy 

 

This annex prescribes the unified scheduling policy for HydraCore’s compute resources, 

balancing fairness, sovereignty, efficiency and revenue maximization. 

 

The scheduling engine implements priority classes—sovereign-critical, national-research, 

commercial-premium, commercial-standard and low-priority opportunistic workloads. The 

policy defines preemption rights, GPU binding logic, tenancy isolation, peak-demand throttling, 

workload prediction, and failure-recovery scheduling. 

 

The engine incorporates predictive queueing, energy-aware scheduling, congestion avoidance, 

NUMA-aware CPU binding, fabric-aware GPU assignment and statistical fairness controls. 

Sovereign workloads override all others but must produce attestation logs justifying preemption. 

 

Audit logs, SLA adherence reports and fairness reports are required artifacts for investor 

oversight and ministry governance. 

 

I.9: AI Audit & Safety Logging Supplements 

 

This annex defines the mandatory logging and audit trail structures for all AI workloads. Logs 

are immutable, tamper-evident, and cryptographically anchored. They include input/output 

traces, error propagation logs, gradient anomalies, bias and toxicity triggers, safety intervention 

logs, model-drift indicators, and governance metadata. 

 

For sensitive workloads, extended audit trails include redactable transcript logs, operator review 

notes, incident escalation evidence and safety-trigger provenance. The annex mandates secure 

retention windows, privacy controls, redaction and access protocols, and event correlation 

pipelines used to detect dangerous model behaviors. 

 



Audit logs are required for safety investigations, compliance reviews, sovereign oversight and 

international compute-sharing agreements. 

 

I.10: International Compute Sharing Guidelines 

 

This annex formalizes HydraCore’s rules for lawful, controlled and strategically beneficial 

compute sharing with foreign partners. Guidelines include contractual obligations, compliance 

requirements, data residency promises, isolation guarantees, export-control alignment and 

operational controls. 

 

International compute-sharing engagements require due diligence, risk scoring, attestation 

compliance, tenant segmentation through sovereign enclaves, and strict prohibition of foreign 

operational control over HydraCore’s control plane. Data must not cross borders without HSM-

signed jurisdiction manifests, and inbound workloads must pass security, compliance and ethical 

review. 

 

Revenue-sharing structures, compute-allocation limits, emergency termination rights, and model-

export controls are detailed. The annex ensures foreign engagements enhance national economic 

position without compromising sovereignty. 

 

Closing Statement for Appendix I 

 

Appendix I establishes the full AI workload governance architecture required to transform 

HydraCore into a globally competitive AI supercluster while safeguarding sovereign interests. 

These annexes define how compute is allocated, monitored, benchmarked, audited and shared 

across national and international partners. They collectively guarantee performance transparency, 

operational safety, lawful governance and frontier-grade capability—making HydraCore suitable 

for hosting the next generation of sovereign and international AI models. 

  



APPENDIX J: CONFIDENTIAL ATTACHMENTS 

(RESTRICTED ACCESS) 

 

STRICTLY CLASSIFIED 

DISTRIBUTION LIMITED TO: 

Sovereign Security Council, National Cyber Command, Defense AI Directorate, HydraCore 

Level-0 Governance Board. 

All sections within Appendix J contain sensitive, security-critical details. Public release is 

prohibited. Redacted versions may be produced only under sovereign directive. 

 

J.1: Defense-Grade AI Simulation Requirements 

 

This section codifies the computational, architectural and data-governance requirements for 

running defense-grade simulations on the HydraCore Tier 3 and Tier 4 clusters. These 

simulations include battlefield modeling, electronic-warfare environments, cyberattack 

propagation models, satellite-intelligence fusion, and classified scenario projections. 

 

Requirements define the minimum GPU allocation per simulation, memory isolation protocols 

for classified datasets, tensor-core precision parameters for high-fidelity simulations, and real-

time synchronization between AI agents running on geographically separated clusters. 

Simulation accuracy thresholds, threat-variant density, probabilistic escalation modeling, and 

multi-domain operational integration frameworks are specified. 

 

All simulations require sovereign isolation mode, physical-layer air-gapping within the cluster, 

and HSM-controlled loading of classified scenario datasets. Output data is restricted to Level-0 

and Level-1 clearance holders only. 

 

J.2: Classified Network Routing Tables 

 

This section documents HydraCore’s deeply classified routing configurations used exclusively 

during sovereign or defense operations. The routing tables include physical and logical network 



pathways, encrypted fiber routes, dark-fiber failover channels, and Tier-0 command-plane 

routing priority structures. 

 

Sensitive details include routing hierarchies for offline sovereign enclaves, preferred pathways 

for emergency command traffic, and reserved fiber wavelengths for defense signals. Autonomous 

system (AS) configurations, proprietary BGP community tags, MPLS circuit priorities, and 

deeply segmented VRF structures are covered. 

 

Routing tables are cryptographically sealed and stored in an encrypted vault accessible only via 

the Level-0 Sovereign Command Interface. Unauthorized access attempts are logged and 

automatically escalated to national counterintelligence units. 

 

J.3: Intelligence-Use Compute Allocation 

 

This section outlines the compute allocation rules for intelligence operations conducted by 

national security agencies. These allocations include high-confidentiality workloads such as 

surveillance analytics, counterterrorism computation, signals-intelligence decryption models and 

multi-source intelligence fusion. 

 

The annex defines priority classes, maximum GPU block allocations, access-controlled inference 

endpoints, and real-time override permissions for intelligence-led emergencies. Each intelligence 

allocation is governed by sovereign attestation keys, allowing only pre-approved workloads to 

run on sovereign hardware enclaves. 

 

Workload traces, memory usage, compute throughput and inter-node signaling for intelligence 

operations are never stored outside the classified HydraCore Security Archive. 

 

J.4: Emergency Sovereign Takeover Mode 

 

This section defines the architecture that enables the national government to assume absolute 

operational control over HydraCore during crisis states, national emergencies, foreign 

cyberattack escalation or nuclear command scenarios. 



 

Emergency Takeover Mode includes: 

 Forced isolation of all foreign or commercial workloads 

 Redirection of all compute, storage and network fabric resources to sovereign-critical 

tasks 

 Activation of Level-0 control-plane overrides 

 Shutdown of external connectivity and uplinks 

 Sovereign reconfiguration of routing, storage and compute allocation tables 

 Transfer of operational jurisdiction to designated crisis-state authorities 

 

Takeover Mode is triggered via multi-key authorization requiring cryptographically verified 

signatures from designated Level-0 officials. Revocation also requires multi-key consensus and 

is logged with immutable timestamps. 

 

J.5: Red-Team Penetration Testing Results 

 

This section contains confidential results of all sovereign red-team penetration tests performed 

on HydraCore infrastructure. Test scenarios include hardware-level compromise attempts, 

network infiltration, firmware poisoning, side-channel extraction attempts, account hijacking, AI 

manipulation, and physical breach simulations. 

 

Each test result includes attack vector descriptions, success probabilities, exploit chains, residual 

vulnerabilities, remediation timelines, and post-fix security hardening measures. Findings are 

mapped against HydraCore’s zero-trust architecture and used to refine sovereign isolation mode, 

segmentation rules and physical security doctrine. 

 

Test results are withheld from commercial partners and foreign entities. Only executive-level 

security officials have access. 

 

J.6: Hardware Implant Detection Logs 

 



This section archives all hardware integrity scans and forensic analyses investigating potential 

hardware implants, compromised components, malicious firmware artifacts or foreign-

manufactured modifications. 

 

Detection logs include: 

 X-ray scans 

 Signal-emission analysis 

 Electromagnetic signature comparison 

 Firmware cryptographic integrity checks 

 Supply-chain chain-of-custody attestations 

 Hardware attestation failure records 

 

Detected anomalies trigger immediate isolation protocols, forensic deep-dive, supplier 

blacklisting and national counterintelligence escalation. Logs are maintained under sovereign 

custody and reviewed quarterly. 

 

J.7: Counterintelligence Protocol Summaries 

 

This section summarizes core counterintelligence strategies that protect HydraCore from 

espionage, infiltration, insider threats, foreign vendor exploitation, and covert data exfiltration. 

 

Protocols include: 

 Personnel vetting and continuous monitoring 

 Covert honeytoken deployment 

 Behavioral anomaly detection using sovereign AI 

 Identity-segmentation for operational staff 

 Classified air-gap checklists 

 Covert decoy routing pathways 

 Black-box testing of unknown data flows 

 Insider-signal analysis and authority triangulation 

 

Summaries exclude actual operational details but provide strategic frameworks used by national 

intelligence units to safeguard HydraCore’s sovereignty. 



 

J.8: National Crisis AI Deployment Scripts 

 

This section documents pre-written and pre-authorized AI deployment scripts for national crisis 

scenarios. 

These scripts enable instant deployment of specific AI models for: 

 Flood and natural disaster management 

 National cyber defense escalation 

 Pandemic response 

 Counterterrorism real-time analytics 

 Communications blackout recovery 

 Supply-chain stabilization 

 Continuity-of-government operations 

 

Scripts execute automatically under sovereign command authority and include fallback logic, 

multi-tier routing adjustments, emergency energy prioritization and 24/7 monitoring rules. All 

scripts require Level-1 review annually. 

 

J.9: Frontier Black-Box Operations Manual 

 

This section defines the operational protocols for HydraCore’s most confidential subsystem: the 

Frontier Black-Box. This subsystem hosts classified, high-risk, frontier-level AI models that 

cannot be exposed to standard monitoring pathways or commercial observation. 

 

The manual includes operational boundaries, attestation processes, encrypted internal 

communication channels, approval workflows, failure-mode protections, memory-isolated 

inference endpoints, and rules preventing uncontrolled model behavior. 

 

Operations within the Black-Box are restricted to Level-0 authorities. All logs are encrypted with 

sovereign keys and stored within deep isolation enclaves. 

 



J.10: Level-0 Sovereign Command Interface Specification 

 

This section defines the architecture, protocols, authentication standards and operational 

semantics of the Level-0 interface—the highest level of control within HydraCore. 

 

The specification includes: 

 Physical and cryptographic access protocols 

 Command hierarchy 

 Override semantics 

 Routing reconfiguration rules 

 Execution of classified workloads 

 Audit log examination rights 

 Enforced separation from commercial control planes 

 Uplink termination and reactivation commands 

 Emergency shutdown logic 

 

Level-0 access is strictly limited to pre-appointed sovereign custodians, with all commands 

requiring multi-party attestation. Unauthorized attempts trigger system lockdown, 

counterintelligence alerts and forensic recording. 

 

Closing Statement for Appendix J 

 

Appendix J establishes the deepest layer of sovereign governance within HydraCore. It defines 

the structures, controls, countermeasures and emergency authorities that ensure HydraCore 

remains fully sovereign, secure and unassailable. These confidential attachments form the 

backbone of national security integration, enabling HydraCore to serve as both a global compute 

leader and a fortified national AI command infrastructure. 
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